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1. Introduction
In RAN3#106, RAN3 discussed the topic of “Configuration Aspects over NG for NPN”, and raised the following question on the handling of UE mobility in the RRC inactive mode for NPN  [1]:
Mobility in inactive state to be looked at?

To be continued...
In this contribution, we discuss UE mobility in case of RAN Notification Area Update (RNAU) with/without UE context relocation, and propose that the new/last serving NG-RAN node should verify the UE access to the CAG cell.
2. Discussion 
In RAN3#106, RAN3 agreed to include the following text on “Access Control for PNI-NPN” in TS 38.300 [2]:
	16.x.1
Access Control

[... ]
If the check is successful, the AMF sets up the UE-associated logical NG-connection and provides the NG-RAN node with the list of CAGs allowed for the UE and, whether the UE is allowed to access non-CAG cells. This information is used by the NG-RAN for access control of subsequent mobility.


Observation 1: the AMF provides the NG-RAN node with UE’s Allowed CAG list for access control in mobility
The information on allowed UE mobility in PNI-NPN including allowed PNI-NPN List and whether the UE is allowed to access PLMN cells for each PLMN, is included in the new NPN Mobility Information IE (added to the Mobility Restriction List IE (see [3] and [4])). 
The NG-RAN stores the Mobility Restriction List IE (including the UE’s allowed CAG list), received from the AMF in in the INITIAL CONTEXT SETUP REQUEST message, in the UE context. 
Additionally, according to TS 23.501, the AMF shall update the Mobility Restrictions List in the UE and NG-RAN, following any change on mobility restriction. This way, the NG-RAN should always have the latest copy of the UE’s Allowed CAG list.
Observation 2: the NG-RAN node stores the received UE’s allowed CAG list in the UE context 
UE in RRC_INACTIVE starts RRC resume for RNAU procedure:
When a UE in RRC_INACTIVE state attempts to resume its RRC connection via a CAG cell that belongs to a new NG-RAN node, i.e. different to its last serving NG-RAN node, for a periodic RNA Update (RNAU) procedure, the new NG-RAN node sends the Retrieve UE Context Request message to the last serving NG-RAN node, which in turn either sends the UE context to the target NG-RAN node (i.e. Retrieve UE Context Respone message) or reject the request and  replies with Retrieve UE Context Failure message.
In the case of the UE context retrieval success, the target NG-RAN node can verify whether the UE is allowed to access the UE selected CAG cell, i.e. where the UE performs the RRC resume, by checking if the cell CAG ID belongs to the UE’s allowed CAG list stored in the UE Context. 

Observation 3: the (target) new NG-RAN node can verify the UE access to the selected CAG cell in the case of RNAU with UE context relocation.

However, in the case that the last serving NG-RAN node rejects the UE context relocation, then one possibility is to verify the UE access to the selected CAG cell at the last serving NG-RAN node instead of at the target NG-RAN node. This is assuming that the target NG-RAN node has already sent the selected cell CAG ID (or its cell-supported CAG ID list) to the last serving NG-RAN node included in the Retrieve UE Context Request message. 
Observation 4: the last serving NG-RAN node can verify the UE access to the CAG cell, in the case of RNAU without UE context relocation, assuming that the new NG-RAN node sends the selected cell CAG ID or its cell-supported CAG ID list to the last serving NG-RAN node.
Proposal 1: it is proposed that the new/last serving NG-RAN node can verify the UE access to the selected CAG cell in the case of RNAU with/without UE context relocation, respectively.

In the following we provide an example of a UE CAG verification at the last serving NG-RAN node, in the case of RNAU without UE context relocation, shown in Figure 1 (below). 

Step 1: the UE initially accesses a CAG cell having an associated PLMN/CAG ID. 
Step 2: the NG-RAN provides the cell-supported CAG ID list to the AMF in the Initial UE Message. 

Step 3: the AMF verifies the UE access to the CAG cell and, if successful the AMF sends the Initial Context Setup Request message that contains information about the UE CAG subscription (e.g. UE’s Allowed CAG list). Otherwise, in case of the UE verification failure, the AMF shall release the NAS signalling connection for that UE. 

Step 4: the RRC connection is suspended and the UE is moved to RRC INACTIVE state. Hence, the serving NG-RAN node stores the UE context, including the UE’s allowed CAG list information.
Step 5: the UE resumes its suspended RRC connection for RNAU procedure via a CAG cell that has the same or different associated PLMN/CAG ID as the previously accessed CAG cell on the anchor (old serving) NG-RAN node.

Step 6: the new serving NG-RAN node sends the UE selected CAG ID (or its cell-supported CAG ID list) to the last serving NG-RAN node included in the RETRIEVE UE CONTEXT REQUEST message. 

Step 7: the last serving NG-RAN node rejects UE context relocation. 

Step 8: the last serving NG-RAN node verifies the UE access to the CAG cell by comparing the received selected CAG ID (or cell-supported CAG ID list) with the stored UE’s Allowed CAG list, previously received from the AMF in CAG Subscription Information IE. Then, if:

· Case A (Verification “PASSED”): if the CAG ID of the selected cell (or cell-supported CAG ID list) is part of the UE’s Allowed CAG list, the last serving NG-RAN sends the RETRIEVE UE CONTEXT FAILURE message to new serving NG-RAN and keeps the UE in the RRC_INACTIVE state (i.e. no change to RNAU procedure without UE context relocation). 
· Case B (Verification “FAILED”): if the CAG ID of the selected cell (or cell-supported CAG ID list) is NOT part of the UE’s Allowed CAG list, the last serving NG-RAN indicates the UE access verification failure to the CN with a suitable cause value “CAG cell access not allowed”. Then, it sends the RETRIEVE UE CONTEXT FAILURE message to the new serving NG-RAN node and releases the UE (i.e. RRC_IDLE mode).

Proposal 2: it is proposed that in the case of RNAU without UE Context relocation:

· In case of UE access verification success at the last serving NG-RAN, the NG-RAN node responds to the target NG-RAN node with the Retrieve UE Context failure message and keeps UE in RRC inactive state.

· In case of UE access verification failure at the last serving NG-RAN, the NG-RAN node informs the CN of the failure by sending the UE Context Release Request message to the AMF, including a cause value “CAG cell access not allowed”, and release the UE.


[image: image1.emf]UE

Target gNB

CAG  cell 

Anchor gNB

(CAG cell) 

CN

AMF 

Initial Context setup Request 

RRCResumeRequest

(RNA Update)

RRCReconfiguration

UE context:

CAG subscription information 

(e.g. Allowed CAG IDs list)

RRCSetup

RRCRelease 

(for suspension)

Retrieve UE 

Context

Failure

Retrieve UE Context Request 

(RNA Update, CAG ID)

Case A

RRCRelease

UE CAG membership 

verification ͞failed͟

Retrieve UE 

Context

Failure

Case B

UE Context Release Request

(cause: CAG cell access not 

allowed) 

UE CAG membership 

verification ͞passed͟


Figure 1: An example of verification of UE access to a CAG cell at the last serving NG-RAN node.
3. Conclusion
In this contribution we argue that it is possible to verify the UE access to a CAG cell by the new/last serving NG-RAN node in case of RNAU with/without UE context relocation, respectively. The following are observations and proposals:
Observation 1: the AMF provides the NG-RAN node with UE’s Allowed CAG list for access control in mobility
Observation 2: the NG-RAN node stores the received UE’s allowed CAG list in the UE context 
Observation 3: the (target) new NG-RAN node can verify the UE access to the selected CAG cell in the case of RNAU with UE context relocation.

Observation 4: the last serving NG-RAN node can verify the UE access to the CAG cell, in the case of RNAU without UE context relocation, assuming that the new NG-RAN node sends the selected cell CAG ID or its cell-supported CAG ID list to the last serving NG-RAN node.

Proposal 1: it is proposed that the new/last serving NG-RAN node can verify the UE access to the selected CAG cell in the case of RNAU with/without UE context relocation, respectively.

Proposal 2: it is proposed that in the case of RNAU without UE Context relocation:

· In case of UE access verification success at the last serving NG-RAN, the NG-RAN node responds to the target NG-RAN node with the Retrieve UE Context failure message and keeps UE in RRC inactive state.

· In case of UE access verification failure at the last serving NG-RAN, the NG-RAN node informs the CN of the failure by sending the UE Context Release Request message to the AMF, including a cause value “CAG cell access not allowed”, and release the UE.

Proposal 3: RAN3 is kindly asked to agree the TPs to BL CRs for TS 38.413 and TS 38.423 in R3-200354 [4] and R3-200355 [5], respectively.
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