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Introduction
In the previous meeting the need to support IPSec establishment in RAN interfaces was discussed. In this contribution we will elaborate on IPSec tunnel setup and will provide our proposals regarding the time and the functionality needed to establish the IPSec tunnels. 
IPsec tunnels can be set up in various ways, but this document handles direct node to node communication, e.g. direct IPsec tunnel for X2-U.
Discussion
[bookmark: _Hlk509769073]The outcome of the discussions in the previous meeting is noted below as reflected in R3-194706.

There is consensus in RAN3 to support a priori setup of IPSec tunnels. 
This implies that IPSec Server and IPSec Client exchange their (outer) IPSec addresses via the following messages:
· F1 Setup Request/Response
· GNB-CU-UP E1 Setup Request/Response, GNB-CU-CP E1 Setup Request/Response 
· EN-DC X2 Setup Request/Response (For EN-DC)
· Xn Setup Request/Response (for MR-DC)

In order to allow updates of the (outer) IPSec tunnel address, IPSec Server and IPSec Client should exchange IPSec addresses via the following messages:

· F1: gNB-CU/gNB-DU Configuration Update
· E1:  gNB-CU-CP/gNB-CU-UP Configuration Update
· X2: EN-DC Cconfiguration Update/Confguration Update Acknowledge
· Xn: NG-RAN NODE Configuration Update/ Configuration Update Acknowledge

Proposal1: it is proposed to agree that “a priori” IPSec address exchange via the procedures listed above is addressed by RAN3, namely adding IPSec addresses to the following procedures:

· F1 Setup Request/Response
· F1: gNB-CU/gNB-DU Configuration Update
· GNB-CU-UP E1 Setup Request/Response, GNB-CU-CP E1 Setup Request/Response 
· E1:  gNB-CU-CP/gNB-CU-UP Configuration Update
· EN-DC X2 Setup Request/Response (For EN-DC)
· X2: EN-DC Cconfiguration Update/Confguration Update Acknowledge
· Xn Setup Request/Response (for MR-DC)
· Xn: NG-RAN NODE Configuration Update/ Configuration Update Acknowledge

In [1] “on the fly” exchange of IPSec addresses was also proposed. This is done to avoid the setup of potentially a large number of IPSec tunnels towards a single node. 
Proposal 2: It is proposed to continue discussions on “on the fly” IPSec tunnel setup

Regarding the question of addressing UP only or UP and CP, there seems to be some support to cover both scenarios
Proposal 3: On the basis of some companies support for covering both UP and CP, it is proposed to work on a solution for both scenarios

Based on the above, we will examine the information needed to support IPSec establishment. But first we need to consider when to setup the IPSec tunnels. As mentioned in the above summary, two different alternatives exist. Either the IPSec tunnels are setup a priori or they are setup at DRB establishment. In the following we examine both alternatives.
A priori IPSec establishment avoids the delay during DRB establishment. Otherwise, the establishment of the first DRB triggering IPSec tunnel establishment is subject to the delay needed to establish an IPSec tunnel. Currently in LTE this is the method in use, and we would propose to adopt this approach also for NR.
 Proposal 1: we propose to support a priori establishment of IPSec tunnels. 
Although a priori IPSec establishment could be the default approach, certain issues arise. Consider if each MeNB that could potentially use an S-gNB-DU in DC configurations would setup an IPSec tunnel with such S-gNB-DU. This would result in a very high number of IPSec tunnels established, which raises concerns on capacity. Namely, a too large amount of connections would need to be setup a priori, potentially exceeding the capacity of an MeNB. With a split deployment scenario, the amount of addresses and tunnels to be setup and exchanged could be excessively large. On the fly establishment of IPSec tunnels would be a solution.
Observation 1: A priori setup of IPSec tunnels raises concerns of lack of capacity at the IPSec termination points
To further elaborate, although as said setting up paths in advance will probably be the main way of IPSec establishment, considering network redundancy and complex networks the static setup may be problematic. Setting up IPSec tunnels on the fly would then be a way to not have to over administer the network.
Another complicating factor is that detailed operator planning is needed to identify which paths to set up beforehand. In order to minimize the delay for the DRB setup and avoid the need for detailed operator planning, one option would be that gNB-CU sends the IPSec address to the gNB-DU a priori and later when the gNB-DU actually starts the DRB setup, it sends the IPSec address to the gNB-CU. This option would indeed reduce the delay at DRB setup. In that case though the risk for man in the middle attacks is substantial. In that scenario an attacker intercepts the IPSec address sent by gNB-CU and can alter the communication between the gNB-CU and the gNB-DU who believe they are directly communicating with each other.  To eliminate that risk, and if the IPSec tunnel needs to be setup at the time a bearer between IPSec server and IPSec client needs to be established, the gNB-CU should send the IPSec address to the gNB-DU at DRB setup.
Based on the above reasoning, we propose that IPSec tunnels can be setup on the fly.
Proposal 2: we propose to support on the fly setup of IPSec tunnels, namely establishment of an IPSec tunnel at the time a DRB between server and client needs to be established, to be used between the nodes until removed

Also, regarding support for covering both CP and UP, we don’t think that the CP solution would require any additional signaling. The CP signaling needed essentially is to setup the UP, we can’t see any missing piece. In the case that some setup is needed this is in all probability outside the scope of this work.
Now we will look into the information missing to set up the IPSec tunnels for both alternatives. When looking at the F1-U interface there is today no provisioning of IPSec addresses. In LTE an exchange of inner and outer IP addresses takes place between the eNBs during the IPSec setup. In order to support this functionality in NR we would need to cater for the exchange of inner and outer IPSec addresses between gNB-DU and gNB-CU.
First we look into the case of on the fly setup of IPSec tunnels. In that case the exchange of inner and outer IPSec addresses between gNB-DU and gNB-CU essentially take place via the F1: UE Context Setup  procedure. In those procedure the UL UP TNL Information IE (i.e. the “inner” IPSec address) is already provided to the gNB-DU. The missing information is the “outer” IPSec address, which has been defined over the NGAP as IP-Sec Transport Layer Address IE. So to summarize, in order to allow the gNB-DU to receive the IPSec server addresses in use by the gNB-CU-UP(s), the gNB-CU-CP should add the NGAP defined IP-Sec Transport Layer Address IE of the gNB-CU-UP over the F1: UE CONTEXT SETUP REQUEST  for each DRB.
Proposal 3: it is proposed that the gNB-CU-CP signals over the F1: UE CONTEXT SETUP REQUEST message to gNB-DU the NGAP defined IP-Sec Transport Layer Address IE address to be used for securing DRB traffic 
However, also the addresses of the gNB-DU need to be known by the gNB-CU. The reason for such requirement is that the gNB-CU needs to know whether a request to establish a secured tunnel comes from a legitimate source and in order to know this the gNB-DU inner and outer addresses need to be known. As before, the “inner” IPSec address in use by the gNB-DU is already signalled in the DL UP TNL Information IE and only the “outer” client IPSec address needs to be signalled. So to summarize, in order to allow the gNB-CU to receive the IPSec addresses in use by the gNB-DU, the gNB-DU should add its NGAP-defined IP-Sec Transport Layer Address IE over the F1: UE CONTEXT SETUP RESPONSEfor each DRB
Proposal 4: it is proposed that the gNB-DU signals over the F1: UE CONTEXT SETUP RESPONSE message to gNB-CU-CP the NGAP defined IP-Sec Transport Layer Address IE address to be used for securing DRB traffic 

[bookmark: _Hlk16724475]In order to make this possible, further additions are needed in the signalling between gNB-CU-CP and gNB-CU-UP. The gNB-CU-UP should provide to the gNB-CU-CP the aforementioned IPSec address, namely the NGAP defined IP-Sec Transport Layer Address IE, and also the gNB-CU-CP will provide the gNB-DU IPSec address received over F1, over the E1: BEARER SETUP REQUEST and E1: BEARER SETUP RESPONSE.
Proposal 5: it is proposed that the gNB-CU-UP signals the NGAP defined IP-Sec Transport Layer Address IE address to be used for securing DRB traffic to gNB-CU-CP and also receives from gNB-CU-CP the gNB-DU IPSec address over the E1: BEARER CONTEXT SETUP REQUEST and E1: BEARER CONTEXT SETUP RESPONSE messages.
In a similar manner we can argue about the case of the a priori IPSec establishment and we reach the following conclusions. In order to allow the gNB-DU to receive the IPSec addresses in use by the gNB-CU-UP(s), the gNB-CU-CP should signal the NGAP defined IP-Sec Transport Layer Address IE, of CU-UPs over the F1 SETUP RESPONSE and gNB-CU CONFIGURATION UPDATE.
[bookmark: _Hlk16724841]Proposal 6: it is proposed that the gNB-CU-CP signals over the F1:  F1 SETUP RESPONSE and F1: GNB-CU CONFIGURATION UPDATE messages to gNB-DU the NGAP defined IP-Sec Transport Layer Address IE address to be used for securing DRB traffic 
[bookmark: _Hlk16724964]In addition as before in order that also the gNB-CU-CP knows the addresses of the gNB-DU the gNB-DU should add its NGAP defined IP-Sec Transport Layer Address IE over the F1:  F1 SETUP REQUEST and F1: GNB-DU CONFIGURATION UPDATE messages to gNB-CU-CP for each DRB
Proposal 7: it is proposed that the gNB-DU signals over the F1: F1 SETUP REQUEST and F1: GNB-DU CONFIGURATION UPDATE messages to gNB-CU-CP the NGAP defined IP-Sec Transport Layer Address IE address to be used for securing DRB traffic 

[bookmark: _Hlk16725389][bookmark: _Hlk16725435]Again, additions are necessary over E1 procedures also in order to achieve this. The gNB-CU-UP should provide to the gNB-CU-CP its IP Sec address, namely the  NGAP defined IP-Sec Transport Layer Address IE and also the gNB-CU-CP will provide the gNB-DU IPSec address received over F1, over the GNB-CU-UP E1 SETUP REQUEST, GNB-CU-UP E1 SETUP RESPONSE, GNB-CU-CP E1 SETUP REQUEST, GNB-CU-CP E1 SETUP RESPONSE, GNB-CU-CP CONFIGURATION UPDATE and GNB-CU-UP CONFIGURATION UPDATE messages.

Proposal 8: it is proposed that the gNB-CU-UP signals the NGAP defined IP-Sec Transport Layer Address IE address to be used for securing DRB traffic to gNB-CU-CP  and also receives from gNB-CU-CP  the gNB-DU IPSec address over the E1: GNB-CU-UP E1 SETUP REQUEST, GNB-CU-UP E1 SETUP RESPONSE, GNB-CU-CP E1 SETUP REQUEST, GNB-CU-CP E1 SETUP RESPONSE, GNB-CU-CP CONFIGURATION UPDATE and GNB-CU-UP CONFIGURATION UPDATE messages.
The above scenario and proposals focus on the IPSec establishment for F1-U interfaces. However, similar scenarios exist across different RAN nodes. For example, in EN-DC a direct UP interface can be established between MeNB and SgNB-DU. This interface would need to be secured via IPSec. 
It is noted that the X2 does not provide the possibility to signal IPSec addresses at E-RAB setup between an MeNB and an SgNB. Namely, there is a first change needed, which is that of allowing the signalling of an IP-Sec Transport Layer Address IE for each E-RAB setup at SgNB Addition/Modification. It needs to be clarified that the intention of adding an IPSec address in procedures to setup an E-RAB over X2 is not that of setting up a tunnel every time an E-RAB is established. Instead, the intention is to be able to trigger IPSec tunnel setup when an E-RAB needs to be established and to use the established tunnel from that moment onwards, for further E-RABs. The tunnel may be removed in the future and re-established at the time an E-RAB is setup again.
Observation 2: Establishment of IPSec tunnels at UP connection setup is needed also in EN-DC configurations, between MeNB and SgNB-DU.
In order to achieve the above the IPSec addresses (inner and outer addresses equivalent to the UL UP TNL Information IE and (NGAP defined) IP-Sec Transport Layer Address IE) of the MeNB should be passed to the SgNB-CU-CP over X2. 
Further, the gNB-CU-CP should pass such addresses to the SgNB-DU over the F1 interface. 
As before, first we look into the case of on the fly setup of IPSec tunnels. A possible way to achieve such configuration since the inner IPSec addresses are already provided, could be the following:
· Signal the IP-Sec Transport Layer Addresses from MeNB to SgNB-CU-CP at X2: SGNB ADDITION REQUEST for each bearer to setup
[bookmark: _Hlk16726155]As stated above, mechanisms to send inner and outer addresses of a SgNB-DU to the MeNB are also foreseen. These are achieved by means of SgNB sending to MeNB User Plane inner and outer addresses for direct IPsec tunneling at X2: SGNB ADDITION procedure for each bearer to be established. The SgNB addresses are those of the SgNB-DU obtained by the gNB-CU-CP over the F1 interface. So to summarize, MeNB and SgNB exchange User Plane outer addresses for direct IPsec tunneling at X2: SGNB ADDITION procedure.
[bookmark: _Hlk16748890]Proposal 9: In EN-DC, for support of IPSec tunnels establishment at bearer establishment between MeNB and SgNB-DU, it is proposed to exchange the  IPSec Address (outer address equivalent to the NGAP defined IP-Sec Transport Layer Address IE)  of MeNB and SgNB  via the X2: SGNB ADDITION REQUEST, X2: SGNB ADDITION REQUEST ACKNOWLEDGE,  F1: UE CONTEXT SETUP REQUEST and F1: UE CONTEXT SETUP RESPONSE messages 

In a similar manner about the case of the a priori IPSec establishment we reach the following conclusions regarding a possible way to achieve such configuration:
· Signal the MeNB IPSec address namely the outer address equivalent to the NGAP defined IP-Sec Transport Layer Address IE to the SgNB at X2: EN-DC X2 SETUP REQUEST or X2: EN-DC X2 SETUP RESPONSE, depending on the node initiating the EN-DC X2 connection

· Signal the MeNB IPSec address namely the  outer address equivalent to the NGAP defined IP-Sec Transport Layer Address IE to the SgNB at X2: EN-DC CONFIGURATION UPDATE

· Signal the MeNB IPSec outer address equivalent to the NGAP defined IP-Sec Transport Layer Address IE received at SgNB-CU to the SgNB-DU at F1 SETUP RESPONSE and gNB-CU CONFIGURATION UPDATE

[bookmark: _Hlk16727219]As mentioned above, the SgNB-DU may signal its inner and outer addresses to the MeNB by means of adding inner and outer addresses to the F1 SETUP procedure messages, and the F1 gNB-DU Configuration Update procedure messages. Also the SgNB-DU IPSec addresses are signalled to the MeNB at X2: EN-DC CONFIGURATION UPDATE, X2: EN-DC CONFIGURATION UPDATE ACKNOWLEDGE

[bookmark: _Hlk16749227]Proposal 10: In EN-DC, for support of IPSec tunnels establishment ahead of bearer establishment between MeNB and SgNB-DU, it is proposed to exchange the IPSec address (outer address equivalent to the NGAP defined IP-Sec Transport Layer Address IE) of MeNB and SgNB via the X2: EN-DC X2 SETUP REQUEST, X2: EN-DC X2 SETUP RESPONSE, X2: EN-DC CONFIGURATION UPDATE, X2: EN-DC CONFIGURATION UPDATE ACKNOWLEDGE, F1 SETUP REQUEST, F1 SETUP RESPONSE, F1: GNB-DU CONFIGURATION UPDATE and F1: GNB-CU CONFIGURATION UPDATE messages.

[bookmark: _Hlk12959504]Likewise, for MR-DC scenarios similar procedures would be needed, with the only difference that the IPSec addresses of the MN would need to be signalled to the SN via the Xn. For the case of on the fly IPSec establishment the MN and SN exchange IPSec address over S-NODE ADDITION REQUEST, Xn: S-NODE ADDITION RESPONSE, , F1: UE CONTEXT SETUP REQUEST andF1: UE CONTEXT SETUP RESPONSEmessage .
[bookmark: _Hlk16749615]Proposal 11: In MR-DC, for support of IPSec tunnels establishment at bearer establishment between MN and SN, it is proposed to exchange the IPSec Address (outer address equivalent to the NGAP defined IP-Sec Transport Layer Address IE)  of MN and SN via the Xn: S-NODE ADDITION REQUEST, Xn: S-NODE ADDITION REQUEST ACKNOWLEDGE, F1: UE CONTEXT SETUP REQUEST and F1: UE CONTEXT SETUP RESPONSE messages.
[bookmark: _Hlk16749377]For the case of a priori IPSec setup on the other hand the IPSec address would need to be signalled over Xn via the Xn SETUP REQUEST and Xn SETUP RESPONSE and NG-RAN NODE CONFIGURATION UPDATE, NG-RAN NODE CONFIGURATION UPDATE ACKNOWLEDGE, F1 SETUP REQUEST, F1 SETUP RESPONSE, F1: GNB-DU CONFIGURATION UPDATE and F1: GNB-CU CONFIGURATION UPDATE messages.
[bookmark: _Hlk16749473][bookmark: _Hlk16749492][bookmark: _Hlk12959684]Proposal 12: In MR-DC, for support of IPSec tunnels establishment ahead of bearer establishment between MN and SN, it is proposed to exchange the IPSec address (outer addresses equivalent to the NGAP defined IP-Sec Transport Layer Address IE) of MN and SN via the Xn: Xn SETUP REQUEST, Xn: Xn SETUP RESPONSE, Xn: NG-RAN NODE CONFIGURATION UPDATE, Xn: NG-RAN NODE CONFIGURATION UPDATE ACKNOWLEDGE, F1 SETUP REQUEST, F1 SETUP RESPONSE, F1: GNB-DU CONFIGURATION UPDATE and F1: GNB-CU CONFIGURATION UPDATE messages 


Conclusion
[bookmark: _In-sequence_SDU_delivery]In this contribution the issue of IPSec establishment for UP connections over a split RAN architecture has been exposed. 
The paper made the following observations and proposals:
Observation 1: A priori setup of IPSec tunnels raises concerns of lack of capacity at the IPSec termination points
Observation 2: Establishment of IPSec tunnels at UP connection setup is needed also in EN-DC configurations, between MeNB and SgNB-DU.

Proposal 1: we propose to support a priori establishment of IPSec tunnels
Proposal 2: we propose to support on the fly setup of IPSec tunnels, namely establishment of an IPSec tunnel at the time a DRB between server and client needs to be establishment, to be used between the nodes until removed
Proposal 3: it is proposed that the gNB-CU-CP signals over the F1: UE CONTEXT SETUP REQUEST message to gNB-DU the NGAP defined IP-Sec Transport Layer Address IE address to be used for securing DRB traffic 
Proposal 4: it is proposed that the gNB-DU signals over the F1: UE CONTEXT SETUP RESPONSE message to gNB-CU-CP the NGAP defined IP-Sec Transport Layer Address IE address to be used for securing DRB traffic 
Proposal 5: it is proposed that the gNB-CU-UP signals the NGAP defined IP-Sec Transport Layer Address IE address to be used for securing DRB traffic to gNB-CU-CP  and also receives from gNB-CU-CP  the gNB-DU IPSec address over the E1: BEARER CONTEXT SETUP REQUEST and E1: BEARER CONTEXT SETUP RESPONSE message.
Proposal 6: it is proposed that the gNB-CU-CP signals over the F1:  F1 SETUP RESPONSE and F1: GNB-CU CONFIGURATION UPDATE messages to gNB-DU the NGAP defined IP-Sec Transport Layer Address IE address to be used for securing DRB traffic 
Proposal 7: it is proposed that the gNB-DU signals over the F1: F1 SETUP REQUEST and F1: GNB-DU CONFIGURATION UPDATE messages to gNB-CU-CP the NGAP defined IP-Sec Transport Layer Address IE address to be used for securing DRB traffic 
Proposal 8: it is proposed that the gNB-CU-UP signals the NGAP defined IP-Sec Transport Layer Address IE address to be used for securing DRB traffic to gNB-CU-CP  and also receives from gNB-CU-CP  the gNB-DU IPSec address over the E1: GNB-CU-UP E1 SETUP REQUEST, GNB-CU-UP E1 SETUP RESPONSE, GNB-CU-CP E1 SETUP REQUEST, GNB-CU-CP E1 SETUP RESPONSE, GNB-CU-CP CONFIGURATION UPDATE and GNB-CU-UP CONFIGURATION UPDATE messages.
Proposal 9: In EN-DC, for support of IPSec tunnels establishment at bearer establishment between MeNB and SgNB-DU, it is proposed to exchange the  IPSec Address (outer address equivalent to the NGAP defined IP-Sec Transport Layer Address IE)  of MeNB and SgNB  via the X2: SGNB ADDITION REQUEST, X2: SGNB ADDITION REQUEST ACKNOWLEDGE,  F1: UE CONTEXT SETUP REQUEST and F1: UE CONTEXT SETUP RESPONSE messages 

Proposal 10: In EN-DC, for support of IPSec tunnels establishment ahead of bearer establishment between MeNB and SgNB-DU, it is proposed to exchange the IPSec address (outer address equivalent to the NGAP defined IP-Sec Transport Layer Address IE) of MeNB and SgNB via the X2: EN-DC X2 SETUP REQUEST, X2: EN-DC X2 SETUP RESPONSE, X2: EN-DC CONFIGURATION UPDATE, X2: EN-DC CONFIGURATION UPDATE ACKNOWLEDGE, F1 SETUP REQUEST, F1 SETUP RESPONSE, F1: GNB-DU CONFIGURATION UPDATE and F1: GNB-CU CONFIGURATION UPDATE messages.
Proposal 11: In MR-DC, for support of IPSec tunnels establishment at bearer establishment between MN and SN, it is proposed to exchange the IPSec Address (outer address equivalent to the NGAP defined IP-Sec Transport Layer Address IE)  of MN and SN via the Xn: S-NODE ADDITION REQUEST, Xn: S-NODE ADDITION REQUEST ACKNOWLEDGE, F1: UE CONTEXT SETUP REQUEST and F1: UE CONTEXT SETUP RESPONSE messages.
[bookmark: _GoBack]Proposal 12: In MR-DC, for support of IPSec tunnels establishment ahead of bearer establishment between MN and SN, it is proposed to exchange the IPSec address (outer addresses equivalent to the NGAP defined IP-Sec Transport Layer Address IE) of MN and SN via the Xn: Xn SETUP REQUEST, Xn: Xn SETUP RESPONSE, Xn: NG-RAN NODE CONFIGURATION UPDATE, Xn: NG-RAN NODE CONFIGU RATION UPDATE ACKNOWLEDGE, F1 SETUP REQUEST, F1 SETUP RESPONSE, F1: GNB-DU CONFIGURATION UPDATE and F1: GNB-CU CONFIGURATION UPDATE messages 


It is proposed to agree to the above and to proceed on the bases of such agreement to address the issue with stage 2 and stage 3 CRs.
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