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1
Introduction
This paper discusses having an IPsec address exchange mechanism to cover both U-Plane and C-Plane addresses. A solution is provided in corresponding CRs for TS 38.473 and 38.463 in [1][2].
2
Discussion

At RAN3#105 meeting, it was agreed to exchange IPsec addresses via interface setup and configuration update procedures. Likewise, it was proposed to derive a solution that covers both C-Plane and U-Plane, yet with no conclusion. 

It is important to derive a solution covering also C-Plane, since as described in R3-194229:

· IPsec support is mandatory for F1-C, F1-U and E1 interfaces (See TS 33.501)

· A SEG may be used to terminate the IPsec tunnel at gNB-CU in case of F1. This can be either a C-Plane or U-Plane tunnel.

· A SEG may be used to terminate the IPsec tunnel at either or both gNB-CU-CP and gNB-CU-UP in case of E1. This is a C-Plane tunnel.

· In Rel 15, to setup an F1-C or E1 interface for control plane traffic, the originating node must have a Transport Layer Address (TNL address) pre-configured. 

· TNL addresses for control plane (F1-C, E1) can be updated with corresponding configuration update procedures.
· There is no distinction between IP@ without IPsec security and IP@ with IPsec security. Thus, there is also no special distinction whether the TNL address (neither pre-configured or exchanged via an update procedure) corresponds to a SEG or whether it terminates directly at a gNB-CU-CP/gNB-CU-UP.

· Centralized scenarios using virtualized gNB-CU-CP and gNB-CU-UP may scale up/down depending on processing/traffic demand and conditions. Thus, additional virtual machines handling control-plane may be created and deleted dynamically and may terminate the IPsec tunnel directly (i.e. no SEG is used). Thus, it is not possible to statically pre-configure the remote IPsec IP@ at the gNB-CU-CP or gNB-CU-UP for the virtual machines created/deleted dynamically.
Proposal 1: It is proposed to support update of both control-plane and user-plane IPsec endpoint addresses via setup and configuration update procedures in F1 and E1.

3
Conclusions
Proposal 1: It is proposed to support update of both control-plane and user-plane IPsec endpoint addresses via setup and configuration update procedures in F1 and E1.

Proposal 2: Agree on introducing the change proposed in the corresponding CRs in [1][2].
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