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Introduction
IPSec tunnels are used to secure UP connections. In LTE for example IPSec is established to secure the X2-U connection between two eNBs. However, in the NR split architecture the UP connections to be secured involve the gNB-DU, the gNB-CU-UP and external eNBs or gNBs in case of MR-DC configurations. 
When looking at the F1-U interface there is today no provisioning of IPSec addresses. Of course the very first change that would be needed is to provide IPSec inner and outer addresses at DRB setup, i.e. via the F1: UE Context Setup and F1: UE Context Modification procedures. In those procedure the UL UP TNL Information IE (i.e. the “inner” IPSec address) is already provided to the gNB-DU. The missing information is the “outer” IPSec address, which has been defined over the NGAP as IP-Sec Transport Layer Address IE. So a first change needed would be to add such “outer” IPSec address to F1 procedures.
However, even the mechanism of setting up IPSec at DRB establishment is inefficient and subject to a major drawback, which is that the establishment of a DRB is subject to the delay needed to establish an IPSec tunnel. To the authors’ understanding this delay poses a considerable performance penalty on the end to end establishment of a UP connection for a UE.
Observation1: There is currently no support for IPSec establishment over F1-U connections. Solutions should be provided for both IPSec establishment at DRB setup and for IPSec establishment ahead of DRB setup 
In this paper the problem outlined above is presented and proposals are made to address it.
Discussion
[bookmark: _Hlk509769073]In LTE an exchange of inner and outer IP addresses takes place between the eNBs during the IPSec setup. In order to support this functionality in NR we would need to cater for the exchange of inner and outer IPSec addresses between gNB-DU and gNB-CU. 
However, as explained in Section 1, letting this exchange happen at DRB setup is a first possible step, but it implies that the latency of setting up an IPSec tunnel would greatly delay the establishment of a UP connection for the UE. 
To resolve this problem it could be possible to setup IPSec connections before DRBs are setup. Namely, given a gNB-DU and a gNB-CU-UP between which DRBs could be setup for one or more UEs, the IPSec tunnels could be established before the setup of any DRB. This would imply that the IP Sec connections would be created a priori and ready to be used for any DRB that will be setup in the future. This solution would eliminate the issue of UP connection establishment delays due to “on the fly” establishment of IPSec tunnels.

Proposal 1: it is proposed that 
· IPSec connections between gNB-DUs and gNB-CU-UPs are setup at the time of DRB establishment
· IPSec connections between gNB-DUs and gNB-CU-UPs that could handle DRBs for a given UE are established in advance to any DRB setup

In order to achieve the above the gNB-CU-UP should 

· In case of IPSec establishment at bearer setup: Provide to the gNB-CU-CP its IP Sec addresses, namely the gNB-CU-UP UL UP TNL Information IE and (NGAP defined) IP-Sec Transport Layer Address IE, over the E1: BEARER SETUP REQUEST, E1: BEARER MODIFICATION REQUEST to gNB-CU-CP.

· In case of IPSec establishment before bearer setup: Provide to the gNB-CU-CP its IP Sec addresses, namely the gNB-CU-UP UL UP TNL Information IE and (NGAP defined) IP-Sec Transport Layer Address IE, over the GNB-CU-UP E1 SETUP REQUEST, GNB-CU-CP E1 SETUP RESPONSE and GNB-CU-UP CONFIGURATION UPDATE to gNB-CU-CP.

Proposal 2: it is proposed that the gNB-CU-UP signals over the E1: BEARER SETUP REQUEST, E1: BEARER MODIFICATION REQUEST, GNB-CU-UP E1 SETUP REQUEST, GNB-CU-CP E1 SETUP RESPONSE and GNB-CU-UP CONFIGURATION UPDATE messages to gNB-CU-CP the UL UP TNL Information IE and (NGAP defined) IP-Sec Transport Layer Address IE addresses to be used for securing DRB traffic 
In order to allow the gNB-DU to receive the IPSec addresses in use by the gNB-CU-UP(s), the gNB-CU-CP should 
· Signal them at DRB setup. The latter can take place by adding the IPSec addresses, i.e. UL UP TNL Information IE and (NGAP defined) IP-Sec Transport Layer Address IE, of the CU-UP over the F1: UE CONTEXT SETUP REQUEST and F1:UE CONTEXT MODIFICATION REQUEST for each DRB.

· Signal them before any DRB setup takes place. The latter can take place by adding the IPSec addresses, i.e. UL UP TNL Information IE and (NGAP defined) IP-Sec Transport Layer Address IE, of CU-UPs over the F1 SETUP RESPONSE and gNB-CU CONFIGURATION UPDATE.

Proposal 3: it is proposed that the gNB-CU-CP signals over the F1: UE CONTEXT SETUP REQUEST, F1: UE CONTEXT MODIFICATION REQUEST, F1 SETUP RESPONSE and F1: GNB-CU CONFIGURATION UPDATE messages to gNB-DU the UL UP TNL Information IE and (NGAP defined) IP-Sec Transport Layer Address IEaddresses to be used for securing DRB traffic 

With the above proposals establishment procedures such as the one in Figure 1 can be achieved.
gNB-CU-UP
gNB-DU
gNB-CU-UP
1. GNB-CU-UP E1 SETUP REQUEST (including IPSec addresses) 
8. Establish GTP-U tunnel over previously established IPSec tunnel
2. GNB-CU-UP E1 SETUP RESPONSE 
3. F1 SETUP REQUEST (including gNB-CU-UP IPSec addresses) 
4. F1 SETUP RESPONSE 
5. IPSec tunnel establishment
8. UE CONTEXT SETUP REQUEST (DRB to Setup List) 
9. UE CONTEXT SETUP RESPONSE  
6. BEARER CONTEXT SETUP REQUEST (DRB to Setup List) 
7. BEARER CONTEXT SETUP RESPONSE


Figure 1: example of IPSec establishment ahead of DRB setup

The approach described above is nothing new to 3GPP systems. In fact, in LTE the IPSec tunnels between SecGW and eNBs are established well before any S1-U for specific E-RABs is setup. Obviously, in LTE the issue of IPSec establishment for RAN internal interfaces has not presented itself due to lack of a split architecture. However, with such architecture the issue of IPSec establishment “a priori” needs to be resolved.
The above scenario and proposals focus on the IPSec establishment for F1-U interfaces. However, similar scenarios exist across different RAN nodes. For example, in EN-DC a direct UP interface can be established between MeNB and SgNB-DU. This interface would need to be secured via IPSec. 
It is noted that the X2 does not provide the possibility to signal IPSec addresses at E-RAB setup between an MeNB and an SgNB. Namely, there is a first change needed, which is that of allowing the signalling of an IP-Sec Transport Layer Address IE for each E-RAB setup at SgNB Adition/Modification. 
However, even with such modification, setting up an IPSec tunnel at the time of establishing the UP interface would result in long setup delays. For that, there should be the possibility to setup IPSec tunnels “a priori” between an MeNB and an SgNB-DU to serve UEs in a future EN-DC configurations.
Observation 2: Establishment of IPSec tunnels at UP connection setup and ahead of UP connections setup is needed also in EN-DC configurations, between MeNB and SgNB-DU

In order to achieve the above the IPSec addresses (inner and outer addresses equivalent to the UL UP TNL Information IE and (NGAP defined) IP-Sec Transport Layer Address IE) of the MeNB should be passed to the SgNB-CU-CP over X2. 
Further, the gNB-CU-CP should pass such addresses to the SgNB-DU over the F1 interface. 
A Possible way to achieve such configuration at UP connection setup could be the following:
· Signal the IP-Sec Transport Layer Addresses from MeNB to SgNB-CU-CP at X2: SGNB ADDITION REQUEST and X2: SGNB MODIFICATION REQUEST for each bearer to setup
· Signal the UL UP TNL Information IE and IP-Sec Transport Layer Address IE from SgNB-CU-CP to SgNB-DU at F1: UE CONTEXT SETUP REQUEST and F1: UE CONTEXT MODIFICATION REQUEST for each bearer to setup

A possible way to achieve such configuration before UP connection setup could be the following:
· Signal the MeNB IPSec addresses (inner and outer addresses equivalent to the UL UP TNL Information IE and (NGAP defined) IP-Sec Transport Layer Address IE)  to the SgNB at X2: EN-DC X2 SETUP REQUEST or X2: EN-DC X2 SETUP RESPONSE, depending on the node initiating the EN-DC X2 connection

· Signal the MeNB IPSec addresses (inner and outer addresses equivalent to the UL UP TNL Information IE and (NGAP defined) IP-Sec Transport Layer Address IE) to the SgNB at X2: EN-DC CONFIGURATION UPDATE

· Signal the MENB IPSec addresses (inner and outer addresses equivalent to the UL UP TNL Information IE and (NGAP defined) IP-Sec Transport Layer Address IE)  received at SgNB-CU to the SgNB-DU at F1 SETUP RESPONSE and gNB-CU CONFIGURATION UPDATE

Proposal 4: In EN-DC, for support of IPSec tunnels establishment at bearer establishment between MeNB and SgNB-DU, it is proposed to signal the MeNB IPSec Addresses (inner and outer addresses equivalent to the UL UP TNL Information IE and (NGAP defined) IP-Sec Transport Layer Address IE)  to the SgNB-DU via the X2: SGNB ADDITION REQUEST, X2: SGNB MODIFICATION REQUEST, F1: UE CONTEXT SETUP REQUEST and F1: UE CONTEXT MODIFICATION REQUEST messages 

Proposal 5: In EN-DC, for support of IPSec tunnels establishment ahead of bearer establishment between MeNB and SgNB-DU, it is proposed to signal the MeNB IPSec addresses (inner and outer addresses equivalent to the UL UP TNL Information IE and (NGAP defined) IP-Sec Transport Layer Address IE) to the SgNB-DU via the X2: EN-DC X2 SETUP REQUEST, X2: EN-DC X2 SETUP RESPONSE, X2: EN-DC CONFIGURATION UPDATE, F1 SETUP RESPONSE and F1: GNB-CU CONFIGURATION UPDATE messages 
Likewise, for MR-DC scenarios similar procedures would be needed, with the only difference that the IPSec addresses of the MN would need to be signalled to the SN via the Xn: S-NODE ADDITION REQUEST, S-NODE MODIFICATION REQUEST, F1: UE CONTEXT SETUP REQUEST, F1: UE CONTEXT MODIFICATION REQUEST,  Xn SETUP REQUEST, Xn SETUP RESPONSE and NG-RAN NODE CONFIGURATION UPDATE.
Proposal 6: In MR-DC, for support of IPSec tunnels establishment at bearer establishment between MN and SN, it is proposed to signal the MN IPSec Addresses (inner and outer addresses equivalent to the UL UP TNL Information IE and (NGAP defined) IP-Sec Transport Layer Address IE)  to the SN via the Xn: S-NODE ADDITION REQUEST, S-NODE MODIFICATION REQUEST, F1: UE CONTEXT SETUP REQUEST and F1: UE CONTEXT MODIFICATION REQUEST messages 

Proposal 7: In MR-DC, for support of IPSec tunnels establishment ahead of bearer establishment between MN and SN, it is proposed to signal the MN IPSec addresses (inner and outer addresses equivalent to the UL UP TNL Information IE and (NGAP defined) IP-Sec Transport Layer Address IE) to the SN via the Xn SETUP REQUEST and Xn SETUP RESPONSE and NG-RAN NODE CONFIGURATION UPDATE, F1 SETUP RESPONSE and F1: GNB-CU CONFIGURATION UPDATE messages 

By means of the above proposals scenarios such as the one in Figure 2 can be supported.SgNB-CU-CP
SgNB-DU
MeNB
1. X2:EN-DC X2 SETUP REQUEST (including IPSec addresses) 
10. Establish GTP-U tunnel over previously established IPSec tunnel
2. X2:EN-DC X2 SETUP RESPONSE 
3. F1 SETUP REQUEST (including gNB-CU-UP IPSec addresses) 
4. F1 SETUP RESPONSE 
5. IPSec tunnel establishment
8. UE CONTEXT SETUP REQUEST (DRB to Setup List) 
9. UE CONTEXT SETUP RESPONSE  
6. SGNB ADDITION REQUEST (E-RAB to Setup List) 
7. SGNB ADDITION REQUEST  ACK


    Figure 2: Example of IPSec establishment ahead of DRB setup in EN-DC configurations

Conclusion
[bookmark: _In-sequence_SDU_delivery]In this contribution the issue of IPSec establishment for UP connections over a split RAN architecture has been exposed. This is an essential correction needed to enable the correct functioning of UP connection establishment when split RAN architectures are in use. 
It is believed that the issue neds to be resolved as part of Release 15. Failure to do so would imply the need for proprietary mechanisms to establish IPSec connections in a way that does not impact the latency of UP connections establishment. However, development of proprietary solutions would make it difficult to achieve inter-vendor interoperability and future convergence to a shared common design. 
Conclusion: It is concluded that the issue of IPSec connection establishment at the time of UP Connection establishment and before setup of UP connections for a given UE in NG-RAN split architecture scenarios, EN-DC scenarios and MR-DC scenarios needs to be addressed as part of Release 15.
The paper made the following observations and proposals:
Observation1: There is currently no support for IPSec establishment over F1-U connections. Solutions should be provided for both IPSec establishment at DRB setup and for IPSec establishment ahead of DRB setup 

Proposal 1: it is proposed that 
· IPSec connections between gNB-DUs and gNB-CU-UPs are setup at the time of DRB establishment
· IPSec connections between gNB-DUs and gNB-CU-UPs that could handle DRBs for a given UE are established in advance to any DRB setup
Proposal 2: it is proposed that the gNB-CU-UP signals over the E1: BEARER SETUP REQUEST, E1: BEARER MODIFICATION REQUEST, GNB-CU-UP E1 SETUP REQUEST, GNB-CU-CP E1 SETUP RESPONSE and GNB-CU-UP CONFIGURATION UPDATE messages to gNB-CU-CP the UL UP TNL Information IE and (NGAP defined) IP-Sec Transport Layer Address IE addresses to be used for securing DRB traffic 

Proposal 3: it is proposed that the gNB-CU-CP signals over the F1: UE CONTEXT SETUP REQUEST, F1: UE CONTEXT MODIFICATION REQUEST, F1 SETUP RESPONSE and F1: GNB-CU CONFIGURATION UPDATE messages to gNB-DU the UL UP TNL Information IE and (NGAP defined) IP-Sec Transport Layer Address IEaddresses to be used for securing DRB traffic 

Observation 2: Establishment of IPSec tunnels at UP connection setup and ahead of UP connections setup is needed also in EN-DC configurations, between MeNB and SgNB-DU

Proposal 4: In EN-DC, for support of IPSec tunnels establishment at bearer establishment between MeNB and SgNB-DU, it is proposed to signal the MeNB IPSec Addresses (inner and outer addresses equivalent to the UL UP TNL Information IE and (NGAP defined) IP-Sec Transport Layer Address IE)  to the SgNB-DU via the X2: SGNB ADDITION REQUEST, X2: SGNB MODIFICATION REQUEST, F1: UE CONTEXT SETUP REQUEST and F1: UE CONTEXT MODIFICATION REQUEST messages 

Proposal 5: In EN-DC, for support of IPSec tunnels establishment ahead of bearer establishment between MeNB and SgNB-DU, it is proposed to signal the MeNB IPSec addresses (inner and outer addresses equivalent to the UL UP TNL Information IE and (NGAP defined) IP-Sec Transport Layer Address IE) to the SgNB-DU via the X2: EN-DC X2 SETUP REQUEST, X2: EN-DC X2 SETUP RESPONSE, X2: EN-DC CONFIGURATION UPDATE, F1 SETUP RESPONSE and F1: GNB-CU CONFIGURATION UPDATE messages 

Proposal 6: In MR-DC, for support of IPSec tunnels establishment at bearer establishment between MN and SN, it is proposed to signal the MN IPSec Addresses (inner and outer addresses equivalent to the UL UP TNL Information IE and (NGAP defined) IP-Sec Transport Layer Address IE)  to the SN via the Xn: S-NODE ADDITION REQUEST, S-NODE MODIFICATION REQUEST, F1: UE CONTEXT SETUP REQUEST and F1: UE CONTEXT MODIFICATION REQUEST messages 

Proposal 7: In MR-DC, for support of IPSec tunnels establishment ahead of bearer establishment between MN and SN, it is proposed to signal the MN IPSec addresses (inner and outer addresses equivalent to the UL UP TNL Information IE and (NGAP defined) IP-Sec Transport Layer Address IE) to the SN via the Xn SETUP REQUEST and Xn SETUP RESPONSE and NG-RAN NODE CONFIGURATION UPDATE, F1 SETUP RESPONSE and F1: GNB-CU CONFIGURATION UPDATE messages 

It is proposed to agree to the above and to proceed on the bases of such agreement to address the issue with stage 2 and stage 3 CRs.
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