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Beginning of Text Proposal to TS 38.463
9.3.1.2
Cause

The purpose of the Cause IE is to indicate the reason for a particular event for the E1AP protocol.

	IE/Group Name
	Presence
	Range
	IE Type and Reference
	Semantics Description

	CHOICE Cause Group
	M
	
	
	

	>Radio Network Layer
	
	
	
	

	>>Radio Network Layer Cause 
	M
	
	ENUMERATED
(Unspecified, 

Unknown or already allocated gNB-CU-CP UE E1AP ID, 

Unknown or already allocated gNB-CU-UP UE E1AP ID, 

Unknown or inconsistent pair of UE E1AP ID, 

Interaction with other procedure, 
PDCP Count Wrap Around, 
Not supported QCI value,

Not supported 5QI value,

Encryption algorithms not supported, 
Integrity protection algorithms not supported,

UP integrity protection not possible, 

UP confidentiality protection not possible,

Multiple PDU Session ID Instances,

Unknown PDU Session ID,

Multiple QoS Flow ID Instances,

Unknown QoS Flow ID,

Multiple DRB ID Instances,

Unknown DRB ID,

Invalid QoS combination,

Procedure cancelled,

Normal release,

No radio resources available,

Action desirable for radio reasons,
Resources not available for the slice,

PDCP configuration not supported,
…,
UE DL maximum integrity protected data rate reason,

UP integrity protection failure, Release due to Pre-Emption, Bearer type change to SN terminated MCG bearer
)
	

	>Transport Layer
	
	
	
	

	>>Transport Layer Cause
	M
	
	ENUMERATED
(Unspecified, 

Transport Resource Unavailable, …)
	

	>Protocol
	
	
	
	

	>>Protocol Cause
	M
	
	ENUMERATED
(Transfer Syntax Error,
Abstract Syntax Error (Reject),
Abstract Syntax Error (Ignore and Notify),
Message not Compatible with Receiver State,

Semantic Error,

Abstract Syntax Error (Falsely Constructed Message), Unspecified, …)
	

	>Misc
	
	
	
	

	>>Miscellaneous Cause
	M
	
	ENUMERATED
(Control Processing Overload, Not enough User Plane Processing Resources,
Hardware Failure,
O&M Intervention,
Unspecified, …)
	


The meaning of the different cause values is described in the following table. In general, "not supported" cause values indicate that the related capability is missing. On the other hand, "not available" cause values indicate that the related capability is present, but insufficient resources were available to perform the requested action.

	Radio Network Layer cause
	Meaning

	Unspecified
	Sent for radio network layer cause when none of the specified cause values applies.

	Unknown or already allocated gNB-CU-CP UE E1AP ID
	The action failed because the gNB-CU-CP UE E1AP ID is either unknown, or (for a first message received at the gNB-CU) is known and already allocated to an existing context.

	Unknown or already allocated gNB-CU-UP UE E1AP ID
	The action failed because the gNB-CU-UP UE E1AP ID is either unknown, or (for a first message received at the gNB-CU-UP) is known and already allocated to an existing context.

	Unknown or inconsistent pair of UE E1AP ID
	The action failed because both UE E1AP IDs are unknown, or are known but do not define a single UE context.

	Interaction with other procedure
	The action is due to an ongoing interaction with another procedure.

	PDCP COUNT wrap around
	PDCP COUNT approaches the maximum value.

	Not supported QCI value
	The action failed because the requested QCI is not supported.

	Not supported 5QI value
	The action failed because the requested 5QI is not supported.

	Encryption algorithms not supported 

	The gNB-CU-UP is unable to support the selected encryption algorithm for the UE.

	Integrity protection algorithms not supported
	The gNB-CU-UP is unable to support the selected integrity protection algorithm for the UE.

	UP integrity protection not possible 


	The PDU Session cannot be accepted according to the required user plane integrity protection policy.

	UP confidentiality protection not possible
	The PDU Session cannot be accepted according to the required user plane confidentiality protection policy

	Multiple PDU Session ID Instances
	The action failed because multiple instances of the same PDU Session had been provided.

	Unknown PDU Session ID
	The action failed because the PDU Session ID is unknown.

	Multiple QoS Flow ID Instances
	The action failed because multiple instances of the same QoS flow had been provided.

	Unknown QoS Flow ID
	The action failed because the QoS Flow ID is unknow.

	Multiple DRB ID Instances
	The action failed because multiple instances of the same DRB had been provided.

	Unknown DRB ID
	The action failed because the DRB ID is unknow.

	Invalid QoS combination
	The action was failed because of invalid QoS combination

	Procedure cancelled


	The sending node cancelled the procedure due to other urgent actions to be performed.

	Normal release


	The action is due to a normal release of the UE (e.g. because of mobility) and does not indicate an error.

	No radio resources available
	The requested node doesn’t have sufficient radio resources available.

	Action desirable for radio reasons
	The reason for requesting the action is radio related.

	Resources not available for the slice
	The requested resources are not available for the slice.

	PDCP configuration not supported,
	The gNB-CU-UP is unable to support the selected PDCP configuration for the UE.

	UE DL maximum integrity protected data rate reason
	The request is not accepted in order to comply with the maximum downlink data rate for integrity protection supported by the UE.

	UP integrity protection failure
	The gNB-CU-UP detects an integrity protection failure in the UL PDU.

	Release due to Pre-Emption
	Release is initiated due to pre-emption.

	Bearer type change to SN terminated MCG bearer
	The reason for requesting the action is due to bearer type change to SN terminated MCG bearer


	Transport Layer cause
	Meaning

	Unspecified
	Sent when none of the above cause values applies but still the cause is Transport Network Layer related.

	Transport Resource Unavailable
	The required transport resources are not available.


	Protocol cause
	Meaning

	Transfer Syntax Error
	The received message included a transfer syntax error.

	Abstract Syntax Error (Reject)
	The received message included an abstract syntax error and the concerning criticality indicated "reject".

	Abstract Syntax Error (Ignore And Notify)
	The received message included an abstract syntax error and the concerning criticality indicated "ignore and notify".

	Message Not Compatible With Receiver State
	The received message was not compatible with the receiver state.

	Semantic Error
	The received message included a semantic error.

	Abstract Syntax Error (Falsely Constructed Message)
	The received message contained IEs or IE groups in wrong order or with too many occurrences.

	Unspecified
	Sent when none of the above cause values applies but still the cause is Protocol related.


	Miscellaneous cause
	Meaning

	Control Processing Overload
	Control processing overload.

	Not Enough User Plane Processing Resources Available
	No enough resources are available related to user plane processing.

	Hardware Failure
	Action related to hardware failure.

	O&M Intervention
	The action is due to O&M intervention.

	Unspecified Failure
	Sent when none of the above cause values applies and the cause is not related to any of the categories Radio Network Layer, Transport Network Layer, NAS or Protocol.
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<< unchanged text omitted >>

-- C

Cause ::= CHOICE {


radioNetwork

CauseRadioNetwork,


transport


CauseTransport,


protocol


CauseProtocol,


misc



CauseMisc,

choice-extension
ProtocolIE-SingleContainer
{{Cause-ExtIEs}}
}
Cause-ExtIEs E1AP-PROTOCOL-IES ::= {


...

}
CauseMisc ::= ENUMERATED {


control-processing-overload,


not-enough-user-plane-processing-resources,


hardware-failure,


om-intervention,


unspecified,


...

}

CauseProtocol ::= ENUMERATED {


transfer-syntax-error,


abstract-syntax-error-reject,


abstract-syntax-error-ignore-and-notify,


message-not-compatible-with-receiver-state,


semantic-error,


abstract-syntax-error-falsely-constructed-message,


unspecified,


...

}

CauseRadioNetwork ::= ENUMERATED {


unspecified,


unknown-or-already-allocated-gnb-cu-cp-ue-e1ap-id,


unknown-or-already-allocated-gnb-cu-up-ue-e1ap-id,


unknown-or-inconsistent-pair-of-ue-e1ap-id,


interaction-with-other-procedure,

pPDCP-Count-wrap-around,


not-supported-QCI-value,


not-supported-5QI-value,


encryption-algorithms-not-supported, 


integrity-protection-algorithms-not-supported,


uP-integrity-protection-not-possible, 


uP-confidentiality-protection-not-possible,


multiple-PDU-Session-ID-Instances,


unknown-PDU-Session-ID,


multiple-QoS-Flow-ID-Instances,


unknown-QoS-Flow-ID,


multiple-DRB-ID-Instances,


unknown-DRB-ID,


invalid-QoS-combination,


procedure-cancelled,


normal-release,

no-radio-resources-available,


action-desirable-for-radio-reasons,

resources-not-available-for-the-slice,


pDCP-configuration-not-supported,

...,


ue-dl-max-IP-data-rate-reason,


uP-integrity-protection-failure,

release-due-to-pre-emption,


bearer-type-change-to-sn-terminated-mcg-bearer
}

CauseTransport ::= ENUMERATED {


unspecified,


transport-resource-unavailable,


...

}

Cell-Group-Information
::= SEQUENCE (SIZE(1.. maxnoofCellGroups)) OF Cell-Group-Information-Item

Cell-Group-Information-Item
::=
SEQUENCE {


cell-Group-ID






Cell-Gorup-ID,


uL-Configuration





UL-Configuration

OPTIONAL,


dL-TX-Stop







DL-TX-Stop



OPTIONAL,


rAT-Type







RAT-Type



OPTIONAL,


iE-Extensions






ProtocolExtensionContainer { { Cell-Group-Information-Item-ExtIEs } }
OPTIONAL,


...

}

Cell-Group-Information-Item-ExtIEs

E1AP-PROTOCOL-EXTENSION ::= {


...

}

Cell-Gorup-ID
::=

INTEGER (0..3, ...)

CipheringAlgorithm
::=
ENUMERATED {


nEA0,


c-128-NEA1,


c-128-NEA2,


c-128-NEA3,


...

}

CNSupport ::= ENUMERATED {


c-epc,


c-5gc,


both,


...

}

ConfidentialityProtectionIndication ::= ENUMERATED {


required,


preferred,


not-needed,


...

}
ConfidentialityProtectionResult ::= ENUMERATED {


performed,


not-performed,


...

}

CP-TNL-Information

::= 
CHOICE {


endpoint-IP-Address

TransportLayerAddress, 

choice-extension

ProtocolIE-SingleContainer
{{CP-TNL-Information-ExtIEs}}
}
CP-TNL-Information-ExtIEs E1AP-PROTOCOL-IES ::= {


...

}

CriticalityDiagnostics ::= SEQUENCE {


procedureCode




ProcedureCode




OPTIONAL,


triggeringMessage



TriggeringMessage



OPTIONAL,


procedureCriticality


Criticality





OPTIONAL,

transactionID




TransactionID




OPTIONAL,

iEsCriticalityDiagnostics

CriticalityDiagnostics-IE-List
OPTIONAL,


iE-Extensions




ProtocolExtensionContainer { {CriticalityDiagnostics-ExtIEs} }
OPTIONAL,


...

}

CriticalityDiagnostics-ExtIEs E1AP-PROTOCOL-EXTENSION ::= {


...

}

CriticalityDiagnostics-IE-List ::= SEQUENCE (SIZE (1..maxnoofErrors)) OF


SEQUENCE {



iECriticality


Criticality,



iE-ID




ProtocolIE-ID,



typeOfError



TypeOfError,



iE-Extensions


ProtocolExtensionContainer { {CriticalityDiagnostics-IE-List-ExtIEs} } OPTIONAL,



...

}

CriticalityDiagnostics-IE-List-ExtIEs E1AP-PROTOCOL-EXTENSION ::= {


...

}

<< unchanged text omitted >>
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