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1
Introduction
RAN#82 agreed on the NR_IAB WID. This WID includes objectives describing an adaptation layer to support routing across the IAB-topology. It further describes an IP layer as next layer of the adaptation layer, and IP routability to be provided to the IAB-node from, e.g., OAM and CU on the operator’s network. The WID objectives further demand for the support of fine granular QoS on the wireless backhaul through an extended number of RLC channels supporting 1:1 and N:1 bearer mapping. 
	· Specification of an IAB-node following architecture 1a including [RAN2-led, RAN3]: 

· Routing function on IAB-node to support forwarding across the multi-hop topology based on routing identifier. 

· …
· Enhancements to gNB functionality to serve as an IAB-donor following architecture 1a [RAN3, RAN2]

· …
· Support for IP routability to IAB-node (e.g. from CU, OAM) [RAN3-led].

· …
· Specification of enhancements to L2 wireless transport [RAN2-led, RAN3]:

· Specification of an adaptation layer above RLC layer. The adaptation layer supports routing across the wireless backhaul and IP as next protocol layer. 

· Extension of LCID space and potentially LCG space to support one-to-one mapping of UE bearers to BH RLC channels. The extension of LCID space and LCG space is applicable only to IAB-nodes.

· …



The WID objectives have been supported by an extensive study on IAB (FS_NR_IAB), whose results are captured in TR 38.874 [2].

This paper discusses stage-2 details on IP routability to the IAB-node from the operator’s IP network. It further discusses how QoS enforcement on the wireless backhaul can be supported via appropriate packet markings for traffic arriving on the operator’s network.
2
Discussion
2.1 
IP routing layer
Based on the WID for IAB [1], the adaptation layer carries on IP layer as next layer, which provides IP routability from the operator’s network. Figures 1 and 2 show protocol stacks for U-plane and C-plane of the F1 interface, which are compliant with this WID objective. These protocol stacks have also been discussed in TR 38.874 [2]. IP-, Adaptation- and RLC- layers have been highlighted in these figures. 
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Figure 1: Protocol stack for supporting F1-U compliant with IAB WID

[image: image2.emf]RLC

Adapt

RLC

Adapt

RLC

IAB-node 2

DU

CU-CP

IAB-node 1 IAB-donor gNB

Adapt

PHY/MAC PHY/MAC PHY/MAC

RLC

Adapt

PHY/MAC

F1-AP

D-TLS

IP

D-TLS

IP

F1-C

BH RLC channel

F1-AP

IP IP

BH RLC channel

SCTP

SCTP

L1/2 L1/2


Figure 2: Protocol stack for supporting F1-C compliant with IAB WID

IP routability from the operator’s network to the IAB-node allows leveraging existing IP-based services and interfaces. Examples for such IP-based services and interfaces are: 


- OAM connectivity for IAB-node DU

- F1 connectivity with CU


- DNS, ICMP and other IP-based backhaul support for IAB-node DU 


- Potentially support of backhauling for non-3GPP, non-NR access traffic in the future

- Potentially support of MEC at IAB-node in the future
Observation 1: IP routability from the operator’s network to the IAB-node serves multiple purposes such as connectivity with CU, OAM, DNS and it may support other IP-based services and interfaces in the future.

With IP connectivity from the operator’s network to the IAB-node available, the IAB-node DU can use the existing F1 protocol stack including security protection as mandated by TS 33.501. For F1-U, this security protection is provided via IPsec, which is included in Figure 1. For F1-C, this security protection is provided via IPsec or D-TLS, where the latter is included in Figure 2.

Observation 2: With IP routability from the operator’s network to the IAB-node, the IAB-node-DU can use the existing F1 protocol stack including security protection mandated by TS 33.501.
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Figure 3: Downstream processing by IAB-donor DU. a) Routing based on IAB-node IP address. b) Selection of Adapt routine Id and logical channel after routing

To provide such IP connectivity between IAB-node and services on the operator’s wireline network, the IAB-donor DU has to provide a routing function. Figure 3a illustrates this routing function for downstream IP packets originating at the IAB-donor CU. The routing function is also shown in the protocol stacks in Figures 1 and 2. 

Observation 3: The IAB-donor DU has to hold an IP routing function to enable IP routability between the IAB-node and services on the operator’s wireline network.

2.2 
Mapping of IP-packet to Adaptation layer route
When the IAB-donor-DU routes a downstream IP packets to an IAB-node, it has to select an Adaptation Layer routing identifier, which is used to route the packet on the wireless network (Fig. 3b). The details of this routing identifier are still under discussion. The IAB-donor-DU can determine the routing identifier for such downstream IP packet based on the IP destination address on the packet header. In case redundant adaptation layer routes with different route identifiers are configured to the same IAB-node, a separate IP address can be allocated to the IAB-node for each of these routes.

Proposal 1: The IAB-donor DU determines the “adaptation layer routing identifier” for downstream packets from the destination IP-address on the packets IP header.

2.3 
Mapping of IP-packet to BH RLC channel

The IAB-donor-DU also has to select the RLC-channel of the BH link, where the packet is forwarded, based on packet header information (Fig 3b). This RLC-channel selection determines packet prioritization and QoS support on the wireless backhaul. It is one of the WID objectives to allow fine granular QoS differentiation for F1 PDUs via an extended number of RLC channels. It must therefore be possible to provide sufficiently differentiated packet markings on F1 packet headers to enable selection among a large number of RLC channels.
The following packet header information can be used for RLC-channel selection:

· DSCP on IP header

· 6-bit value allows limited differentiation

· Enables prioritization of F1-C over F1-U and other U-plane traffic

· Enables differentiation of F1-U and U-plane traffic based on QoS profile 

· IP Flow Label on IPv6 header

· 20-bit value allows sufficient traffic differentiation, especially when used together with DSCP

· Enables 1:1 bearer mapping for sufficient number of DRBs

· Enables differentiated prioritization among F1-AP messages

· This Flow Label is not available for IPv4 

· TEID in F1-U GTP-U

· 32-bit value allows sufficient differentiation for UE-bearers on U-plane

· Is only visible if security association between CU and IAB-node is split at IAB-donor-DU. This may have security implications, which need to be investigated by SA3. It also has deployment implications since the IAB-donor DU has to be equipped with a security gateway.
·  F1-AP ASN.1 information

· Implies application-layer payload inspection (ASN.1) which has higher processing overhead

· Enables differentiated prioritization among F1-AP messages

· Is only visible if security association between CU and IAB-node is split at IAB-donor-DU. This has the same implications as for TEID in F1-U GTP-U above.

The following observations can be made:

Observation 4: RLC-channel selection based on DSCP allows basic traffic prioritization and QoS differentiation, which may be sufficient in many IAB deployment scenarios. 
Observation 5: RLC-channel selection based on IPv6 DSCP + Flow Label allows sufficiently fine-granular traffic prioritization and QoS differentiation, e.g. to support 1:1 bearer mapping.
Observation 6: RLC-channel selection based on F1 header information only makes sense for the UP, and it may have security and deployment implications since the F1 security association has to be split at the IAB-donor DU.
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Figure 4: Protocol stack for F1-U using IPv6
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Figure 5: Protocol stack for F1-C using IPv6
While RLC-channel selection based on DSCP and IPv6 Flow Label can satisfy all needs, it is only available for IPv6. While IAB-node, IAB-donor-DU and IAB-donor-CU are expected to provide dual-stack support, the operator’s wireline network may only support IPv4. In such scenarios, the following solution can be pursued:

· The IAB-node uses IPv4 with OAM and other services on the operator’s IPv4 network.

· The IAB-node uses IPv6 for F1 connection with CU.

· The operator configures an IPv6-in-IPv4 encapsulation between CU and IAB-donor-DU.

Figures 4 and 5 show the F1 protocols stacks for this scenario. The figures include three examples for IPv6-in-IPv4 encapsulation. Other options are not precluded. The configuration of IPv6-in-IPv4 is deployment-specific and does not require 3GPP specification.

Observation 7: IPv6 can be used for F1 transport even if the operator’s wireline network only supports IPv4. 
Proposal 2: The IAB-donor DU performs RLC-channel selection based on DSCP and, if available, IPv6 Flow Label.

3
Conclusion
This paper discussed stage-2 details on IP routing between the IAB-node and the operator’s wireline network. The following observations and proposals have been made:

Observation 1: IP routability from the operator’s network to the IAB-node serves multiple purposes such as connectivity with CU, OAM, DNS and it may support other IP-based services and interfaces in the future.

Observation 2: With IP routability from the operator’s network to the IAB-node, the IAB-node-DU can use the existing F1 protocol stack including security protection mandated by TS 33.501.
Observation 3: The IAB-donor DU has to hold an IP routing function to enable IP routability between the IAB-node and services on the operator’s wireline network.

Observation 4: RLC-channel selection based on DSCP allows basic traffic prioritization and QoS differentiation, which may be sufficient in many IAB deployment scenarios. 
Observation 5: RLC-channel selection based on IPv6 DSCP + Flow Label allows sufficiently fine-granular traffic prioritization and QoS differentiation, e.g. to support 1:1 bearer mapping.
Observation 6: RLC-channel selection based on F1 header information only makes sense for the UP, and it may have security and deployment implications since the F1 security association has to be split at the IAB-donor DU
Observation 7: IPv6 can be used for F1 transport even if the operator’s wireline network only supports IPv4. 
Proposal 1: The IAB-donor DU determines the “adaptation layer routing identifier” for downstream packets from the destination IP-address on the packets IP header.

Proposal 2: The IAB-donor DU performs RLC-channel selection based on DSCP and, if available, IPv6 Flow Label.
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