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Introduction

During last meeting, there have been some discussion on the PDCP wraparound indication from gNB-CU-UP to the gNB-CU-CP, and a cause IE is agreed to be introduced in DRB to Modify List IE of the Bearer Context Modification Required message. In this paper, we further discuss whether the Security Key change indication is needed and provide our understanding on this issue.

Discussion
During last meeting, a cause IE is agreed to be introduced in DRB to Modify List IE of the Bearer Context Modification Required message[1], which targets the PDCP wraparound indication from gNB-CU-UP to the gNB-CU-CP. During offline discussion, there were some concern that whether a “Security key change” indication is needed from gNB-CU-CP to the gNB-CU-UP in case the same DRB ID can be re-used.

In CP-UP separation, the DRB ID is assigned by the gNB-CU-CP and the PDCP COUNT is monitored by the gNB-CU-UP. In case the PDCP COUNT is about to wraparound, the gNB-CU-UP will notify the gNB-CU-CP. Then the gNB-CU-CP may have two solutions to handle this issue:

Solution1: Re-use the DRB ID with new Security Keys.

Solution2: Re-use the Security Keys with a new DRB ID.

In our understanding, no matter which solution is applied, the “Security Key change” indication is unnecessary to be transferred from gNB-CU-CP to the gNB-CU-UP. In case Solution1 is applied, the Security Key have to be changed in order to refresh the PDCP COUNT value. And the new Security Key will be transferred to gNB-CU-UP. Thus the “Security Key change” indication is redundant and does not needed. If Solution2 is applied, the gNB-CU-CP will assign a new DRB ID. If no new Security Key is included in the Bearer Context Modification Response message, naturally gNB-CU-UP will know that the Security Key is not changed. Thus the “Security key change” indication seems unnecessary.

Based on the above analysis, in case the gNB-CU-UP notifies the gNB-CU-CP that the PDCP is about to wraparound, the “Security Key change” indication is not needed to be transferred from gNB-CU-CP to the gNB-CU-UP.

Proposal: In case the gNB-CU-UP notifies the gNB-CU-CP that the PDCP is about to wraparound, the “Security Key change” indication is not needed to be transferred from gNB-CU-CP to the gNB-CU-UP.
Conclusion
The following proposal is provided:

Proposal: In case the gNB-CU-UP notifies the gNB-CU-CP that the PDCP is about to wraparound, the “Security Key change” indication is not needed to be transferred from gNB-CU-CP to the gNB-CU-UP.
References

R3-186250.

1
3

