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Introduction

During recent RAN plenary meeting, a newly raised security issue related to CP-UP separation is whether the same security key could be applied to different UPs when the PDU sessions are served by different UPs. In this contribution, we would like to provide our understanding on this issue for further study.

Discussion
In 5G NR, the CP-UP separation can provide more flexibility architecture in order to support many kinds of network services. According to different service requirements, the gNB-CU-UP could be deployed in different locations. In order to provide low latency for user plane traffic of the UE, the gNB-CU-UP could be deployed in a distributed manner (co-located with the gNB-DU), thus the URLLC service is guaranteed. The gNB-CU-UP could also be deployed in a centralized manner (co-located with the gNB-CU) which can provide a central termination point for user plane traffic. This scenario allows to take advantage of cloud technologies, thus the delay insensitive service can be supported via this centralized gNB-CU-UP. 
Considering the fact that different services could be running on the same UE simultaneously. One UE may accommodate multiple PDU sessions for different services. In CP-UP separation scenario, one typical use case is that these PDU sessions of one UE could go through different gNB-CU-UPs. Regarding to the security key derivation, the common understanding is that the user plane security key is derived per UE level, but not per PDU session level. According to SA3’s understanding [1], if  multiple gNB-CU-UPs are co-located within the same data center, i.e., a secured environment, then it is reasonable to believe that these involved gNB-CU-UP could share the same security key.

Observation1: For the scenario that multiple PDU sessions of one UE via different gNB-CU-UPs, if the gNB-CU-UPs are co-located in the same data center, the user plane security keys for these gNB-CU-UPs could be the same.

Another related scenario is that when the gNB-CU-UPs are not located in the same data center. Considering the fact that different services targeting different QoS requirements could be served by different gNB-CU-UPs. For example, the online game or video call service could be served by the gNB-CU-UPs which are located with DU, thus the low latency requirement can be guaranteed. While other latency insensitive services such as the FTP document download services could be served by a centralized gNB-CU-UP, which is benefit for operators to reduce the deployment cost.

So we believe that this is also a valid scenario. In this scenario, these gNB-CU-UPs could be located far away from each other, which indicates that these gNB-CU-UPs are impossible to locate in the same secured environment. Additionally, the E1 interface between gNB-CU-CP and the gNB-CU-UP are not reliable as the case mentioned above. 

It seems that this scenario has never been awared before. Currently, the user plane security key derivation for this scenario is still unclear. From our perspective, it seems reasonable to apply different security keys for different gNB-CU-UP. We suggest to send an LS to SA3 to clarify this scenario and the corresponding security key derivation solution.

Observation2: The scenario that gNB-CU-UPs are not located in the same data center needs to be considered  and the corresponding user plane security key mechanism should be investigated. 
Proposal 1: It is proposed to send an LS to SA3 to clarify this scenario and the corresponding security key derivation solution.
Conclusion
The following observations and proposals are provided:

Observation1: For the scenario that multiple PDU sessions of one UE via different gNB-CU-UPs, if the gNB-CU-UPs are co-located in the same data center, the user plane security keys for these gNB-CU-UPs could be the same.

Observation2: The scenario that gNB-CU-UPs are not located in the same data center needs to be considered  and the corresponding user plane security key mechanism should be investigated. 
Proposal 1: It is proposed to send an LS to SA3 to clarify this scenario and the corresponding security key derivation solution.
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