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Introduction
At the last RAN3 meeting a discussion on securing signalling connections took place. A first version of a CR was made ready in [1] and noted. In the meantime an LS from SA2 was received in [2], where SA2 stated that:

SA2 confirms that there are some scenarios (e.g. redirection, MDT) to secure AS procedures for signalling-only connection (i.e. without DRB).

In this paper a final solution on how to provide security for signalling only connections is provided.

Discussion 
The LS from SA2 in [2] confirms that there are some scenarios in which signalling connections need to be secured. The examples given are those of redirection to another RAT and “MDT”, namely the case of reporting of logged MDT statistics, which could happen without establishment of the UP and that requires AS security.

It is noted that, in both the examples mentioned by the LS in [2], the RAN is aware of the procedure that is about to be triggered (i.e. redirection/MDT) but the AMF may not be aware of it.

On the contrary, there are cases in which the AMF is aware of the fact that security information need to be signalled to the RAN due to the need of AS security establishment. Such cases are for example due to knowledge at AMF of  Emergency Fallback or NAS service requests implying the setup of UP resources.

Conclusion 1: The events that require setting up of AS security are sometimes known by the NG RAN only and sometimes known by the AMF. Hence the AMF alone cannot decide when to trigger an NG Context Setup Request to pass security information to the NG RAN

Conclusion 1 poses the question of how can an NG: Initial Context Setup Procedure be triggered for the purpose of passing security information to the NG RAN. 
One possible answer to this question could be that every time the CN needs to initiate a UE signalling connection with the NG RAN, it issues the NG: Initial Context Setup Request message, which therefore passes the security information to the RAN. However, this practice would be inefficient and very expensive from a processing point of view because there exist many cases in which the AMF and the NG RAN need only to exchange few (e.g. one or two) NAS PDUs and for these cases it is obvious that it is not necessary to setup a full UE context via the NG: Initial Context Setup procedure but instead it is more efficient to use the NG: Initial UE Message and NG: DL NAS Transport. 
One example of such simple signalling cases is where a UE performs a Tracking Area Update. It would be very inefficient to require the creation of a full UE context and the establishment of AS security for a UE performing a normal TAU. This would imply storing numerous information in the UE context, plus running RRC Security Mode procedures, which consume AS resources. Moreover, the UE will likely move to Idle shortly after the TAU and the UE context would need to be removed soon after being created, defeating the whole purpose of creating such context.

Conclusion 2: There are cases in which the AMF needs to use the NG: DL NAS Transport procedure to establish a signalling connection with and to signal NAS PDUs to the NG RAN, instead of using the NG: Initial Context Setup.

From the discussion and conclusions above it appears evident that, to help the AMF issuing an NG: Initial Context Setup Request at the right occasion, the RAN should be able to indicate to the AMF whether security information is needed. For example, before sending the NG: Initial UE Message, the RAN may already know that the UE will be requested to report logged MDT measurements. This knowledge is not available at the AMF, yet such procedure would require security information from the AMF. It is therefore beneficial for the RAN to indicate to the AMF in the NG: Initial UE Message that security information is needed.

Proposal 1: It is proposed that the NG RAN indicates the need for security information in the NG: Initial UE Message 

If the AMF receives an indication from the RAN that security information is needed, the AMF shall respond with an NG: Initial Context Setup, which will include the security information.

Proposal 2: In the AMF receives an indication to provide security information is shall respond with the NG Initial Context Setup, including security information

If the RAN does not request security information, the AMF may still trigger an NG: Initial Context Setup procedure (e.g. for the cases of emergency fallback, or UP setup). However, setting up a full UE context is processing expensive and usage of such procedure should be minimised. It remains however up to the RAN to finally decide whether AS security shall be established once the security information is received.

Proposal 3: In cases where the RAN does not request to the AMF to provide security information, the AMF may still trigger an Initial Context Setup. It remains however up to the RAN to finally decide whether AS security shall be established once the security information is received.
Proposal 4: Setting up a full context is processing expensive at the RAN. The AMF shall minimise use of the Initial Context Setup procedure to the necessary cases only
[bookmark: _Toc491772836]Conclusion
[bookmark: _Ref484067741][bookmark: _Ref174151459][bookmark: _Ref189809556]In this paper an analysis of how to secure signalling connections has been carried out. The following conclusions and proposals have been derived:
Conclusion 1: The events that require setting up of AS security are sometimes known by the NG RAN only and sometimes known by the AMF. Hence the AMF alone cannot decide when to trigger an NG Context Setup Request to pass security information to the NG RAN
Conclusion 2: There are cases in which the AMF needs to use the NG: DL NAS Transport procedure to establish a signalling connection with and to signal NAS PDUs to the NG RAN, instead of using the NG: Initial Context Setup.
Proposal 1: It is proposed that the NG RAN indicates the need for security information in the NG: Initial UE Message 
Proposal 2: In the AMF receives an indication to provide security information is shall respond with the NG Initial Context Setup, including security information
Proposal 3: In cases where the RAN does not request to the AMF to provide security information, the AMF may still trigger an Initial Context Setup. It remains however up to the RAN to finally decide whether AS security shall be established once the security information is received.
Proposal 4: Setting up a full context is processing expensive at the RAN. The AMF shall minimise use of the Initial Context Setup procedure to the necessary cases only

A CR capturing the proposals above is presented in [3]
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