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1. Introduction
Based on the reply LS from SA3 [1], this paper is to investigate the detailed procedures for supporting security in CU-CP/UP separation. The corresponding proposals are also provided.
2. Discussion
Issue 1: How to support the CU-UP security protection on data packets due to the separation of CU-CP and CU-UP
On this issue, RAN3 made a working assumption as follows: 
· WA: Select Opt1 (let CU-CP derive KUPenc, KUPint and forward to CU-UP)

In last meeting, LS was sent to SA3 for confirmation. A reply LS [1] from SA3 has confirmed no problem on RAN3’s working assumption. Therefore, the working assumption can be turned into agreement.
Proposal 1): It is proposed to agree that:
· CU-CP selects which security algorithms should be used by the CU-UP
· CU-CP derives KUPenc and KUPint and then forward them to CU-UP
In last meeting, the initial E1AP procedures were also agreed on Bearer Context Management. Thus, it is necessary to check the specific procedures to carry KUPenc and KUPint for bearer management. 
In the initial bearer setup phase, CU-CP derives the KUPenc and KUPint based on the security key and the selected encryption/integration algorithm. They are included into the BEARER CONTEXT SETUP REQUEST message and sent to the UP. 
On the other hand, the case is also very general that the KUPenc and KUPint should be changed whether triggered by CU-CP or required by CU-UP. Thus, they should also be included in the BEARER CONTEXT MODIFICATION REQUEST message. 
Proposal 2): KUPenc and KUPint shall be included into BEARER CONTEXT SETUP REQUEST message (mandatory IEs) and BEARER CONTEXT MODIFICATION REQUEST message (optional IEs). 

Issue 2: PDCP count wrap around in CU-UP
There exists the case that high volume data packets are provided in CU-UP. Thus it is very possible that PDCP COUNTs wraps around may happen in CU-UP. Thus, CU-UP should be allowed to initiate a procedure for refreshing the security key of CU-UP since it is the node that knows the real situation on data packets. In the legacy DC procedure, SN can trigger the PDCP count wrap around through a SCG change indication in the SN Modification Required message sent to MN. 
So for solving this problem, it should be allowed for CU-UP to trigger the BEARER CONTEXT MODIFICATION REQUIRED procedure with the PDCP Count Wrap Around Indication IE. 
Proposal 3): BEARER CONTEXT MODIFICATION REQUIRED procedure with an indication is used for CU-UP to tell CU-CP that PDCP count is about to wrap around. 

Issue 3: Counter check in CU-UP
In legacy LTE, the Counter check procedure is for eNB to periodically perform the authentication, in which RRC is involved to send and receive signaling to/from UE. 
In the case of CU-CP and CU-UP separation, PDCP-U is located in CU-UP, which should be allowed to trigger the counter check procedure through E1 interface. Then the CU-CP can use RRC message to perform the authentication to UE. 
Proposal 4): CU-UP triggered Counter Check procedure should be defined in E1AP. 

Proposal 5): To agree the Text Proposals for E1AP. 

3. Conclusion
In this contribution, the procedures for security Support in CU-CP/UP Separation were investigated. The following proposal is suggested to RAN3:
Proposal 1): It is proposed to agree that:
· CU-CP selects which security algorithms should be used by the CU-UP
· CU-CP derives KUPenc and KUPint and then forward them to CU-UP
Proposal 2): KUPenc and KUPint shall be included into BEARER CONTEXT SETUP REQUEST message (mandatory IEs) and BEARER CONTEXT MODIFICATION REQUEST message (optional IEs). 
Proposal 3): BEARER CONTEXT MODIFICATION REQUIRED procedure with an indication is used for CU-UP to tell CU-CP that PDCP count is about to wrap around. 
Proposal 4): CU-UP triggered Counter Check procedure should be defined in E1AP.  
[bookmark: _GoBack]Proposal 5): To agree the Text Proposals for E1AP. 
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<<<<<<<<<<<<<<<<<<<< Next Change >>>>>>>>>>>>>>>>>>>>

[bookmark: _Toc512414040]8.3	Bearer Context Management procedures
[bookmark: _Toc512414041]8.3.1	Bearer Context Setup 
[bookmark: _Toc502835511][bookmark: _Toc502837192][bookmark: _Toc512414042]8.3.1.1	General
The purpose of the Bearer Context Setup procedure is to allow the gNB-CU-CP to establish a bearer context in the gNB-CU-UP. The procedure uses UE-associated signalling.
[bookmark: _Toc502835512][bookmark: _Toc502837193][bookmark: _Toc512414043]8.3.1.2	Successful Operation


Figure 8.3.1.2-1: Bearer Context Setup procedure: Successful Operation.
The gNB-CU-CP initiates the procedure by sending the BEARER CONTEXT SETUP REQUEST message to the gNB-CU-UP. If the gNB-CU-UP succeeds to establish the requested resources, it replies to the gNB-CU-CP with the BEARER CONTEXT SETUP RESPONSE message.
The gNB-CU-CP shall select the security algorithm, derive the user plane security keys on encryption and integration as specified in TS 33.401 [11], and include them in the Security Information IE, used in gNB-CU-UP for data traffic protection, within the BEARER CONTEXT SETUP REQUEST message. 

[bookmark: _Toc502835497][bookmark: _Toc502837178][bookmark: _Toc512414044]8.3.1.3	Unsuccessful Operation


Figure 8.3.1.3-1: Bearer Context Setup procedure: Unsuccessful Operation.
If the gNB-CU-UP cannot establish the requested bearer context, it should respond with a BEARER CONTEXT SETUP FAILURE message and appropriate cause value.
[bookmark: _Toc502835498][bookmark: _Toc502837179][bookmark: _Toc512414045]8.3.1.4	Abnormal Conditions
Not applicable.

<<<<<<<<<<<<<<<<<<<< Next Change >>>>>>>>>>>>>>>>>>>>

[bookmark: _Toc512414046]8.3.2	Bearer Context Modification (gNB-CU-CP initiated) 
Editor’s note: Further description of this procedure is FFS. 
[bookmark: _Toc510779935][bookmark: _Toc512414047]8.3.2.1	General
The purpose of the Bearer Context Modification procedure is to allow the gNB-CU-CP to modify a bearer context in the gNB-CU-UP. The procedure uses UE-associated signalling.
[bookmark: _Toc510779936][bookmark: _Toc512414048]8.3.2.2	Successful Operation


Figure 8.3.2.2-1: Bearer Context Modifcation procedure: Successful Operation.
The gNB-CU-CP initiates the procedure by sending the BEARER CONTEXT MODIFICATION REQUEST message to the gNB-CU-UP. If the gNB-CU-UP succeeds to modify the bearer context, it replies to the gNB-CU-CP with the BEARER CONTEXT MODIFICATION RESPONSE message.
If the Security Information IE is included in the the BEARER CONTEXT MODIFICATION REQUEST message the gNB-CU-UP shall replace the old one and use it for data traffic protection.

[bookmark: _Toc510779937][bookmark: _Toc512414049]8.3.2.3	Unsuccessful Operation


Figure 8.3.2.3-1: Bearer Context Modification procedure: Unsuccessful Operation.
If the gNB-CU-UP cannot modify the requested bearer context, it should respond with a BEARER CONTEXT MODIFICATION FAILURE message and appropriate cause value.
[bookmark: _Toc510779938][bookmark: _Toc512414050]8.3.2.4	Abnormal Conditions
Not applicable.
[bookmark: _Toc512414051]
<<<<<<<<<<<<<<<<<<<< Next Change >>>>>>>>>>>>>>>>>>>>

8.3.3	Bearer Context Modification Required (gNB-CU-UP initiated) 
Editor’s note: Further description of this procedure is FFS. 
[bookmark: _Toc510779940][bookmark: _Toc512414052]8.3.3.1	General
The purpose of the Bearer Context Modification Required procedure is to allow the gNB-CU-UP to modify a bearer context (e.g., due to local problems) and inform the gNB-CU-CP. The procedure uses UE-associated signalling.
[bookmark: _Toc510779941][bookmark: _Toc512414053]8.3.3.2	Successful Operation


Figure 8.3.3.2-1: Bearer Context Modifcation Required procedure: Successful Operation.
The gNB-CU-UP initiates the procedure by sending the BEARER CONTEXT MODIFICATION REQUIRED message to the gNB-CU-CP. The gNB-CU-CP replies with the BEARER CONTEXT MODIFICATION CONFIRM message.
If the gNB-CU-CP receives a BEARER CONTEXT MODIFICATION REQUIRED message containing the Count Wrap around Indicator IE, the gNB-CU-CP shall trigger Bear Context Modification procedure and provides updated Security Information IE within the BEARER CONTEXT MODIFICATION REQUEST message.

[bookmark: _Toc510779942][bookmark: _Toc512414054]8.3.3.3	Abnormal Conditions
Not applicable.

<<<<<<<<<<<<<<<<<<<< Next Change >>>>>>>>>>>>>>>>>>>>
[bookmark: _Toc462753014]8.3.X	gNB-CU-UP Counter Check
[bookmark: _Toc462753015]8.3.X.1	General
This procedure is initiated by the gNB-CU-UP to request the gNB-CU-CP to execute a counter check procedure to verify the value of the PDCP COUNTs associated with DRBs established in the gNB-CU-UP.
The procedure uses UE-associated signalling.
[bookmark: _Toc462753016]8.3.X.2	Successful Operation
gNB-CU-UP
gNB-CU-CP
GNB-CU-UP COUNTER CHECK REQUEST

Figure 8.3.X.2-1: gNB-CU-UP Counter Check procedure, successful operation.
The gNB-CU-UP initiates the procedure by sending the gNB-CU-UP COUNTER CHECK REQUEST message to the gNB-CU-CP.
Upon reception of the gNB-CU-UP COUNTER CHECK REQUEST message, the gNB-CU-CP may perform the RRC counter check procedure as defined in TS 33.401 [11].
[bookmark: _Toc462753017]8.3.X.3	Unsuccessful Operation
Not applicable.
[bookmark: _Toc462753018]8.3.X.4	Abnormal Conditions
Not applicable.


<<<<<<<<<<<<<<<<<<<< Next Change >>>>>>>>>>>>>>>>>>>>

[bookmark: _Toc512414088]9.2.2.4	BEARER CONTEXT MODIFICATION REQUEST
This message is sent by the gNB-CU-CP to request the gNB-CU-UP to setup a bearer context. 
Direction: gNB-CU-CP  gNB-CU-UP
Editor’s note: The presence of all the IEs in this message needs further checking. The definition of the IEs is FFS. 
Editor’s note: Whether to introduce E-RAB ID for E-UTRAN is FFS.
Editor’s note: Whether it is needed to distinguish between different interfaces (F1, X2, Xn) is FFS.
Editor’s note: How to encode information about NAS reflective QoS (RQA) and AS reflective QoS is FFS (i.e., whether to have separate IEs or include it in the QoS flow level information).
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.3.1.1
	
	YES
	reject

	gNB-CU-CP UE E1AP ID
	M
	
	9.3.1.4
	
	YES
	reject

	gNB-CU-UP UE E1AP ID
	M
	
	9.3.1.5
	
	YES
	reject

	Security Information
	O
	
	9.3.1.10
	
	YES
	reject

	Bearer Context Status Change
	O
	
	ENUMERATED (Suspend, Resume, …)
	Indicates to Suspend or Resume the Bearer Context
	YES
	reject

	CHOICE system
	M
	
	
	
	YES
	reject

	>E-UTRAN
	
	
	
	
	
	

	>>DRB To Setup List
	
	0.. 1
	
	
	YES
	reject

	>>>DRB To Setup Item 
	
	1..<maxnoofDRBs>
	
	
	EACH
	reject

	>>>>DRB ID 
	M
	
	
	
	-
	-

	>>>>PDCP Configuration 
	M
	
	OCTET STRING
	PDCP-config as defined in TS 38.331 [10].
	-
	-

	>>>>E-UTRAN QoS
	M
	
	
	
	-
	-

	>>>>S1 UL UP Trasnport Layer Information
	M
	
	
	
	-
	-

	>>>>Data forwarding information
	O
	
	
	
	-
	-

	>>>>Cell Group Information
	M
	
	9.3.1.11
	
	-
	-

	>>DRB To Modify List
	
	0.. 1
	
	
	YES
	reject

	>>>DRB To Modify Item 
	
	1..<maxnoofDRBs>
	
	
	EACH
	reject

	>>>>DRB ID 
	M
	
	
	
	-
	-

	>>>>PDCP Configuration 
	O
	
	OCTET STRING
	PDCP-config as defined in TS 38.331 [y].
	-
	-

	>>>>E-UTRAN QoS
	O
	
	
	
	-
	-

	>>>>S1 UL UP Parameters
	O
	
	
	
	-
	-

	>>>>Data forwarding information
	O
	
	
	
	-
	-

	>>>>PDCP UL COUNT
	O
	
	
	PDCP count for first un-acknowledged UL packet.
	-
	-

	>>>>PDCP DL COUNT
	O
	
	
	PDCP count for next DL packet to be assigned.
	-
	-

	>>>>DL UP Parameters 
	O
	
	9.3.1.13
	
	-
	-

	>>>>Cell Group To Add
	O
	
	9.3.1.12
	
	-
	-

	>>>>Cell Group To Modify 
	O
	
	9.3.1.12
	
	-
	-

	>>>>Cell Group To Remove 
	O
	
	9.3.1.12
	
	-
	-

	>>DRB To Remove List
	
	0.. 1
	
	
	YES
	reject

	>>>DRB To Remove Item 
	
	1..<maxnoofDRBs>
	
	
	EACH
	reject

	>>>>DRB ID 
	M
	
	
	
	-
	-

	>NG-RAN
	
	
	
	
	
	

	>>PDU Session Resource To Setup List
	
	0.. 1
	
	
	YES
	reject

	>>>PDU Session Resource To Setup Item
	
	1..<maxnoofPDUSessionResource>
	
	
	EACH
	reject

	>>>>PDU Session ID 
	M
	
	
	
	-
	-

	>>>>S-NSSAI 
	O
	
	
	
	-
	-

	>>>>PDU Session Resource Setup Request Transfer
	M
	
	
	Defined in TS 38.413 [6].
	-
	-

	>>>>DRB To Setup List
	
	1
	
	
	
	

	>>>>>DRB To Setup Item 
	
	1..<maxnoofDRBs>
	
	
	
	

	>>>>>>DRB ID
	M
	
	
	
	-
	-

	>>>>>>SDAP Configuration
	M 
	
	OCTET STRING
	SDAP-config as defined in TS 38.331 [10].
	-
	-

	>>>>>>PDCP Configuration
	M
	
	OCTET STRING
	PDCP-config as defined in TS 38.331 [10]
	-
	-

	>>>>>>Data forwarding information
	O
	
	
	
	-
	-

	>>>>>>Cell Group Information
	M
	
	9.3.1.11
	
	-
	-

	>>>>>>Flow Mapping Information 
	O
	
	9.3.1.12
	
	-
	-

	>>PDU Session Resource To Modify List
	
	0.. 1
	
	
	YES
	reject

	>>>PDU Session Resource To Modify Item
	
	1..<maxnoofPDUSessionResource>
	
	
	EACH
	reject

	>>>>DRB To Setup List
	
	1
	
	
	
	

	>>>>>DRB To Setup Item 
	
	1..<maxnoofDRBs>
	
	
	
	

	>>>>>>DRB ID
	M
	
	
	
	-
	-

	>>>>>>SDAP Configuration
	O
	
	OCTET STRING
	SDAP-config as defined in TS 38.331 [y].
	-
	-

	>>>>>>PDCP Configuration
	O
	
	OCTET STRING
	PDCP-config as defined in TS 38.331 [y]
	-
	-

	>>>>>>Data forwarding information
	O
	
	
	
	-
	-

	>>>>>>Cell Group Information
	M
	
	9.3.1.11
	
	-
	-

	>>>>>>Flow Mapping Information 
	O
	
	9.3.1.12
	
	-
	-

	>>>>DRB To Modify List
	
	0.. 1
	
	
	
	

	>>>>>DRB To Modify Item 
	
	1..<maxnoofDRBs>
	
	
	EACH
	reject

	>>>>>>DRB ID 
	M
	
	
	
	-
	-

	>>>>>>SDAP Configuration
	O
	
	OCTET STRING
	SDAP-config as defined in TS 38.331 [y].
	-
	-

	>>>>>>PDCP Configuration 
	O
	
	OCTET STRING
	PDCP-config as defined in TS 38.331 [y].
	-
	-

	>>>>>>Data forwarding information
	O
	
	
	
	-
	-

	>>>>>>PDCP UL COUNT
	O
	
	
	PDCP count for first un-acknowledged UL packet.
	-
	-

	>>>>>>PDCP DL COUNT
	O
	
	
	PDCP count for next DL packet to be assigned.
	-
	-

	>>>>>>DL UP Parameters
	O
	
	9.3.1.13
	
	-
	-

	>>>>>>Cell Group To Add
	O
	
	9.3.1.11
	
	-
	-

	>>>>>>Cell Group To Modify 
	O
	
	9.3.1.11
	
	-
	-

	>>>>>>Cell Group To Remove 
	O
	
	9.3.1.11
	
	-
	-

	>>>>DRB To Remove List
	
	0.. 1
	
	
	YES
	reject

	>>>>>DRB To Remove Item 
	
	1..<maxnoofDRBs>
	
	
	EACH
	reject

	>>>>>>DRB ID 
	M
	
	
	
	-
	-

	>>PDU Session Resource To Remove List
	
	0.. 1
	
	
	YES
	reject

	>>>PDU Session Resource To Remove Item
	
	1..<maxnoofPDUSessionResource>
	
	
	EACH
	reject

	>>>>PDU Session ID 
	M
	
	
	
	-
	-



[bookmark: _Toc512414089]9.2.2.5	BEARER CONTEXT MODIFICATION RESPONSE
This message is sent by the gNB-CU-UP to confirm the modification of the requested bearer context.  
Direction: gNB-CU-UP  gNB-CU-CP
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.3.1.1
	
	YES
	reject

	gNB-CU-CP UE E1AP ID
	M
	
	9.3.1.4
	
	YES
	reject

	gNB-CU-UP UE E1AP ID
	M
	
	9.3.1.5
	
	YES
	reject




<<<<<<<<<<<<<<<<<<<< Next Change >>>>>>>>>>>>>>>>>>>>


[bookmark: _Toc512414091]9.2.2.7	BEARER CONTEXT MODIFICATION REQUIRED
This message is sent by the gNB-CU-UP to inform the gNB-CU-CP that a modification of a bearer context is required (e.g., due to local problems at the gNB-CU-UP).
Direction: gNB-CU-UP  gNB-CU-CP
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.3.1.1
	
	YES
	reject

	gNB-CU-CP UE E1AP ID
	M
	
	9.3.1.4
	
	YES
	reject

	gNB-CU-UP UE E1AP ID
	M
	
	9.3.1.5
	
	YES
	reject

	Count Wrap around Indicator
	O
	
	9.3.1.y
	
	YES
	ignore



Editor’s note: The details of this message are FFS. 
[bookmark: _Toc512414092]9.2.2.8	BEARER CONTEXT MODIFICATION CONFIRM
This message is sent by the gNB-CU-CP to confirm the modification of the requested bearer context.  
Direction: gNB-CU-CP  gNB-CU-UP
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.3.1.1
	
	YES
	reject

	gNB-CU-CP UE E1AP ID
	M
	
	9.3.1.4
	
	YES
	reject

	gNB-CU-UP UE E1AP ID
	M
	
	9.3.1.5
	
	YES
	reject




<<<<<<<<<<<<<<<<<<<< next Change >>>>>>>>>>>>>>>>>>>>


[bookmark: _Toc462753074]9.2.2.Y	GNB-CU-UP COUNTER CHECK REQUEST
This message is sent by the gNB-CU-UP to request the verification of the value of the PDCP COUNTs associated with the DRBs established in the gNB-CU-UP.
Direction: gNB-CU-UP  gNB-CU-CP.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.3.1.1
	
	YES
	reject

	gNB-CU-CP UE E1AP ID
	M
	
	9.3.1.4
	
	YES
	reject

	gNB-CU-UP UE E1AP ID
	M
	
	9.3.1.5
	
	YES
	reject

	CHOICE System
	M
	
	
	
	YES
	reject

	>E-UTRAN
	
	
	
	
	
	

	>>DRBs Subject to
Counter Check List
	
	1
	
	
	YES
	ignore

	>>>DRBs Subject to Counter Check Item
	
	1 .. <maxnoof DRBs>
	
	
	EACH
	ignore

	>>>>DRB ID
	M
	
	
	
	-
	

	>>>>UL COUNT
	M
	INTEGER(0.. 4294967295)
	
	Indicates the value of uplink COUNT associated to this DRB.
	-
	

	>>>>DL COUNT
	M
	INTEGER(0.. 4294967295)
	
	Indicates the value of downlink COUNT associated to this DRB.
	-
	

	>NG-RAN
	
	
	
	
	
	

	>>PDU Sessions Subject to Counter Check List
	
	1
	
	
	YES
	ignore

	>>>PDU Sessions Subject to Counter Check Item
	
	1 .. <maxnoof DRBs>
	
	
	EACH
	ignore

	>>>>PDU Session ID
	M
	
	
	
	-
	

	>>>>DRB ID
	M
	
	
	
	-
	

	>>>>UL COUNT
	M
	INTEGER(0.. 4294967295)
	
	Indicates the value of uplink COUNT associated to this DRB.
	-
	

	>>>>DL COUNT
	M
	INTEGER(0.. 4294967295)
	
	Indicates the value of downlink COUNT associated to this DRB.
	-
	



	Range bound
	Explanation

	maxnoofDRBs
	Maximum no. of DRBs for a UE. Value is 32.

	maxnoofPDUSessionResource 
	Maximum no. of PDU Sessions for a UE. Value is FFS.



<<<<<<<<<<<<<<<<<<<< next Change >>>>>>>>>>>>>>>>>>>>

[bookmark: _Toc494407764]9.3.1.y	Count Wrap around Indicator
This IE indicates that the PDCP COUNTs are about to wrap around in gNB-CU-UP.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	Count Wrap around Indicator
	M
	
	ENUMERATED (True, …)
	




<<<<<<<<<<<<<<<<<<<< end of Change >>>>>>>>>>>>>>>>>>>>
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