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1. Introduction and Discussion
RAN3#99bis has introduced both “integrity protection” and “confidentiality protection” with respective three different values regarding “Security Indication”, namely: 
· whether UP integrity protection is:

-
Required: for all the traffic on the PDU Session UP integrity protection shall apply 

-
Preferred: for all the traffic on the PDU Session UP integrity protection should apply 

-
Not Needed: UP integrity protection shall not apply on the PDU Session

· whether UP confidentiality protection is:

-
Required: for all the traffic on the PDU Session UP confidentiality protection shall apply 

-
Preferred: for all the traffic on the PDU Session UP confidentiality protection should apply 

-
Not Needed: UP confidentiality shall not apply on the PDU Session

Both RAN2/3 have agreed that the above security policy from SMF is executed per PDU Session level, and targeted for all concerned QoS Flows within PDU Session.

If “Required” is configured for certain PDU Session, it means that all accepted QoS Flows belonging to that PDU Session need to be securitized otherwise the QoS Flow shall be rejected. The NG-RAN node shall attempt security enforcement per QoS Flow level, if fail, it shall reject the establishment of concerned QoS Flows. There is no need for NG-RAN node to report explicitly the “Security Result” in the case of “Required”.
If “Not Needed” is configured for certain PDU Session, it means that all accepted QoS Flows belonging to that PDU Session shall not be securitized. The NG-RAN node shall not attempt the security enforcement per QoS Flow level at all. There is no need for NG-RAN node to report explicitly the “Security Result” in the case of “Not Needed”.
Observation 1: In the case of “Required” and “Not Needed”, the NG-RAN node needs not report “Security Result” at all.

If “Preferred” is configured for certain PDU Session, it means that all accepted QoS Flows belonging to that PDU Session may or may not be securitized. If NG-RAN node determines to perform security enforcement, it should apply to all accepted QoS Flows consistently, if fail, it should reject the establishment of concerned QoS Flows as in “Required” case; otherwise if NG-RAN node determines not to perform security enforcement, then it should also apply to all QoS Flows consistently.

Observation 2: In the case of “Preferred”, the NG-RAN node should perform the security enforcement to all accepted QoS Flows consistently, i.e. for particular PDU Session, it is invalid that some QoS Flows are securitized but some are not securitized.
Currently the “Security Result” can only be reported in IE “PDU Session Resource Setup Response Transfer” during PDU Session Resource Setup phase. However, it is possible that NG-RAN node cannot perform security enforcement during Setup phase due to lack of resources, but later on, NG-RAN node can perform security enforcement again. In such case, it is beneficial for NG-RAN node to report the updated “Security Result” to AMF/SMF, e.g. via NG Notify procedure. This is aligned with SA2 statement below:
“The NG-RAN notifies the SMF when it cannot fulfill a User Plane Security Enforcement with a value of Preferred.”
Proposal 1: In the case of “Preferred”, the NG-RAN node is allowed to report the updated “Security Result” to AMF/SMF per PDU Session level via NG Notify procedure.

For the “Preferred” case, the NG-RAN node shall decide for “UP IP or not” based on various local factors, among which e.g. UE max bitrate capability for UP integrity protection as currently discussed in RAN2/CT1. When UE is to be configured with multiple PDU Sessions with “Preferred” value also with the same ARP values, NG-RAN node needs to decide which of them are to be “UP IP” or not, and how to allocate the limited UP integrity processing capability among them, in order to guarantee the total IP bitrate within the UE capability. For this reason, the NG-RAN node may refer to some additional assistance info from SMF, otherwise inconsistent UP-IP behaviors may occur.

Proposal 2: To discuss whether additional assistance info needs to be configured by 5GC in the “Preferred” case, so that NG-RAN node can discriminate the “preferred” policy further among multiple PDU Sessions.
2. Conclusion
Proposal 1: In the case of “Preferred”, the NG-RAN node is allowed to report the updated “Security Result” to AMF/SMF per PDU Session level via NG Notify procedure.

Proposal 2: To discuss whether additional assistance info needs to be configured by 5GC in the “Preferred” case, so that NG-RAN node can discriminate the “preferred” policy further among multiple PDU Sessions.
3. TP for 38.413
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8.2.4
PDU Session Resource Notify

8.2.4.1
General

The purpose of the PDU Session Resource Notify procedure is to notify that the already established QoS flow(s) or PDU session(s) for a given UE are released or not fulfilled anymore or fulfilled again by the NG-RAN node for which a notification is issued. It is also to notify the updated security enforcement result of concerned PDU session(s).The procedure uses UE-associated signalling.

8.2.4.2
Successful Operation
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Figure 8.2.4.2-1: PDU session resource notify

The NG-RAN node initiates the procedure by sending a PDU SESSION RESOURCE NOTIFY message. 

The PDU SESSION RESOURCE NOTIFY message shall contain the information of PDU sessions or QoS flows which are released or not fulfilled anymore or fulfilled again by the NG-RAN node.
-
For each PDU session of which some QoS flows are released or not fulfilled anymore or fulfilled again by the NG-RAN node, the PDU Session Resource Notify Transfer IE shall be included to report for each PDU session of which some QoS flow(s) are released or not fulfilled anymore or fulfilled again: 

1. 
The list of QoS flows which are released by the NG-RAN node, if any, shall be included in the QoS Flows Release List IE.

2. 
The list of GBR QoS flows which are not fulfilled anymore or fulfilled again by the NG-RAN node, if any, shall be included in the QoS Flows Notify List IE together with the Notification Cause IE.

-
For each PDU session which is released by the NG-RAN node, the PDU Session Resource Released List IE shall be included to report the release cause in the Cause IE.

The PDU SESSION RESOURCE NOTIFY message shall contain the information of updated security enforcement result of concerned PDU session(s).
Upon reception of the PDU SESSION RESOURCE NOTIFY message, the AMF shall, for each PDU session indicated in the PDU Session ID IE, transfer transparently the PDU Session Resource Notify Transfer IE to each SMF associated with the concerned PDU session. Upon reception of PDU Session Resource Notify Transfer IE, SMF normally initiate the appropriate release or modify procedure on the core network side for the PDU session(s) or QoS flow(s) identified as not fulfilled anymore.
Editor’s Note:
Further details are FFS.

8.2.4.3
Abnormal Conditions

Editor’s Note:
Further details are FFS.
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9.2.1.7
PDU SESSION RESOURCE NOTIFY

Editor’s Note:
Message structure and IEs need further checking and completion. Further details FFS.

This message is sent by the NG-RAN node to notify that the already established QoS flow(s) or PDU session resource(s) for a given UE are released or not fulfilled anymore or fulfilled again by the NG-RAN node. It is also to notify the updated security enforcement result of concerned PDU session(s).
Direction: NG-RAN node ( AMF
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.3.1.1
	
	YES
	ignore

	AMF UE NGAP ID
	M
	
	9.3.3.1
	
	YES
	reject

	RAN UE NGAP ID
	M
	
	9.3.3.2
	
	YES
	reject

	PDU Session Resource Notify List
	
	0..1
	
	
	YES
	reject

	>PDU Session Resource Notify Item IEs
	
	1..<maxnoofPDUSessions>
	
	
	EACH
	reject

	>>PDU Session ID
	M
	
	9.3.1.50
	
	-
	

	>>PDU Session Resource Notify Transfer
	M
	
	9.3.4.5
	
	-
	

	PDU Session Resource Released List
	O
	
	PDU Session List

9.3.1.11
	
	YES
	reject


	Range bound
	Explanation

	maxnoofPDUSessions
	Maximum no. of PDU sessions allowed towards one UE. Value is 256.


///////////////////////////////////////////////////////////////          Next change        ////////////////////////////////////////////////////////////////////////////

9.3.4.5
PDU Session Resource Notify Transfer

Editor’s Note: 
Further details FFS.

This IE is transparent to the AMF.

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	QoS Flows Notify List
	
	0..1
	
	

	>QoS Flows Notify Item IEs
	
	1..<maxnoofQoSFlows>
	
	

	>>QoS Flow Indicator
	M
	
	9.3.1.51
	

	>>Notification Cause
	M
	
	ENUMERATED (fullfilled, not fulfilled, …)
	

	>>Assistance Information [FFS]
	O
	
	<ref>
	

	QoS Flows Release List 
	O
	
	QoS Flow List

9.3.1.13
	

	Security Result
	O
	
	9.3.1.59
	


	Range bound
	Explanation

	maxnoofQoSFlows
	Maximum no. of QoS flows allowed within one PDU session. Value is 64.
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9.3.1.59
Security Result
This IE indicates whether the security policy indicated as “preferred” in the Security Indication IE is performed or not.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	Integrity Protection Result
	M
	
	ENUMERATED (performed, not performed, …)
	Indicates whether UP integrity protection is performed or not for the concerned PDU session.

	Confidentiality Protection Result
	M
	
	ENUMERATED (performed, not performed, …)
	Indicates whether UP ciphering is performed or not for the concerned PDU session.
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