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7
Functions of RANAP

NOTE:
This section needs to be checked after the Iu functions have been specified.

RANAP protocol has the following functions:

-
Relocating serving RNC. This function enables to change the serving RNC functionality as well as the related Iu resources (RAB(s) and Signalling connection) from one RNC to another.

-
Overall RAB management. This function is responsible for setting up, modifying and releasing RABs.

-
Queuing the setup of RAB. The purpose of this function is to allow placing some requested RABs into a queue, and indicate the peer entity about the queuing.

-
Requesting RAB release. While the overall RAB management is a function of the CN, the UTRAN has the capability to request the release of RAB.

-
Release of all Iu resources. This function is used to explicitly release all resources related to one UE from the corresponding Iu connection.

-
Requesting the release of all Iu resources. While the Iu release is managed from the CN, the UTRAN has the capability to request the release of all Iu resources from the corresponding Iu connection.

-
SRNS context forwarding function. This function is responsible for transferring SRNS context from the RNC to the CN for intersystem forward handover in case of packet forwarding.

-
Controlling overload in the Iu interface. This function allows adjusting the load in the Iu interface.

-
Resetting the Iu. This function is used for resetting an Iu interface.

-
Sending the UE Common ID (permanent NAS UE identity) to the RNC. This function makes the RNC aware of the UE's Common ID.

-
Paging the user. This function provides the CN for capability to page the UE.

· Controlling the tracing of the UE activity. This function allows setting the trace mode for a given UE. 

· Transport of NAS information between UE and CN. This function has three sub-classes.

1.
Transport of the initial NAS signalling message from the UE to CN. This function transfers transparently the NAS information. As a consequence also the Iu signalling connection is set up.

2.
Transport of NAS signalling messages between UE and CN, This function transfers transparently the NAS signalling messages on the existing Iu signalling connection.

3.
Transport of NAS information to be broadcasted to UEs. This function allows setting the NAS information to be broadcasted to the UEs from the CN.

-
Controlling the security mode in the UTRAN. This function is used to send the security keys (ciphering and integrity check) to the UTRAN, and setting the operation mode for security functions.
-
The RNC can provide an indication to the CN that integrity checking has failed.
-
Controlling location reporting. This function allows the CN to set the mode in which the UTRAN reports the location of the UE

-
Location reporting. This function is used for transferring the actual location information from RNC to the CN.

-
Data volume reporting function. This function is responsible for reporting unsuccessfully transmitted DL data volume over UTRAN for specific RABs.

-
Reporting general error situations. This function allows reporting of general error situations, for which function specific error messages have not been defined.

These functions are implemented by one or several RANAP elementary procedures described in the following section.

8
RANAP Procedures

8.1
Elementary Procedures

In the following tables, all EPs are divided into Class 1, Class 2 and Class 3 EPs:

Table 1: Class 1

Elementary Procedure
Initiating Message
Successful Outcome
Unsuccessful Outcome



Response message
Response message


Iu Release
IU RELEASE COMMAND
IU RELEASE COMPLETE



Relocation Preparation
RELOCATION REQUIRED
RELOCATION COMMAND
RELOCATION PREPARATION FAILURE


Relocation Resource Allocation
RELOCATION REQUEST
RELOCATION REQUEST ACKNOWLEDGE
RELOCATION FAILURE


Relocation Cancel
RELOCATION CANCEL
RELOCATION CANCEL ACKNOWLEDGE



SRNS Context Transfer
SRNS CONTEXT REQUEST
SRNS CONTEXT RESPONSE



Security Mode Control
SECURITY MODE COMMAND
SECURITY MODE COMPLETE
SECURITY MODE REJECT


Data Volume Report
DATA VOLUME REPORT REQUEST
DATA VOLUME REPORT



Cn Information Broadcast
CN INFORMATION BROADCAST REQUEST
CN INFORMATION BROADCAST CONFIRM
CN INFORMATION BROADCAST REJECT


Reset
RESET
RESET ACKNOW-LEDGE



Table 2: Class 2

Elementary Procedure
Message

RAB Release Request
RAB RELEASE REQUEST

Iu Release Request
IU RELEASE REQUEST

Relocation Detect
RELOCATION DETECT

Relocation Complete
RELOCATION COMPLETE

SRNS Data Forwarding Initiation
SRNS DATA FORWARD COMMAND

SRNS Context Forwarding from Source RNC to CN
FORWARD SRNS CONTEXT

SRNS Data Forwarding to Target RNC from CN
FORWARD SRNS CONTEXT

Paging
PAGING

Common ID
COMMON ID

CN Invoke Trace
CN INVOKE TRACE

Location Reporting Control
LOCATION REPORTING CONTROL

Location Report
LOCATION REPORT

Initial UE Message
INITIAL UE MESSAGE

Direct Transfer
DIRECT TRANSFER

Overload Control
OVERLOAD

Error Indication
ERROR INDICATION

Security Mode Control Request
SECURITY MODE COMMAND REQUEST

Table 3: Class 3

Elementary Procedure
Initiating Message
Respone Message

RAB Assignment
RAB ASSIGNMENT REQUEST
RAB ASSIGNMENT RESPONSE x N (N>=1)

The following applies concerning interaction between Elementary Procedures:

-
The Reset procedure can interact with all EPs.

-
The Iu Release procedure can interact with all EPs except the Reset procedure

8.18
Security Mode Control

8.18.1
General

 The purpose of the Security Mode Control procedure is to allow the CN to pass cipher and integrity mode information to the UTRAN. UTRAN uses this information to select and load the encryption device for user and signalling data with the appropriate parameters, and also to store the appropriate parameters for the integrity algorithm. The procedure uses connection oriented signalling.

8.18.2
Successful Operation
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Figure 1: Security Mode Control procedure. Successful operation.

The CN shall start the procedure by sending to the UTRAN a  SECURITY MODE COMMAND message.  This message shall specifiy which ciphering, if any, and integrity protection algorithms that may be used by the UTRAN. 

Upon reception of the SECURITY MODE COMMAND message, the UTRAN shall internally select appropriate algorithms, taking into account the UE/UTRAN capabilities. The UTRAN shall then trigger the execution of the corresponding radio interface procedure and, if applicable, invoke the encryption device and also start the integrity protection. 

When the execution of the radio interface procedure is successfully finished, UTRAN shall return a  SECURITY MODE COMPLETE message to the CN. This message shall include the chosen integrity protection and encryption algorithms.

The set of permitted algorithms specified in the SECURITY MODE COMMAND message shall remain applicable for subsequent RAB Assignments and Intra-UTRAN Relocations.

In case of a UE with Radio Access Bearers towards both core networks, the user data towards CS shall always be ciphered according to the information received from CS and the user data towards PS with the information received from PS. The signalling data shall always be ciphered with the last received ciphering information and integrity protected with the last received integrity protection information.

8.18.3
Unsuccessful Operation


[image: image3.wmf]CN

RNC

SECURITY MODE

COMMAND

SECURITY MODE

REJECT


Figure 2: Security Mode Control procedure. Unsuccessful operation.

If the UTRAN or the UE is unable to support the ciphering and/or integrity protection algorithms specified in the SECURITY MODE COMMAND message, then the UTRAN shall return to CN a SECURITY MODE REJECT message with cause value "Requested Ciphering and/or Integrity Protection Algorithms are not Supported". If the radio interface Security Control Procedure fails, a SECURITY MODE REJECT message shall  be sent to CN with cause value "Failure in the Radio Interface Procedure".

8.18.4
Abnormal Conditions

A SECURITY MODE REJECT message shall be returned if a CN requests a change of ciphering and/or integrity protection algorithms for a UE  when ciphering or integrity protection is already active for that CN and such a change of algorithms is not supported by UTRAN and/or the UE. A cause value shall be set to "Change of Ciphering and/or Integrity Protection is not Supported".
8.19

Security Mode Control Request

8.19.1 General
The purpose of the Security Mode Control Request procedure is to allow the RNC to prompt the CN into repeating the Security Mode Control Procedure. 

The procedure uses connection oriented signalling.

8.19.2 Successful Operation
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Figure 3: Security Mode Command Request procedure.

The RNC shall initiate the procedure by generating a SECURITY MODE COMMAND REQUEST message. 
On receipt of this message the CN will begin the SECURITY MODE COMMAND procedure. 

When the UTRAN sends this message to the CN the cause values will include whether it was the UE that requested the security change or whether it was initiated by the RNC. Typical cause values are: “RNC Initiated” or “UE Requested”

8.19.3

Abnormal Conditions

----
8.20
Location Reporting Control

8.20.1
General

The purpose of the Location Reporting Control procedure is to allow the CN to request information on the location of a given UE. The procedure uses connection oriented signalling.

8.20.2
Successful Operation
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Figure 4: Location Reporting Control procedure.

The CN shall initiate the procedure by generating a LOCATION REPORTING CONTROL message. 
The Request Type IE shall indicate to the serving RNC whether  

-
to report directly, 

-
to report upon change of the area or

-
to stop reporting.

The Request Type IE shall also indicate what type of location information the serving RNC shall report. The location information is either of the following types:

-
Service Area Identifier or

-
Geographical coordinates. 

The geographical coordinates shall only be reported directly.

The valid information for the location reporting shall be the latest received from the CN.

8.20.3
Abnormal Conditions

-

9
Elements for RANAP Communication


9.1
Message Contents

NOTE:
The messages have been defined in accordance to the quidelines specified in UMTS 25.921.

For each message there is, a table listing the signalling elements in their order of　appearance in the transmitted message.

All the RANAP messages are listed in the following table:

Table 1: List of RANAP messages.

Message name
Reference

RAB ASSIGNMENT REQUEST
9.1.1

RAB ASSIGNMENT RESPONSE
9.1.2

RAB RELEASE REQUEST
9.1.3

IU RELEASE REQUEST
9.1.4

IU RELEASE COMMAND
9.1.5

IU RELEASE COMPLETE
9.1.6

RELOCATION REQUIRED
9.1.7

RELOCATION REQUEST
9.1.8

RELOCATION REQUEST ACKNOWLEDGE
9.1.9

RELOCATION COMMAND
9.1.10

RELOCATION DETECT
9.1.11

RELOCATION COMPLETE
9.1.12

RELOCATION PREPARATION FAILURE
9.1.13

RELOCATION FAILURE 
9.1.14

RELOCATION CANCEL
9.1.15

RELOCATION CANCEL ACKNOWLEDGE
9.1.16

SRNS CONTEXT REQUEST
9.1.17

SRNS CONTEXT RESPONSE
9.1.18

SRNS DATA FORWARD COMMAND
9.1.19

FORWARD SRNS CONTEXT
9.1.20

PAGING
9.1.21

COMMON ID 
9.1.22

CN INVOKE TRACE
9.1.23

SECURITY MODE COMMAND
9.1.24

SECURITY MODE COMPLETE
9.1.25

SECURITY MODE REJECT
9.1.26

SECURITY MODE COMMAND REQUEST
9.1.27

LOCATION REPORTING CONTROL
9.1.28

LOCATION REPORT
9.1.29

DATA VOLUME REPORT REQUEST
9.1.30

DATA VOLUME REPORT
9.1.31

INITIAL UE MESSAGE 
9.1.32

DIRECT TRANSFER
9.1.33

CN INFORMATION BROADCAST REQUEST
9.1.34

CN INFORMATION BROADCAST CONFIRM
9.1.35

CN INFORMATION BROADCAST REJECT
9.1.36

OVERLOAD
9.1.37

RESET
9.1.38

RESET ACKNOWLEDGE
9.1.39

ERROR INDICATION
9.1.40




All information elements in the message descriptions below are marked mandatory, optional or conditional according to the following table:

Table 2: Meaning of abbreviations used in RANAP messages.

Abbreviation
Meaning

M
IE's marked as Mandatory (M) will always be included in the message.

O
IE's marked as Optional (O) may or may not be included in the message.

C
IE's marked as Conditional (C) will be included in a message only if the condition is satisfied. Otherwise the IE is not included.



9.1.26
SECURITY MODE REJECT

This message is sent by the RNC as a unsuccessful response to SECURITY MODE COMMAND.

Direction: RNC ( CN

Signalling bearer mode: Connection oriented.

IE/Group Name
Presence
Range
IE type and reference
Semantics description

Message Type
M

9.2.1.1


Cause
M

9.2.1.4


Criticality Diagnostics
O

9.2.1.35


9.1.27

SECURITY MODE COMMAND REQUEST
This message is sent by the RNC to prompt the CN into repeating the Security Mode Control Procedure. 

Direction: RNC ( CN 

Signalling bearer mode: Connection Orientated.

IE/Group Name
Presence
Range
IE type and reference
Semantics description

Message Type
M

9.2.1.1


Cause
M

9.2.1.4


9.1.28
LOCATION REPORTING CONTROL

This message is sent by the CN to initiate, modify or stop location reporting from the RNC to the CN.

Direction: CN ( RNC

Signalling bearer mode: Connection oriented.

IE/Group Name
Presence
Range
IE type and reference
Semantics description

Message Type
M

9.2.1.1


Request Type
M

9.2.1.16


9.2
Information Element Definitions 

9.2.1
Radio Network Layer Related IEs

9.2.1.1
Message Type

Message type uniquely identifies the message being sent. It is mandatory for all messages.

IE/Group Name
Presence
Range
IE type and reference
Semantics description

Message Type
M

INTEGER (1....256)
Assumed max no of messages is 256.

9.2.1.2
RAB ID

This element uniquely identifies the radio access bearer over one Iu connection. The radio access bearer identification has only local significance in one Iu connection. The RAB ID shall remain the same for the duration of the RAB.

IE/Group Name
Presence
Range
IE type and reference
Semantics description

RAB ID
M

INTEGER (1...256)


9.2.1.3
RAB Parameters

The purpose of the RAB parameters IE group and other parameters within the RAB parameters IE group is to indicate all RAB attributes as defined in [7] for both directions.

IE/Group Name
Presence
Range
IE type and reference
Semantics description

RAB parameters





   Traffic Class
M

ENUMERATED
(conversational, streaming, interactive, background, ...)


   Maximum Bit Rate
M

INTEGER (0..16,000,000)
The unit is: bit

   Guaranteed Bit Rate
M

INTEGER (0..16,000,000)
The unit is: bit

Delay and reliability attributes only apply up to the guaranteed bit rate

Conditional value:

· Set to lowest rate controllable RAB Subflow Combination rate given by the largest RAB Subflow Combination SDU size, when present and calculated periodicly

· Set to N/A (=0) when traffic class indicates Interactive or Background 

   Delivery Order
M

ENUMERATED (delivery order requested, delivery order not requested)
Delivery order requested: in sequence delivery shall be guaranteed by UTRAN on all RAB SDUs

 Delivery order not requested: in sequence delivery is not required from UTRAN

   Maximum SDU size
M

INTEGER (0..32768)
Conditional value: set to largest RAB Subflow Combination SDU size when present

The unit is bit 

   SDU parameters

1 to <maxRABSubflows>
See below


   Transfer Delay
M

INTEGER (0..65535)
Delay attribute

 Unit is millisecond. Set to N/A (65535) when traffic class is set interactive or background.



   Traffic Handling priority
M

INTEGER {spare (0), highest (1), lowest (14), no priority used (15)} (0…15)
Conditional value: set to N/A (=0) for all traffic classes except "Interactive" 

   Allocation/Retention priority
M

See below


   Source Statistics descriptor
M

ENUMERATED (N/A, speech, unknown, …)
Conditional value: set to N/A when traffic class is set to Interactive or Background

Range Bound
Explanation

MaxRABSubflows
Number of RAB Sublfows

IE/Group Name
Presence
Range
IE type and reference
Semantics description

SDU parameters





Choice SDU Error Ratio
M


Reliability attribute

Conditional value: set to N/A (=1) when the Delivery of Erroneous SDU is set to "-"



   NULL





   SDU Error Ratio 





      Mantissa
M

INTEGER (1..9)


      Exponent
M

INTEGER (1..6)


Choice Residual Bit Error Ratio
M


Reliability attribute

   NULL





   Residual Bit Error Ratio 





      Mantissa
M

INTEGER (1..9)


      Exponent
M

INTEGER (1..8)


Delivery of Erroneous SDU
M

ENUMERATED (yes, no, -)
Reliability attribute

Yes: error detection applied, erroneous SDU delivered

No. Error detection is applied , erroneous SDU discarded

-: SDUs delivered without considering error detection

Subflow SDU size Parameter
M
1 to <maxRABSubflowCombination>
INTEGER (0..4095)


Range Bound
Explanation

MaxRABSubflowCombination
Number of RAB Sublfow Combination

IE/Group Name
Presence
Range
IE type and reference
Semantics description

Subflow SDU size Parameter





Rate Control allowed
M

ENUMERATED (not allowed, allowed)
Conditions on the horizontal setting. The rate control is set identical to all SDU format infomation of the same RAB SubFlow Combination

Subflow SDU size
O

INTEGER (0…4095)
This IE is only present for RABs that have predefined SDU size(s)

IE/Group Name
Presence
Range
IE type and reference
Semantics description

Allocation/Retention priority





Priority level
M

Integer {spare (0), highest (1), lowest (14), no priority used (15)}  (0..15)


Pre-emption Capability
M

ENUMERATED(cannot trigger pre-emption, can trigger pre-emption)
The RAB shall not pre-empt,

The RAB may pre-empt

Pre-emption Vulnerability
M

ENUMERATED(not vulnerable to pre-emption, vulnerable to pre-emption)
The RAB shall not be pre-empted,

The RAB might be pre-empted

Queuing allowed
M

ENUMERATED(queueing not allowed, queueing allowed)
Queuning of the RAB is allowed

Queuing of the RAB is not allowed

9.2.1.4
Cause

The purpose of the cause information element is to indicate the reason for a particular event for the RANAP protocol.

IE/Group Name
Presence
Range
IE type and reference
Semantics description







Cause group
M

ENUMERATED
(Radio Network Layer,
Transport Layer,
NAS,
Protocol,
Miscellaneous, Non-standard, …) 


CHOICE Cause group





   Radio Network Layer





   Radio Network Layer Cause 
O
1 to 64


INTEGER
(RAB pre-empted,

Trelocoverall Expiry,

Trelocprep Expiry,

Treloccomplete Expiry, 
Tqueing Expiry, Relocation Triggered,

Unable to Establish During Relocation,

Unknown Target RNC,

Relocation Cancelled,

Successful Relocation,

Requested Ciphering and/or Integrity Protection Algorithms not Supported,

Change of Ciphering and/or Integrity Protection is not supported,

Failure in the Radio Interface Procedure,

Release due to UTRAN Generated Reason,

User Inactivity,

Time Critical Relocation,

Requested Traffic Class not Available, 

Invalid RAB Parameters Value,

Requested Maximum Bit Rate not Available,

Requested Guaranteed Bit Rate not Available, 

Requested Transfer Delay not Achievable,

Invalid RAB Parameters Combination, 

Condition Violation for SDU Parameters, 

Condition Violation for Traffic Handling Priority, 

Condition Violation for Guaranteed Bit Rate, 

User Plane Versions not Supported, 

Iu UP Failure,…)
RNC Initiated

UE Requested


   Transmission Network





   Transport Layer Cause
O
65 to 80


INTEGER
(Logical Error: Unknown Iu Transport Association,…)


   NAS





   NAS Cause
O
81 to 96


INTEGER
(User Restriction Start Indication,

User Restriction End Indication,

Normal Release, …)


   Protocol





   Protocol Cause
O
97 to 112
INTEGER
(Transfer Syntax Error,

…)


   Miscellaneous





   Miscellaneous Cause
O
113 to 128


INTEGER
(O&M Intervention,

No Resource Available,

Unspecified Failure,

Network Optimisation, …)


   Non-standard





   Non-standard Cause
O
129 to 256
INTEGER

(…)


9.2.1.5
CN Domain Indicator

Indicates the CN domain from which the message originates or to which the message shall be sent.

IE/Group Name
Presence
Range
IE type and reference
Semantics description

CN Domain Indicator
M

ENUMERATED (CS domain, PS domain)
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Work item:



h)
The name of the 3G work item for which the CR is relevant.


Category and release:


i)
Choose one category only


Reason:


j)
This should be 1 to 10 lines of text that describes in further detail the reasons why the change is necessary and how the change is done.


Clauses Affected:


m)
Each subclause that is affected by the change should be listed here. New subclause number can be followed by " (new) ".


Other specs affected:


n)
Other 3G core specifications: to be used if the CR is linked to a CR for another 3G specification.
Other 2G core specifications: to be used if a CR is also needed for a GSM or other 2G specification.



MS test specifications: to be used if a change is needed to the MS test specifications.



BSS test specifications: to be used if a change is needed to the base station test specifications.



O&M specifications: to be used if a change is needed to O&M specifications.



When listing other CRs in part n) use, for example, the form "21.111-CR001" or "12.05-A123"


______________________________________


How to create a CR for 3G or SMG specifications.


File location: http://ftp.3gpp.org/information/3gCRF-??.doc
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