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1 Introduction

This paper proposes to include an additional Information Element within the uplink Direct Transfer RANAP message.

Where integrity checking has failed, it may still be necessary to send the layer 3 message to the Core Network. (see the attached section of 33.102).

2 Discussion

TS 33.102 Section 6.4.6 (see Annex), states that the RNC has been specified such that in the case of an unsuccessful integrity check (either on the RNC side or the UE side) - new security parameters will be needed. T-Doc R3-000173 proposes a new RANAP procedure by which the CN can be notified of this need.

In order to generate a new Integrity Key in the mobile, the CN will need to perform Authentication.  This requires the RNC to handle RANAP Direct Transfer messages carrying the Authentication Request and Authentication Response messages. Because the RNC does not (and should not) look at the contents of the Direct Transfer NAS information (i.e. the RNC does not check the 24.007 Protocol Discriminator and message type) the RNC will still perform integrity checking on the Authentication Response messages - and this integrity check will fail! 

Hence it seems to be required that the RNC passes all Direct Transfer messages to the CN irrespective of the result of the integrity check! To keep the integrity check functionality working, it is proposed that the RNC sends the integrity status of each message to the CN, and that the CN discards those messages which have incorrectly failed the RNC’s integrity check. 

Note:
similar procedures are required within the mobile, in between the mobile’s RRC software and the mobile’s MM/GMM software. This has been the subject of work within CN1.

3 Additions to RANAP 

9.1.32

DIRECT TRANSFER

This message is sent by both the CN and the RNC and is used for carrying NAS information over the Iu interface. 

Direction: RNC ( CN and CN ( RNC

Signalling bearer mode: Connection Orientated.

IE/Group Name
Presence
Range
IE type and reference
Semantics description

Message Type
M

9.2.1.1


NAS-PDU
M

9.2.3.6


LAI
C – ifPS2CN

9.2.3.7


RAC
C – ifPS2CN

9.2.3.8


SAPI
C – ifDL 

9.2.3.9


Integrity Status
C - ifUL

9.2.3.15


Condition
Explanation

IfPS2CN
This IE is only present if the message is directed to the PS domain.

IfDL
This IE is always used in downlink direction.

IfUL
 This IE is always used in the uplink direction.

9.2.3.15
Integrity Status
This information element indicates the result of the RNC’s integrity check.
IE/Group Name
Presence
Range
IE type and reference
Semantics description

Integrity Status
M

INTEGER (0..2)


0
no integrity check performed

1
integrity check performed and was successful
2
integrity check performed and was unsuccessful

4 Proposal

It is proposed that the additions outlined in Chapter 3 are included into the TS 25.413.
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6 Annex A

6.4.6 Signalling procedures in the case of an unsuccessful integrity check

The following procedure is used by the RNC to request the CN to perform an authentication and to provide a new CK and IK in case of unsuccessful integrity check. This can happen on the RNC side or in the UE side. In the latter case the UE sends a SECURITY CONTROL REJECT message to the RNC. 
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Figure 1: Procedures at unsuccessful integrity check

RNC detects that new security parameters are needed. This may be triggered by (repeated) failure of integrity checks (e.g. COUNT-I went out of synchronisation), or at handover the new RNC does not support an algorithm selected by the old RNC, etc.

1. RNC sends a security check request message to CN (indicating cause of the request). 

2. The CN performs the authentication and key agreement procedure. 

3. If the authentication is successful, the CN sends a Security mode command to RNC. This will restart the ciphering and integrity check with new parameters. If the authentication is not successful, the CN sends a Security check response (Cause) to RNC.

4. If the failure situation persists, the connection should be dropped.
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