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1 Introduction

This paper proposes to include an additional Class II RANAP message, related to the SECURITY MODE COMMAND procedure in Release ‘99.

[TSG SA3] TS 33.102 Section 6.4.5, contains a procedure ‘Signalling procedures in the case of an unsuccessful integrity check’ whereby the RNC requests the CN to perform an authentication, and to provide a new CK & IK in case of unsuccessful integrity check.  

This could be achieved by prompting the SECURITY MODE COMMAND procedure using a new Class II message sent from the RNC to the appropriate CN node.

2 Discussion

TS 33.102 Section 6.4.6 (see Annex), states that the RNC has been specified such that in the case of an unsuccessful integrity check (either on the RNC side or the UE side) - new security parameters will be needed. The CN must be alerted to the fact that a choice of security parameters must again be presented to the UTRAN. 

In addition to an unsuccessful integrity check on either the UE or RNC (which can occur at any time), it can be useful to refresh these security parameters anyway e.g. for a long PS session.

As there exists already the SECURITY MODE CONTROL procedure, no substantial amendments should be made to this procedure, but any new message should act only as a ‘flag’ to prompt this procedure into action, thereby presenting a selection of security parameters to the UTRAN – from which new Ciphering and Integrity keys are chosen.

As this message is Connection Orientated, the CN Domain Indicator does not need to be included as one of the included Information Elements.

3 Additions to RANAP 

The following paragraphs are proposed to be inserted after the SECURITY MODE CONTROL procedure.

8.19

Security Mode Control Request

8.19.1 
General

The purpose of the Security Mode Control Request procedure is to allow the RNC to prompt the CN into repeating the Security Mode Control Procedure. 

The procedure uses connection oriented signalling.

8.19.2 Successful Operation
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Figure 1: Security Mode Command Request procedure.

The RNC shall initiate the procedure by generating a SECURITY MODE COMMAND REQUEST message. 

On receipt of this message the CN will begin the SECURITY MODE COMMAND procedure. 

When the UTRAN sends this message to the CN the cause values will include whether it was the UE that requested the security change or whether it was initiated by the RNC. Typical cause values are: “RNC Initiated” or “UE Requested”

8.19.3

Abnormal Conditions

----

9.1.27

SECURITY MODE COMMAND REQUEST

This message is sent by the RNC to prompt the CN into repeating the Security Mode Control Procedure. 

Direction: RNC ( CN 

Signalling bearer mode: Connection Orientated.

IE/Group Name
Presence
Range
IE type and reference
Semantics description

Message Type
M

9.2.1.1


Cause
M

9.2.1.4


4 Proposal

It is proposed that the additions and modifications outlined in chapter 3 are included into the TS 25.413.
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6 Annex 

6.4.6 Signalling procedures in the case of an unsuccessful integrity check

The following procedure is used by the RNC to request the CN to perform an authentication and to provide a new CK and IK in case of unsuccessful integrity check. This can happen on the RNC side or in the UE side. In the latter case the UE sends a SECURITY CONTROL REJECT message to the RNC. 
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Figure 2: Procedures at unsuccessful integrity check

RNC detects that new security parameters are needed. This may be triggered by (repeated) failure of integrity checks (e.g. COUNT-I went out of synchronisation), or at handover the new RNC does not support an algorithm selected by the old RNC, etc.

1. RNC sends a security check request message to CN (indicating cause of the request). 

2. The CN performs the authentication and key agreement procedure. 

3. If the authentication is successful, the CN sends a Security mode command to RNC. This will restart the ciphering and integrity check with new parameters. If the authentication is not successful, the CN sends a Security check response (Cause) to RNC.

4. If the failure situation persists, the connection should be dropped.
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