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1.
Introduction

The Encryption Information IE and the Integrity Protection Information IE in the SECURITY MODE COMMAND message in ref. 1 are used by CN to inform UTRAN about which encryption and integrity protection algorithms that are allowed to use. The coding of these IEs is based on information in ref. 2, but this shall according to S3 information only be seen as examples. Because of this, but also because of the following, a new coding of these IEs is proposed in this contribution:

· “No Encryption” is not included as an alternative for ciphering

· The priority of the different allowed algorithms can not be indicated

· Only one encryption algorithm will be available for Release –99

· Only one integrity protection algorithm will be available for Release –99

2. Permitted Encryption Algorithms

The proposed change is described compared to the ASN.1 coding from the ASN.1 AdHoc meeting













PermittedEncryptionAlgorithms ::= SEQUENCE (SIZE(0..15)) OF EncryptionAlgorithm

--The algorithms shall be presented in priority order

EncryptionAlgorithm ::= INTEGER [


no-encryption(0),


standard-UMTS-encryption-algorithm-UEA1(1)} (0..15)
3. Permitted Integrity Protection Algorithms

The proposed change is described using the ASN.1 coding from the ASN.1 AdHoc meeting














PermittedIntegrityProtectionAlgorithms ::= SEQUENCE (SIZE(0..15)) OF
IntegrityProtectionAlgorithm

--The algorithms shall be presented in priority order

IntegrityProtectionAlgorithm ::= INTEGER {


standard-UMTS-integrity-algorithm-UIA1(0)} (0..15)

4. Proposal

It is proposed that the ASN.1 coding for the Permitted Encryption Algorithms IE is changed according to section 2 above, and that the ASN.1 coding for the Permitted Integrity Protection Algorithms IE is changed according to section 3 above, and that the corresponding change is done for the tabular format when this is adapted to the ASN.1 coding.
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