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1.
Introduction

At relocation, security information, like used ciphering and integrity protection algorithms, need to be transferred from source RNC to target RNC. This contribution deals with how this transfer shall be performed.

2. Description

The following security related information stored in source RNC and visible on RANAP level, needs to be made available to target RNC:

· Allowed ciphering algorithms (UEA). This information has been received from the CNs.

· Allowed integrity protection algorithms (UIA). This information has been received from CNs.

· Cipher Keys (CK), i.e. one for CS and one for PS. This information has been received from the CNs.

·  Integrity Key (IK). This information has been received from one of the CNs.

· Used ciphering algorithms, i.e. one for CS and one for PS. These have been derived in UTRAN, taking allowed ciphering algorithms and UE capabilities for security into account.

· Used integrity protection algorithm. This has been derived in UTRAN, taking allowed integrity protection algorithms and UE capabilities for security into account.

All the information above needs to be sent to target RNC in the RELOCATION REQUEST message. Since the information in the first four bullets is information that originates from the CN, it is suggested that the CN provides this information for the RELOCATION REQUEST. In connection with handover from GSM to UMTS, it must be handled in this way, since the GSM BSS system can not provide security information to be used by the UMTS system. This must be provided by the UMTS CN.

The information in the last two bullets has been derived in UTRAN and it is thus proposed that this is included in the RANAP visible part of the source to target RNC transparent container. In case of handover from GSM to UMTS, new algorithms must, however, be derived from the information provided by the CNs.

Other security related information available in the source RNC (or the source BSC in connection with inter-system handover) is proposed to be included in the RRC container part of the source to target RNC transparent container, e.g. UE capabilities for security

3. RELOCATION REQUEST

This message is sent by the CN to request the target RNC to allocate necessary resources for a relocation.

Direction: CN ( RNC

Signalling bearer mode: Connection oriented.

IE/Group Name
Presence
Range
IE type and reference
Semantics description

Message Type
M

9.2.1.1


Relocation Type
M

9.2.1.24


Cause
M

9.2.1.4


Source RNC to target RNC transparent container
M

9.2.1.27


RABs to be setup

1 to <maxnoofRABs>



   RAB ID
M

9.2.1.2


   RAB parameters
M

9.2.1.3


      Traffic Class
M




      Maximum Bit Rate
M




      Guaranteed Bit Rate
M


Set to lowest rate controllable RAB Sub Flow Combination rate given by the Subflow SDU size, when present

      Delivery Order
M




      Maximum SDU size
M


Set to the largest Subflow SDU size when present

      Transfer Delay
M




      Traffic Handling Priority
M


Set to N/A for all traffic classes except “Interactive”

      Allocation/Retention Priority
M




         Priority level
M




         Pre-emption Capability
M




         Pre-emption Vulnerability
M




         Queuing allowed
M




      Source Statistics Descriptor
M




      Header Compression   (FFS)
M




      Time Alignment (FFS)
M




      SDU Parameters x m RAB SubFlows
M




         SDU Error Ratio
M


Set to N/A when the Delivery of Erroneous SDU is set to “-“

         Residual Bit Error Rate
M




         Delivery Of Erroneous SDU
M




         Subflow SDU size Parameters x p
         RAB SubFlows Combinations
M




            Rate Control Allowed
M




            Subflow SDU size
O




   User Plane mode
M

9.2.1.21


   Transport Address
M

9.2.2.1


   Iu Transport Association
M

9.2.2.2


Integrity Protection Information
M

9.2.1.12
Integrity Protection Information includes key and permitted algorithms.

Encryption Information
O

9.2.1.13
Encryption Information includes key and permitted algorithms.

   RAB linking
O

9.2.1.5


Range bound
Explanation

maxnoofRABs
Maximum no. of RABs for one UE.

4. Source RNC to Target RNC Transparent Container

Source RNC to Target RNC Transparent Container IE is an information element that is produced by Source RNC and is transmitted to target RNC. In inter system relocation the IE is transmitted either from external relocation source to target RNC or from source RNC to the external relocation target. 

This IE is transparent to CN.

IE/Group Name
Presence
Range
IE type and reference
Semantics description

RRC Container
M

Bit string
Contents defined in  TS 25.331

Number of Iu instances
M

Integer (1...2)


Chosen Integrity Protection Algorithm
C – ifIntraUMTS

9.2.1.15
Indicates which integrity protection algorithm that has been used by the source RNC.

Integrity Protection Key
C – ifIntraUMTS

Bit String (128)
Indicates which integrity protection key that has been used by the source RNC.

Chosen Encryption Algorithm for signalling
C - ifIntraUMTSandCiph

9.2.1.16
Indicates which algorithm that has been used by the source RNC for ciphering of signalling data.

Ciphering Key
C - ifIntraUMTSandCiph

Bit String (128)
Indicates which ciphering key that has been used by the source RNC for ciphering of signalling data.

Chosen Encryption Algorithm for CS
C - ifIntraUMTSandCiph

9.2.1.16
Indicates which algorithm that has been used by the source RNC for ciphering of CS user data.

Chosen Encryption Algorithm for PS
C - ifIntraUMTSandCiph

9.2.1.16
Indicates which algorithm that has been used by the source RNC for ciphering of PS user data.

d-RNTI
O

Bit string (20)


Condition
Explanation

 ifIntraUMTS
Must be present for intra UMTS Handovers

ifIntraUMTSandCiph
Must be present for intra UMTS Handovers if ciphering is active

5.
RELOCATION REQUEST ACKNOWLEDGE

This message is sent by the target RNC to inform the CN about the result of the resource allocation for the requested relocation.

Direction: RNC ( CN

Signalling bearer mode: Connection oriented.

IE/Group Name
Presence
Range
IE type and reference
Semantics description

Message Type
M

9.2.1.1


RRC container
C - IfApplNotOtherCN

9.2.1.28


RABs setup
C - ifPS
0 to <maxnoofRABs



   RAB ID
M

9.2.1.2


   Transport Address
M

9.2.2.1


   Iu Transport Association
M

9.2.2.2


RABs failed to setup
C - ifNoOtherGroup
0 to <maxnoofRABs

Note. WA for partial relocation.

   RAB ID
M

9.2.1.2


   Cause
M

9.2.1.4


Chosen Integrity Protection Algorithm
M

9.2.1.15
Indicates which algorithm that will be used by the target RNC.

Chosen Encryption Algorithm
O

9.2.1.16
Indicates which algorithm that will be used by the target RNC.

Protocol Error Indication x n
O




   Cause Value
M

9.2.1.34


Condition
Explanation

 IfPS
This Group is only present for RABs towards the PS domain.

IfNoOtherGroup
This group must be present at least when no other group is present, i.e. at least one group must be present.

IfApplNotOtherCN
Must be included if applicable and if not sent via the other CN.

Range bound
Explanation

maxnoofRABs
Maximum no. of RABs for one UE.

6.
Proposal

It is proposed that security information is included in the RELOCATION REQUEST message in ref. 1 as described in section 3 above and in RELOCATION REQUEST ACKNOWLEDGE as described in section 5 above. It is also suggested that security information is included in the Source RNC to Target RNC Transparent Container IE as described in section 4 above. 
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