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LS on Security Algorithm Information in UE Capability

N1 would like to thank R3 for the clarification of security issues of UTRAN aspectsprovided in R3-99D49.
The current N1 working assumption, UE supporting encryption algorithm list and integrity algorithm list are regarded as radio related information, hence it is excluded from MS Classmark for UMTS CN. 

N1 believes that this understanding is in line with 25.413 (RANAP specification), and 25.331 (RRC specification).

In N1’s understanding, encryption algorithm and integrity algorithm are radio specific so that they should be defined for each radio system. N1 is reluctant to define them in the CN related classmark IE, since the IEs might have to include „allowed encryption algorithm list“ for several radio access systems. This is against the UMTS fundamental principle already agreed in N1 that UMTS core network to be radio independent.

The necessity to have such information in MS classmark for CN is still unclear from the N1 viewpoint. There might be cases where an operator wants to restrict the encryption and integrity algorithms for a certain reason. If the RNC has the restriction information, then the CN nodes do not have to indicate it each time when the security procedure runs. Even in the case that the information should be sent from the CN, it can be done without knowing the UE’s capability.

Inclusion of radio specific information in MS Classmark for CN causes dependency between the CN and several RANs. The MS Classmark for CN might need to include the same kind of security information for other future 3G RANs (e.g. USRAN, BRAN, MMAC etc.).

Unless sufficient reasons are provided to accept the exceptional case, N1 would not share the assumption provided by R3 and would like to ask R3 to rethink their proposal and agree on N1 working assumption S3 are also invited to give their opinion on this issue.
N1 would be grateful if R3 would take the comment into account, and keep the correspondence to solve security issues. 
Adding to the above point, N1 would also like to know the background information and detail reasons behind the introduction of new feature checking the integrity of the MS Classmark for CN (i.e., MS Classmark 2) by the UE. In GSM, Location Updating Request message does not contain MS Classmark 2, however if we introduce the feature, we have to include the IE. According to the liaison statement from R3, N1 took a working assumption to include the MS Classmark 2 in Location Updating Request message, however N1 still wants more clear reasons behind it.
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