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Introduction
Similar to LTE DC and EN-DC, NE-DC will require a separate key for the SN. This contribution discusses how to configure the UE and the procedures required to derive the KSN
[bookmark: _Ref178064866]Discussion
In LTE, when a new S-KeNB is derived, the MeNB computes it based on the current KeNB and SCG-Counter. The MeNB then sends the SCG Counter to the UE in order for the UE to also derive the S-KeNB. The MeNB also sends the derived S-KeNB to the SeNB in order for the SeNB to derive its RRC and UP keys. For EN-DC, the same procedure applies, only that the counter is carried in the sk-counter, which is included in the RRCConnectionReconfiguration message.
RRCConnectionReconfiguration-v1510-IEs ::= SEQUENCE {
	nr-Config-r15					CHOICE {
		release							NULL,
		setup							SEQUENCE {
			endc-ReleaseAndAdd-r15	BOOLEAN,
			nr-SecondaryCellGroupConfig-r15	OCTET STRING				OPTIONAL,	-- Need ON
			p-MaxEUTRA-r15					P-Max						OPTIONAL	-- Need ON
		}
	}																	OPTIONAL,	-- Need ON
	sk-Counter-r15					INTEGER (0.. 65535)					OPTIONAL,	-- Need ON
	nr-RadioBearerConfig1-r15		OCTET STRING						OPTIONAL,	-- Need ON
	nr-RadioBearerConfig2-r15		OCTET STRING						OPTIONAL,	-- Need ON
	tdm-PatternConfig-r15			CHOICE {
		release							NULL,
		setup							SEQUENCE {
			subframeAssignment-r15			SubframeAssignment-r15,
			harq-Offset-r15					INTEGER (0.. 9)
		}
	}																	OPTIONAL,	-- Need ON
	nonCriticalExtension			SEQUENCE {}							OPTIONAL
}

[bookmark: _Toc517210048][bookmark: _Toc517210056][bookmark: _Toc517210131][bookmark: _Toc517210132][bookmark: _Toc517210133][bookmark: _Toc517210157][bookmark: _Toc517210245][bookmark: _Toc517215606][bookmark: _Toc517295262][bookmark: _Toc517337566][bookmark: _Toc517355021]In LTE and EN-DC, the key for the SeNB and SgNB is derived by the MN based on the current KeNB and a SCG Counter or SK Counter
For NR, it has been agreed that the security parameters will be included inside the SecurityConfig IE in the RadioBearerConfig. However, there has yet to be included any parameters for a secondary node, for NE-DC. SA3 have decided that the key derivation for the SN in MR-DC will be based on the same procedures as for LTE DC, i.e. derived from the KgNB and an SN Counter. Since all other NR security parameters are included in the SecurityConfig IE, the SN Counter should also be included there.
[bookmark: _Toc517210153][bookmark: _Toc517210241][bookmark: _Toc517215292][bookmark: _Toc517215602][bookmark: _Toc517295264][bookmark: _Toc517337562][bookmark: _Toc517355017]For NE-DC, the SN Counter should be included in the SecurityConfig IE
For NGEN-DC, as discussed in [1], the SN Counter parameter from EN-DC can be re-used, which is carried in the LTE RRCConnectionReconfiguration message in the sk-counter parameter. To align the procedures for all MR-DC cases, the parameter for the SN Counter in NE-DC, should be called the same as for NGEN-DC and EN-DC, i.e. sk-Counter

Since the specifications have been frozen, the sk-counter will have to be included as an extension.

SecurityConfig ::=						SEQUENCE {	
	securityAlgorithmConfig					SecurityAlgorithmConfig									OPTIONAL,	-- Cond RBTermChange
	keyToUse								ENUMERATED {master, secondary}							OPTIONAL,	-- Cond RBTermChange
	...,
	[[
	keyRefresh								KeyRefresh												OPTIONAL	-- Need M
	]],
	[[
	sk-Counter 								INTEGER (0.. 65535)									OPTIONAL,	-- Need N
	]]
}

KeyRefresh ::=					SEQUENCE {
	keySetChangeIndicator			BOOLEAN														OPTIONAL,	
	nextHopChainingCount			NextHopChainingCount										OPTIONAL,	
	nas-SecurityParamToNGRAN		OCTET STRING (SIZE(ffsValue))									OPTIONAL	-- Cond InterSystemHO
}


In LTE and EN-DC, the SCG/SK- counter is only used to derive the S-KeNB/S-KgNB as soon as the UE receives the counter, after which it is deleted. The same behaviour should apply for NE-DC so that the UE doesn’t need to maintain the value of the SN Counter and whenever the KgNB is updated, the KSN will have to be refreshed.
[bookmark: _Toc517210154][bookmark: _Toc517210242][bookmark: _Toc517215293][bookmark: _Toc517215603][bookmark: _Toc517295265][bookmark: _Toc517337563][bookmark: _Toc517355018]The SN Counter is not maintained by the UE as it receives a new value every time it needs to derive a new KSN
Since the KSN is derived from the current KgNB (in case of NE-DC), the SN cannot update the KSN by itself. Whenever the SN wants to refresh its security keys, it needs to request a new KSN from the MN. from the MN. The MN would then compute a new SN Counter and derive a new KSN which it forwards to the SN. The MN also provides the SN Counter to the UE so that it can also derive the new KSN. 
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A text proposal is provided in section 4.
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Conclusion
In section 2 we made the following observations:
Observation 1	In LTE and EN-DC, the key for the SeNB and SgNB is derived by the MN based on the current KeNB and a SCG Counter or SK Counter

Based on the discussion in section 2 we propose the following:
Proposal 1	For NE-DC, the SN Counter should be included in the SecurityConfig IE
Proposal 2	The SN Counter is not maintained by the UE as it receives a new value every time it needs to derive a new KSN
Proposal 3	The SN Counter is maintained by the MN and can only be provided to the UE by the MN
Proposal 4	Adopt the text proposal to TS 38.331
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Text proposal
[bookmark: _Toc510018495]5.3.5.7	Security key update 
The UE shall:
1>	if the UE is operating in EN-DC:
2> upon reception of sk-Counter as specified in TS 36.331 [10]:
3>	update the S-KgNB key based on the KeNB key and using the received sk-Counter value, as specified in TS 33.501 [11];
3>	derive KRRCenc and KUPenc key as specified in TS 33.501 [11];
3>	derive the KRRCint and KUPint key as specified in TS 33.501 [11].
1>	else:
2 > if the keySetChangeIndicator is included in the received keyRefresh:
3>	if the keySetChangeIndicator is set to TRUE:
4>	derive or update the KgNB key based on the KAMF key taken into use with the latest successful NAS SMC procedure, as specified in TS 33.501 [11];
3>	else:
4>	derive or update the KgNB key based on the current KgNB or the NH, using the nextHopChainingCount value indicated in the received keyRefresh, as specified in TS 33.501 [11];
3>	store the nextHopChainingCount value;
2> derive the keys associated with KgNB as follows:
3>	derive KRRCenc and KUPenc key associated with the cipheringAlgorithm associated with the master key as specified in TS 33.501 [11];
3>	derive the KRRCint and KUPint key associated with the integrityProtAlgorithm associated with the master key as specified in TS 33.501 [11];
2>	if the nas-SecurityParamToNGRAN is included in the received keyRefresh:
3>	forward the nas-SecurityParamToNGRAN to the upper layers;
3>	derive the KgNB key as specified in TS 33.501 [11];
3> derive the keys associated with KgNB as follows:
4>	derive KRRCenc and KUPenc key associated with the cipheringAlgorithm associated with the master key as specified in TS 33.501 [11];
4>	derive the KRRCint and KUPint key associated with the integrityProtAlgorithm associated with the master key as specified in TS 33.501 [11];
2>	if the sk-Counter is included in the received SecurityConfig:
3>	derive or update the KSN key based on the KgNB key and using the received sk-Counter value, as specified in TS 33.501 [11];
3> derive the keys associated with KSN as follows:
3>	derive KRRCenc and KUPenc key associated with the cipheringAlgorithm associated with the secondary key as specified in TS 33.501 [11];
3>	derive the KRRCint and KUPint key associated with the integrityProtAlgorithm associated with the secondary key as specified in TS 33.501 [11].
2>	configure lower layers to apply the indicated integrity protection algorithm, the KRRCint key and the KUPint key immediately, i.e. the indicated integrity protection configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;
2>	configure lower layers to apply the indicated ciphering algorithm, the KRRCenc key and the KUPenc key immediately, i.e. the indicated ciphering configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;
NOTE:	Ciphering and integrity protection are optional to configure for the DRBs.
[bookmark: _Toc510018577]6.3.2	Radio resource control information elements
–	RadioBearerConfig
RadioBearerConfig information element
>>>>>>>>> Omitted unchanged parts <<<<<<<<<<<

SecurityConfig ::=						SEQUENCE {	
	securityAlgorithmConfig					SecurityAlgorithmConfig									OPTIONAL,	-- Cond RBTermChange
	keyToUse								ENUMERATED{master, secondary}							OPTIONAL,	-- Cond RBTermChange
	... ,
	[[
	keyRefresh							KeyRefresh													OPTIONAL		-- Need M
	]],
	[[
	sk-Counter 								INTEGER (0.. 65535)									OPTIONAL,	-- Need N
	]]
}

KeyRefresh ::=					SEQUENCE {
	keySetChangeIndicator			BOOLEAN														OPTIONAL,	
	nextHopChainingCount			NextHopChainingCount										OPTIONAL,	
	nas-SecurityParamToNGRAN		OCTET STRING (SIZE(ffsValue))									OPTIONAL	-- Cond InterSystemHO
}


-- TAG-RADIO-BEARER-CONFIG-STOP
-- ASN1STOP

	SecurityConfig field descriptions

	keySetChangeIndicator
True is used only in an intra-cell handover when a KgNB key is derived from a KAMF key taken into use through the latest successful NAS SMC procedure, as described in TS 33.501 [11] for KgNB re-keying. False is used in an intra-5GC handover when the new KgNB key is obtained from the current KgNB key or from the NH as described in TS 33.501 [11].

	keyToUse
Indicates if the bearers configured with the list in this radioBearerConfig is using the master key or the secondary key for deriving ciphering and/or integrity protection keys. For EN-DC, network should not configure SRB1 and SRB2 with secondary key and SRB3 with the master key. When the field is not included,  the UE shall continue to use the currently configured keyToUse for the radio bearers reconfigured with the lists in this radioBearerConfig.

	nas-securityParamToNGRAN
This field is used to transfer UE specific NAS layer information between the network and the UE. The RRC layer is transparent for this field, although it affects activation of AS- security after inter-system handover to NG-RAN. The content is defined in TS 24.501.

	nextHopChainingCount
Parameter NCC: See TS 33.501 [11]

	securityAlgorithmConfig
Indicates the security algorithm for the signalling and data radio bearers configured with the list in this radioBearerConfig. When the field is not included, the UE shall continue to use the currently configured security algorithm for the radio bearers reconfigured with the lists in this radioBearerConfig.

	sk-Counter
A one-shot counter used upon initial configuration of security for SN as well as upon refresh of KSN. MN provides this field upon establishment of first SN-terminated bearer using KSN.
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