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Introduction
During RAN2#101it was agreed that UP integrity protection will not be supported for EN-DC or for E-UTRA connected to 5GC:
Agreements
3	Data integrity protection will not be supported for E-UTRA connected to 5GC in rel-15.  

Agreements for EN-DC
1:	Integrity protection of DRB is not supported for EN-DC. 

Whereas for NR it was agreed:
Agreements
1	If integrity protected applies to a PDU session then it is applied to all DRBs of the PDU session.
2	If ciphering applies to a PDU session then it is applied to all DRBs of the PDU session.
Note: Signalling may still be per DRB and the above constraints ensured by network configuration. To be concluded in final ASN.1 design.

During RAN2#101bis, it was further agreed that UP IP will be configurable per DRB:
Agreements
1:	In RRC signalling the encryption [On Off] should be added in the PDCP-config (i.e. per RB) (as for DRB IP)
2	The DRBs associated to a PDU session should be configured with encryption in a consistent way. SRBs should be configured with encryption in a consistent way.
3	The SRB security configuration (encryption) and DRB security configuration (IP and encryption) does not change in the lifetime of the RB (if there is a change needed then release and add of DRB is available)
The agreements were made considering NR SA but did not exclude MR-DC. 
This paper discusses the implication of supporting this configurability for NGEN-DC.
[bookmark: _Ref178064866]Discussion
In the ‘Introduction of SA CR’ to TS 38.331 [1], it has been introduced a parameter to disable DRB ciphering along with the existing parameter to configure integrity protection inside the PDCP-Config IE.

PDCP-Config ::=			SEQUENCE {
	drb						SEQUENCE {

	********** Omitted parts**********

		integrityProtection		ENUMERATED { enabled }			OPTIONAL,	-- Cond ConnectedTo5GC
	}														OPTIONAL,	-- Cond DRB


	********** Omitted parts **********

	...,
	[[ 
		cipheringDisabled		ENUMERATED {true} 				OPTIONAL 	-- Need S
	]]

}

	PDCP-Config field descriptions

	cipheringDisabled
If included, it indicates that cipherng is disabled for the DRB. The network does not configure this field for EN-DC.

	integrityProtection
Indicates whether or not integrity protection is configured for this radio bearer.  The value of integrityProtection for a DRB can only be changed using reconfiguration with sync.
FFS: text to indicate where to find the key.



	Conditional presence
	Explanation

	DRB
	This field is mandatory present when the corresponding DRB is being set up, not present for SRBs.  Otherwise this field is optionally present, need M.

	ConnectedTo5GC
	The field is optionally present, need R, if EN-DC is not configured, and absent if EN-DC is configured.



Since the condition for inclusion of the integrity protection only requires a DRB connected to 5GC, this will include NR SA, NE-DC, NN-DC as well as NGEN-DC. However, as it has been agreed that E-UTRA connected to 5GC will not support DRB integrity protection this will have implications for NGEN-DC.
[bookmark: _Toc516867988][bookmark: _Toc517178772]E-UTRA connected to 5GC does not support DRB integrity protection
Since the requirement from SA2 is that the integrity protection configurations shall be configured per PDU session, if IP should be configured for DRBs in NGEN-DC, all bearers of a PDU session with integrity protection enabled must terminate in the SN.
[bookmark: _GoBack]However, since the MN doesn’t support DRB IP, if a UE is configured with a DRB, terminating in the SN with IP enabled, and SN has to be released (e.g. due to mobility), the PDU-session would have to be released as the DRB cannot be reconfigured to the MN with maintained IP configuration.
[bookmark: _Toc516152470][bookmark: _Toc516867989][bookmark: _Toc517178773]A UE in NGEN-DC with a SN terminated DRB with integrity protection configured would have to release the entire PDU-session if the SN is released.
In addition, since the ng-eNB wouldn’t support DRB IP, the S-gNB would need to handle the IP check failures without any coordination form the MN. Since there are very few benefits, but significant drawbacks of supporting DRB IP for only the SN, DRB IP should not be supported for NGEN-DC.
[bookmark: _Toc516152472][bookmark: _Toc516152481][bookmark: _Toc516867990][bookmark: _Toc517178774]DRB IP is not supported for NGEN-DC.
Conclusion
In section 2 we made the following observations:
Observation 1	E-UTRA connected to 5GC does not support DRB integrity protection
Observation 2	A UE in NGEN-DC with a SN terminated DRB with integrity protection configured would have to release the entire PDU-session if the SN is released.

Based on the discussion in section 2 we propose the following:
Proposal 1	DRB IP is not supported for NGEN-DC.
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