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Introduction
This contribution is a revision of R2-1713301.
At the previous meetings, there was some progress on the RRC state modelling and state transitions for NR. This contribution provides an overview on the UE RRC state machine, RRC states transitions and diagram flows as result of the current agreements.
The purpose of this contribution is to identify open issues and aspects still to be agreed.
[bookmark: _Ref478111243]Discussion
RRC UE State Machine
The following has been agreed on state transitions:
RAN2-AH1 – Jan 2017
· NR RRC state machine has a direct transition between RRC_IDLE and RRC_CONNECTED states.
· NR RRC state machine has a direction transition between RRC_INACTIVE and RRC_CONNECTED states.
· RRC state transition from IDLE to CONNECTED follows the three-step handshake procedure (e.g. request, setup, complete).
· The RRC state transition from CONNECTED to IDLE uses (at least) a release procedure.
· RRC state transition from CONNECTED to INACTIVE uses (at least) an 'inactivation' procedure.
· The RRC state transition from INACTIVE to CONNECTED using an RRC procedure 
· The RRC state transition from INACTIVE to IDLE is supported 

Other agreements on the procedures and messages used for state transitions have been taken during subsequent meetings and are listed in the next sections.
Based on such agreements, Figure 1 shows the RRC UE state machine, including the messages triggering the state transitions in the UE (in most of the cases, MSG4 from the NW) and the SRB used to carry the messages.
The RRC messages are still not fully agreed and for this reason they are called “kind of” messages in the figure.


[image: ]
Figure 1: UE state machine and state transitions in NR
In the figure above an UE in RRC_INACTIVE or in RRC_IDLE can attempt to transit to RRC_CONNECTED state, by sending:
· RRCConnectionResumeRequest kind of message from RRC_INACTIVE
· RRCConnectionRequest kind of message from RRC_IDLE
The answer from the NW (MSG4) triggers the RRC state transition in the UE.

[bookmark: _Toc503478936][bookmark: _Hlk497129227]The NR RRC state machine is in principle agreed, the remaining issue is the final naming of the RRC messages. 


Transition from RRC_CONNECTED to RRC_IDLE
The network may need to move a UE in RRC_CONNECTED to RRC_IDLE. In that case, the UE AS Context is deleted in the UE and the RAN.
RAN2-98 – May 2017
· The RRC state transition from CONNECTED to IDLE follows one step procedure (e.g. release).

RAN2-99 – Aug 2017
· For CONNECTED to IDLE RRC transition, the RRC Connection Release kind of message is used and is sent over SRB1
· RRC Connection Release kind of message can include release cause information, redirect carrier frequency and idle mode mobility control information.


The corresponding diagram flow is the following:
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Figure 2: Transitions from RRC_CONNECTED to RRC_IDLE

The NW decides to release the UE. The AS Context is deleted in NW and an RRCConnectionRelease kind of message is sent to the UE. The message is sent over SRB1 and it is integrity protected and encrypted. At the reception of the message, the UE deletes the AS Context and transits to RRC_IDLE.

[bookmark: _Toc485029629][bookmark: _Toc485313442][bookmark: _Toc503478937]It is an open issue whether the same message (e.g. RRCConnectionRelease) is used for the transitions from RRC_CONNECTED to RRC_IDLE and from RRC_CONNECTED to RRC_INACTIVE. 


Transition from RRC_CONNECTED to RRC_INACTIVE
It has been agreed that UEs in RRC_CONNECTED shall be able to perform a state transition to RRC_INACTIVE where the UE AS Context is stored in the UE and the RAN, in order to quickly resume the connection.
RAN2-98 – May 2017
· The RRC state transition from CONNECTED to INACTIVE follows one step procedure 

RAN2-99 – Aug 2017
· For CONNECTED to INACTIVE RRC transition, a RRC Connection Release kind of message is used and is sent over SRB1.
· For CONNECTED to INACTIVE RRC transition, the RRC Connection Release kind of message includes (a) i.e. cause information, redirect carrier frequency and mobility control information, and can include (b) UE identity (or UE context identity), and optionally (c) suspension/inactivation indication (FFS if implicitly or explicitly), (d) RAN configured DRX cycle, (e) RAN periodic notification timer, and (f) RAN notification area.


The corresponding diagram flow is the following:
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Figure 3: Transitions from RRC_CONNECTED to RRC_INACTIVE

The NW decides to suspend the UE. The AS Context is stored and an RRCConnectionRelease kind of message is sent to the UE. The message is sent over SRB1 and it is integrity protected and encrypted. At the reception of the message, the UE stores the AS Context and transits to RRC_INACTIVE.

[bookmark: _Ref496533270]Transition from RRC_INACTIVE to RRC_CONNECTED
It has been agreed that UEs in RRC_INACTIVE shall be able to perform a state transition to RRC_CONNECTED, in order to quickly resume the connection.
Two scenarios are possible:
· UE Context successfully retrieved by NR gNB
· UE Context cannot be retrieved by NR gNB

UE Context successfully retrieved by NR gNB
RAN2-98 – May 2017
· As a baseline, RRC state transition from INACTIVE to CONNECTED follows three-step procedure (e.g. request, response, complete). (3 steps from the Request message, i.e. not including any paging). Continue to discuss a 2 step procedure for the state transition if it can be used for all cases

RAN2-99 – Aug 2017
· For INACTIVE to CONNECTED RRC transition, RRC Connection Resume Request kind of message is sent over SRB0 carried by RACH MSG3.
· For INACTIVE to CONNECTED RRC transition, when RAN successfully retrieves and verifies the UE context, RRC Connection Resume kind of message is sent over SRB1 carried by RACH MSG4 with at least integrity protection to resume the RRC connection and, if required, dedicated radio resource configuration.
· For INACTIVE to CONNECTED RRC transition, when RAN successfully retrieves and verifies the UE context, MSG5 is RRC Connection Resume Complete kind of message over SRB1.
· RRC Connection Resume Request kind of message includes UE identity (or UE context identity), establishment (or resume) cause information and UE's security information (e.g. authentication token).
· RRC Connection Resume kind of message can optionally include the dedicated radio resource configuration 

The corresponding diagram flow is the following:
[image: ]

Figure 4: Transitions from RRC_INACTIVE to RRC_CONNECTED (UE Context successfully retrieved)

[bookmark: _Hlk496774278]An UE in RRC_INACTIVE performs the Random Access to get the grant to transmit the RRCConnectionResumeRequest kind of message. MSG4 is sent on SRB1 integrity protected and possibly encrypted, if the new KgNB is derived in advance by the UE. The UE transits into RRC_CONNECTED state and sends the RRCConnectionResumeComplete kind of message, integrity protected and encrypted. Some remaining open issues have been identified mainly related to security.

[bookmark: _Toc503478938][bookmark: _Hlk497128492]It is an open issue whether the UE in RRC_INACTIVE can derive, before MSG3, the new KgNB from either old KgNB or NH, depending on value of NCC received in an earlier message.
[bookmark: _Toc503478939][bookmark: _Hlk497722395]It is an open issue whether RRC_INACTIVE to RRC_CONNECTED transition, RAN location area update (RLAU), re-establishment and RRC_IDLE to RRC_CONNECTED transition use a common message/procedure.
[bookmark: _Toc503478940]It is an open issue how to protect MSG3 (RRCConnectionResumeRequest kind of message): by a token similar to Short Resume MAC-I calculated using new (or old) key or if PDCP MAC-I can be used.
[bookmark: _Toc503478941]It is an open issue if MSG4 can be sent encrypted, on SRB1, in all scenarios. 
[bookmark: _Toc503478942]It is an open issue whether MSG5 can be omitted in some scenarios.
[bookmark: _Toc503478943][bookmark: _Hlk496771214]It is FFS whether MSG5 during RRC connection resume includes NAS PDU, 5GCN node selection information (e.g. selected PLMN identity or NSSAI)

UE Context cannot be retrieved by NR gNB
In this scenario, the NR gNB is not able to retrieve the UE Context. Possible causes could include:
· State misalignment between UE and network
· The target node is not able to fetch the RAN context e.g. due to lack of Xn or that CN fetching is not working or takes too long time
· The network has released the RAN context to save resources
The connection cannot be resumed and a new RRC connection has to be setup.
RAN2-99 – Aug 2017
· For INACTIVE to CONNECTED RRC transition, when RAN cannot successfully retrieve and verify the UE context, RRC Connection Setup kind of message is sent over SRB0 (which would enable a fallback to establish a new RRC connection similar to Rel-13 LTE).
· the UE releases the AS security context, as well as, AS context related configurations kept while in INACTIVE.
· the UE AS informs the UE NAS of a fallback to establish a new RRC connection due to a failure while resuming resulting in a NAS Service Request message to establish a new connection.

The corresponding diagram flow is the following:
[image: ]
Figure 5: Transitions from RRC_INACTIVE to RRC_CONNECTED (UE Context not retrieved)

Since NR gNB cannot retrieve the UE Context, a new RRC connection is setup, so the RRCConnectionSetup kind of message is sent as MSG4 (on SRB0, neither integrity protected nor encrypted).
This forces the UE to discard the AS security context and AS configuration. The NAS layer is involved by sending NAS message in MSG5 (e.g. NAS Service Request).
MSG5 includes the 5G-S-TMSI (as in LTE Rel.13 [3]), since it has not been sent earlier.
The procedure continues as RRC connection setup from RRC_IDLE state (section.2.7).

[bookmark: _Toc503478944]It should be confirmed if the UE shall send 5G-S-TMSI in MSG5 RRC connection setup complete as in LTE Rel.13

Transitions from RRC_INACTIVE to RRC_INACTIVE
It has been agreed two scenarios where the UE, trying to resume an RRC connection, can be indicated by the network to be kept in RRC_INACTIVE:
· RAN Notification Area Update;
· Rejection from the NW e.g. in case of congestion.
[bookmark: _Ref496534861]RAN Notification area update scenario
RAN2-99bis – Oct 2017
· A UE in INACTIVE, trying to resume an RRC connection, can receive MSG4 sent over SRB1 with at least integrity protection to move the UE back into INACTIVE (i.e. not rejected). (RNA update use case)
· The MSG4 (i.e. not rejected) can configure at least the same parameters as can be configured by the message that moves the UE to inactive (e.g. I-RNTI, RNA, RAN DRX cycle, periodic RNAU timer, redirect carrier frequency, for inactive mode mobility control information or reselection priority information). (security framework are to be discussed independently)


The corresponding diagram flow is the following:
[image: ]
Figure 6: Transitions from RRC_INACTIVE to RRC_INACTIVE (RAN Notification area update scenario)

UE sends RRCConnectionResumeRequest kind of message to perform the RAN Notification Area Update (due to mobility or periodic update). The usage of this message messages was actually agreed in RAN2#98 but was left open in agreement from RAN2#99.
The NW retrieves the UE Context, updates the RAN Notification Area and sends the RRCConnectionRelease kind of message to keep the UE in RRC_INACTIVE state.
MSG4 is integrity protected, but it might be encrypted if UE can derive the new KgNB security key before sending MSG3.

[bookmark: _Toc503478945]The usage of resume request message for “RRC RNA update request” was left open at RAN2#99 (although agreed at RAN2#98)
 
[bookmark: _Toc503478946]It is an open issue whether the RRC Connection Release kind of message used to respond to the “RRC RNA update request” includes the NCC information. 


Rejection scenario
RAN2-99bis – Oct 2017
· A UE in INACTIVE, trying to resume an RRC connection, can receive MSG4 sent over SRB0 (without Integrity protection) to move the UE back into INACTIVE (i.e. rejected with wait timer).
· INACTIVE related parameters/configuration should not be updated by a MSG4 sent over SRB0 (as it is a non-protected message).


The corresponding diagram flow is the following:

[image: ]
Figure 7: Transitions from RRC_INACTIVE to RRC_INACTIVE (Rejection scenario)

UE sends RRCConnectionResumeRequest kind of message to attempt to transit to RRC_CONNECT state, as described in section 2.4.
In a congested scenario, for example, the NW may reject the request from the UE by sending RRCConnectionReject kind of message including a waiting time.

Transition from RRC_INACTIVE to RRC_IDLE
It has been agreed that under certain situations the NW can move the UE, trying to resume the connection from RRC_INACTIVE state, to RRC_IDLE state.
A scenario is when a RRC_INACTIVE UE is performing a RAN Notification Area Update (section 2.5.1), but the network decides it is no longer needed to have the UE in RRC_INACTIVE. 
RAN2-98 – May 2017
· As a baseline, network initiated RRC state transition from INACTIVE to IDLE follows INACTIVE to CONNECTED and then CONNECTED to IDLE.


RAN2-99bis – Oct 2017
· A UE in INACTIVE, trying to resume the RRC connection, can receive MSG4 sent over SRB1 with at least integrity protection to move the UE into IDLE.
· This MSG4 (i.e. SRB1 release to IDLE) can carry same information as RRC Connection release kind of message (e.g. priority, redirect information, idle mode mobility control information, cause and idle mode re-selection information).
· UE in INACTIVE, trying to resume an RRC connection, cannot receive MSG4 sent over SRB0 (without Integrity protection) to move the UE into IDLE to stay in IDLE (i.e. not precluding use of fallback to RRC Connection Establishment).

[bookmark: _Hlk496611970]The corresponding diagram flow is the following:

[image: ]
Figure 8: Transitions from RRC_INACTIVE to RRC_IDLE

The UE performs a RAN Notification Area Update (as described in section 2.5.1), but the NW decides to move it to RRC_IDLE.
An RRCConnectionRelease kind of message is send integrity protected (and encrypted if UE can derive new KgNB key before MSG3), causing the UE to enter RRC_IDLE.

[bookmark: _Ref496537239][bookmark: _Ref496685368]Transition from RRC_IDLE to RRC_CONNECTED
It has been discussed that the procedure for transition from RRC_IDLE to RRC_CONNECT is based on the establishment of a new RRC connection, similar to Rel.13 LTE [3].
RAN2-99 – Aug 2017
· For IDLE to CONNECTED RRC transition, a 3-step RRC procedure is used.
· For IDLE to CONNECTED RRC transition, RRC Connection Request kind of message is sent over SRB0 carried by RACH MSG3.
· For a successful establishment of an RRC connection during the IDLE to CONNECTED RRC transition, RRC Connection Setup kind of message is sent over SRB0 carried by RACH MSG4.
· For a successful establishment of an RRC connection during the IDLE to CONNECTED RRC transition, RRC Connection Setup Complete kind of message is sent over SRB1 carried by MSG5.
· RRC Connection Request kind of message includes UE identity and establishment cause.
· RRC Connection Setup kind of message includes dedicated radio resource configuration for SRB1

[bookmark: _Toc503478947]It is an open issue if the procedure to transit from RRC_IDLE to RRC_CONNECTED includes the security procedure and the reconfiguration (to establish SRB2 and default DRB) as in Rel.13 LTE.

The corresponding diagram flow is the following:
[image: ]
Figure 9: Transitions from RRC_IDLE to RRC_CONNECTED

The procedure consists of setting up the RRC Connection (SRB0 and SRB1), security procedure to derive new security keys and establishment of SRB2 and default DRBs via reconfiguration. This is based on the Rel.13 LTE setup procedure.
[bookmark: _Toc503478948]It is an open issue whether MSG3 at RRC connection setup could also include other information (e.g. NAS message, 5G CN node selection, UE capability of supporting high frequency, the access category indicating a type of services or other information currently sent over MSG5).
[bookmark: _Toc503478949]It is an open issue regarding the details on the relation between the access categories and establishment causes in MSG3.

Transition from RRC_IDLE to RRC_IDLE
It has been agreed that in case of attempt to establish an RRC connection from RRC_IDLE and the network is congested, the network may reject the UE with a wait time and the UE is kept in RRC_IDLE.
RAN2-99 – Aug 2017
· For a failure to establish an RRC connection (e.g. due to congestion conditions) RRC Connection Reject kind of message is sent over SRB0 carried by RACH MSG4.
· RRC Connection Reject kind of message includes the wait time.

The corresponding diagram flow is the following:
[image: ]
Figure 10: Transitions from RRC_IDLE to RRC_IDLE
The UE performs RRC connection setup request (section 2.7), but the request is rejected by the NW due to e.g. congestion. The NW keeps the UE in RRC_IDLE by sending an RRCConnectionReject kind of message (including the waiting time).

[bookmark: _Ref497121128]Conclusion
In section 2 we made the following observations:
Observation 1	The NR RRC state machine is in principle agreed, the remaining issue is the final naming of the RRC messages.
Observation 2	It is an open issue whether the same message (e.g. RRCConnectionRelease) is used for the transitions from RRC_CONNECTED to RRC_IDLE and from RRC_CONNECTED to RRC_INACTIVE.
Observation 3	It is an open issue whether the UE in RRC_INACTIVE can derive, before MSG3, the new KgNB from either old KgNB or NH, depending on value of NCC received in an earlier message.
Observation 4	It is an open issue whether RRC_INACTIVE to RRC_CONNECTED transition, RAN location area update (RLAU), re-establishment and RRC_IDLE to RRC_CONNECTED transition use a common message/procedure.
Observation 5	It is an open issue how to protect MSG3 (RRCConnectionResumeRequest kind of message): by a token similar to Short Resume MAC-I calculated using new (or old) key or if PDCP MAC-I can be used.
Observation 6	It is an open issue if MSG4 can be sent encrypted, on SRB1, in all scenarios.
Observation 7	It is an open issue whether MSG5 can be omitted in some scenarios.
Observation 8	It is FFS whether MSG5 during RRC connection resume includes NAS PDU, 5GCN node selection information (e.g. selected PLMN identity or NSSAI)
Observation 9	It should be confirmed if the UE shall send 5G-S-TMSI in MSG5 RRC connection setup complete as in LTE Rel.13
Observation 10	The usage of resume request message for “RRC RNA update request” was left open at RAN2#99 (although agreed at RAN2#98)
Observation 11	It is an open issue whether the RRC Connection Release kind of message used to respond to the “RRC RNA update request” includes the NCC information.
Observation 12	It is an open issue if the procedure to transit from RRC_IDLE to RRC_CONNECTED includes the security procedure and the reconfiguration (to establish SRB2 and default DRB) as in Rel.13 LTE.
Observation 13	It is an open issue whether MSG3 at RRC connection setup could also include other information (e.g. NAS message, 5G CN node selection, UE capability of supporting high frequency, the access category indicating a type of services or other information currently sent over MSG5).
Observation 14	It is an open issue regarding the details on the relation between the access categories and establishment causes in MSG3.

Below is an attempt to structure the open issues above to make easier to identify next steps:
Security framework in RRC_INACTIVE:
1. It is an open issue whether the UE shall always derive a new KgNB prior to MSG3.
2. It is an open issue if the NCC used to derive the KgNB is provided to the UE in the source cell
3. It is an open issue whether MSG4 is always encrypted when sent on SRB1.
4. It is an open issue how to protect MSG3 (RRCConnectionResumeRequest kind of message) (e.g. what security token is used)
5. It is an open issue whether MSG5 can be omitted in some scenarios


Message naming and RRC message harmonization:
6. It is an open issue if and which RRC messages and procedure should be harmonized (e.g. RRC connection release/suspend, RNA update and RRC resume)
7. It is an open issue what is the exact naming of the RRC messages

RRC IDLE to RRC CONNECTED:
8. It is an open issue if this procedure includes the same steps as the LTE procedure (connection setup, security mode command, connection reconfiguration)
9. It is an open issue what information can be included in MSG3 vs. MSG5

Proposal 1	That RAN2 captures a list of remaining open issues related to NR RRC states and procedures in the minutes of the meeting to guide further RRC specification work
Proposal 2	The structured open issues list is used as input to the RAN2 open issue list
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