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1. Introduction
This document proposes a separate RRC Security Mode Control procedure. 
2. Discussion 
Possible usage of an Access Stratum Security Mode Control Procedure:

1. Initial activation of security at RRC connection setup

2. Change of keys in active mode.

2.1 Initial activation of security

Possible ways to do initial activation of security could be to either have a separate Security mode control procedure or to integrate security activation into the RRC connection setup procedure. Another alternative could be to integrate this into the RRC connection reconfiguration procedure. 
A benefit of a security mode control procedure that is separate from RRC connection setup is that in case AKA must be run, RRC connection setup, Radio Bearer Setup and other configurations such as measurements etc could be done in parallel with AKA to shorten the overall delay time.

Current working assumptions in RAN2 limit the application of this benefit: 

· no network controlled mobility is allowed until security has been activated. 

· no transmission on user-plane radio bearers is done until security has been activated.
Anyway, separating SMC and RRC connection setup can make future evolution easier.

If security + other configurations should be done “at the same time”, the security and other configurations still need to be handled separately from each other from functional point of view, so it seems there is not much benefit in integrating security activation + RRC connection reconfiguration.

In general, separate procedures are easier to maintain, when they are truly separate.

Conclusion: The best architectural choice is to activate security by a security mode control procedure. 

2.2 Change of Keys in active mode

There are several ways to change keys in active mode: 

· Have the UE do an active-idle-active state transition. The benefit of using such a procedure is that it anyway is needed, and involves no or almost no additional standardization effort for additional use-cases. The main drawback is the extensive interruption time. Also, preservation of real time bearers during this kind of interruption is FFS (there might be dropped calls). We think the interruption time is not acceptable for the case of doing a key change after IRAT handover, which could be frequent. 

· Use intra-cell handover. Further analyzed below

· Use a security mode control procedure. Further analyzed below. 

2.2.1 Intra-cell handover.

When used for security key change, the handover procedure and its usage would need to be modified: 

· Information elements need to be added, to allow to initialize security keys to be based on a new Kasme, when the whole Key hierarchy is changed (in the default case the new Kenb is just based on a previous Kenb’ and new C-RNTI).

· New error cases related to previous AKA and change of Kasme need to be considered.

· The usage of reconfigurations not related to change of security keys should be restricted, to not create a multitude of test & error scenarios.

Possibly, when the handover procedure is used for mobility, the usage of features related to change of Kasme need to be restricted (FFS).

When used for security key change, the handover procedure could be optimized. 

· The UE can remember the physical layer configuration. 

· The UE do not need to do a Random Access. 

· There is no need to do the additional Key transformation (that is done at mobility) when new Kenb is provided by the CN. 

· The RRC connection setup procedure could be skipped, as there already is a RRC context.

· There is no need to change C-RNTI

· There is no need to send the Handover Command in a mobility-optimized way, e.g. using RLC-UM with blind repetitions, extra high power etc.

· There is not the same urgency as for handover, and e.g. the exact time instant when UE is leaving source cell do not need to be dependent on timing instant when RACH resource is available in target cell. Thus methods to minimize user-plane loss could be quite different for Handover compared to security key change. 

Looking at this list, it is easy to see that handover is quite different from security activation. The handover procedure should be and will be optimized for exactly Handover, and a security mode control procedure can and will be optimized for security purpose, so it is unfortunate from future evolution point of view if we inter-connect these two different procedures too much. 
2.2.2 Security mode control procedure 
A security mode control procedure would be a simple procedure with the main task to activate security and to activate usage of new security keys. The control plane specification of this procedure would be less complex than implementing the same functions in the handover procedure, as there is no need to consider how to handle the mobility-specific functionality. The procedure could be more optimal from beginning, with low complexity, and allow simple future evolution. 
2.2.3 Conclusion 

In general, separate procedures are easier to maintain, when they are truly separate.

The best architectural choice is to change keys in active mode by a separate security mode control procedure.
3. Proposal
Proposal 1: Security mode control procedure is used for initial activation of security. 

Proposal 2: Security mode control procedure is used for key change in acitve mode. 
See also attached text proposal. 
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5. Text proposal for TS36.331

--------------------------------------------------------Start of text proposal--------------------------------------------------
5.1.3
Security

AS security comprises of the integrity protection of RRC signalling as well as the encryption of RRC signalling and of user data. RRC handles the integrity protection configuration, which is common for  signalling radio bearers SRB1 and SRB 2. RRC also handles the ciphering configuration, which is common for all radio bearers i.e. the configuration is used for the radio bearers carrying signalling as well as for those carrying user data. 

RRC integrity and ciphering are always activated together i.e. in one message/ procedure. RRC integrity and ciphering are never de-activated. However, it is possible to switch to a ‘dummy’ algorithm.

NOTE
Security is always activated although in some cases a ‘dummy algorithm’ and/ or ‘dummy keys’ may be used e.g. in case of UICC-less emergency calls
SRB 2 and the radio bearers carrying user data are always ciphered. E-UTRAN should not establish these bearers prior to activating security.

The AS applies three different security keys: one for the integrity protection of RRC signalling, one for the encryption of RRC signalling and one for the encryption of user data. It is FFS whether or not the same key can be used for the encryption of RRC signalling and of user data. All three AS keys (in the following referred to as AS derived-keys) are derived from an AS base-key, which is eNB specific (KeNB).

Upon connection establishment new AS keys are derived. It is FFS which parameters are exchanged to facilitate the derivation of the new AS keys e.g. the network provides a counter, the UE provide a random number
Ciphering and integrity is started and restarted by SECURITY MODE CONTROL procedure.

The integrity and ciphering of the RRC message used to perform handover is based on the security configuration used prior to the handover and is performed by the source eNB.

Editors note
Some concerns have been expressed regarding whether it is acceptable to protect the handover message by the security configuration used prior to handover.

The integrity and ciphering algorithms can only be changed upon inter eNB handover. The AS keys (both the base-key and the derived-keys) change upon every inter eNB handover and when rquested by the SECURITY MODE CONTROL procedure.

A common counter (COUNT) is used as input for both the ciphering and integrity protection of RRC signalling. Except for identical re-transmissions, it is not allowed to use the same COUNT value more than once for a given security key. In order to limit the signalling overhead, individual messages/ packets include a short sequence number (SN). In addition, an overflow counter mechanism is used: the hyper frame number (HFN). The HFN needs to be synchronized between the UE and the eNB. The eNB is responsible for avoiding reuse of the COUNT with the same RB identity and with the same AS base-key e.g. due to the transfer of large volumes of data, release and establishment of new RBs. The eNB may e.g. not reuse RB identities upon RB establishment, trigger an intra cell handover or an RRC_CONNECTED to RRC_IDLE to RRC_CONNECTED transition

NOTE
An example of identical retransmissions that may use the same counter as input is the case of 'quick repeat' of RRC messages. Details of the interaction between RRC and PDCP for this case are FFS.
--------------------------------------------------------unmodified parts omitted--------------------------------------------------
5.2.x
Security mode control


[image: image1.wmf] 

UE

 

UTRAN

 

 SECURITY MODE CONTROL

 

 SECURITY MODE COMPLETE

 


Figure 8.1.12-1: Security mode control procedure

5.2.x.1
General

The purpose of this procedure is to start ciphering and integrity protection or to command the restart of the ciphering and integrity protection with a new configuration, for all radio bearers and all signalling radio bearers.

5.2.x.2
Initiation

E-UTRAN may initiate the SECURITY MODE CONTROL procedure to a UE in RRC_CONNECTED 
To start or restart ciphering and integrity protection, eUTRAN sends a SECURITY MODE CONTROL message on the downlink DCCH in AM RLC using the most recent ciphering and integrity configuration. If no such ciphering and integrity configuration exists then the SECURITY MODE CONTROL is not ciphered. 
5.2.x.3
Reception of SECURITY MODE CONTROL message by the UE

--------------------------------------------------------unmodified parts omitted--------------------------------------------------
6.2.x
SECURITY MODE CONTROL
Description: sent by E-UTRAN to start or reconfigure ciphering and/or integrity protection parameters

Signalling radio bearer: SRB1 or SRB2 (FFS)

RLC-SAP: AM


Logical channel: DCCH


Direction: E-UTRAN -> UE
	Name
	Need
	Multi
	Type/ reference
	Semantics description
	Ver

	Message Type
	MP
	
	<ref>
	
	

	Transaction identifier
	MP
	
	Integer [0..3]
	
	

	Security Configuration
	MP
	
	Security Configuration 

6.3.3.1
	
	

	Activation Information
	C-kcam
	
	
	Activation Information for Security configuration.
	


	Condition
	Explanation

	Kcam
	The IE shall be present if an existing security configuration shall be modified.


--------------------------------------------------------unmodified parts omitted--------------------------------------------------
6.2.y
SECURITY MODE COMPLETE

Description: confirm the successful completion of a security configuration


Signalling radio bearer: SRB 1


RLC-SAP: AM


Logical channel: DCCH


Direction: UE -> E-UTRAN
	Name
	Need
	Multi
	Type/ reference
	Semantics description
	Ver

	Message Type
	MP
	
	<ref>
	
	

	Transaction identifier
	MP
	
	Integer [0..3]
	
	

	
	
	
	
	
	


--------------------------------------------------------unmodified parts omitted--------------------------------------------------
6.3.3
Security related information

6.3.3.1
Security configuration

Covering AS integrity protection (CP) and AS ciphering (CP, UP).

	Name
	Need
	Multi
	Type/ reference
	Semantics description
	Ver

	Integrity Protection info
	MP
	
	<ref>
	
	

	>Integrity Protection algorithm
	C-start
	
	<ref>
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	Ciphering info
	
	
	
	
	

	>Ciphering algorithm
	C-start
	
	<ref>
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	Key derivation info
	
	
	
	Information used to derive the eNB specific key (KeNB)
	

	>RRC Connection Counter
	FFS
	
	<ref>
	
	


Editors note
The above table provides a first overview of the Security configuration parameters.
	Condition
	Explanation

	Start
	The IE shall be present if security is started when no previous security configuration exist, or restarted at handover.


  ----------------------------------------------end of text proposal----------------------------------------------
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