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1 Introduction 
This document discusses the handling of error cases in LTE RRC, such as:
· protocol errors

· invalid configurations

· unsupported configurations
It considers the goals of error handling procedures and the existing procedures in [2] for UMTS and makes proposals for matching cases in E-UTRAN.
2 Discussion
As 36.331 describes UE requirements, error handling introduces additional requirements on UE implementations (except when “the UE behaviour is unspecified”), so it is desirable to limit such procedures to the minimum possible.
2.1 Goals of error handling procedures

Error handling procedures can be introduced for 3 main purposes:

1. specify what networks should not do (“the UE behaviour is unspecified”)
2. allow “smooth” handling of errors
· avoid service interruption / release of RRC connection

· establish requested services (in case of request for new services)

· avoid unspecified “harmful” behaviours, e.g.  configuration mismatch between UE and network

3. allow protocol extensions
· behaviour of UEs supporting previous version is clearly specified

· it is possible to define extensions such that eNB may use same message to both types of UEs
In the following sections, we have a look at 25.331 ([1]), and discuss whether we should reuse the same principles or not.

2.2 Error handling in 25.331

In 25.331, there are:

· generic checking of protocol errors upon reception of an RRC message (section 9)
· error handling for specific procedures (in 24 procedures, see list in Annex)

· to report procedure invalid / unsupported configurations (in case of setup & reconfiguration procedures)

· to report failures of various procedures

· tracking of RRC transactions (section 9 and 8.6.3.11 RRC transaction identifier)
The section 9 provides error descriptions and specifies actions about the received message:

· error cases

· further handling of the message

· update of PROTOCOL_ERROR_REJECT and PROTOCOL_ERROR_INFORMATION state variables

· invocation of further procedure

The table below summarises the cases and actions of section 9.

	Type of error
	Error handling

	ASN.1 violation,  decoding error, unknown type
	 DCCH
transmit RRC STATUS
	others
 ignore message

	Unsolicited message
	RRC CONNECTION SETUP/REJECT,
UE CAPABILITY CONFIRM,
CELL/URA UPDATE CONFIRM while no procedure ongoing:

ignore message

	spare or dummy value

(Note 1)
	MP or
CV IE
	default value exist
treat as default value
(Note 2)
	DCCH/CCCH & no default value
- reject transaction
- procedure specific error handling
(Note 2)
	BCCH, PCCH, MCCH, MSCH

ignore message
(Note 2)

	
	OP IE
	treat as absent IE

	CV IE
	missing
	DCCH/CCCH

- reject transaction
- procedure specific error handling
	BCCH, PCCH, MCCH, MSCH

ignore message

	
	unexpected
	ignore IE
	

	Unexpected extension
	critical
	- reject transaction
- procedure specific error handling

	
	non critical
	In VLEC

ignore this extension and next extensions in the container
	In message

ignore this extension and next extensions in the message


Table 1 : Error cases and handling in 25.331 section 9
Note 1: Out of range integer values are not considered.

Note 2: ASN.1 comments may indicate unspecified behaviour.
2.3 What to keep or change from 25.331 for 36.331 ?
In general, we can judge the extension possibilities according to history of Releases for UMTS.
Proposal 0: The UE requirements for handling of errors 36.331 shall be minimum needed to allow protocol extensions, according to the experience of UMTS releases. 

2.3.1 ASN.1 violation and decoding error

We don’t think this type of error handling is linked with any extension, the purpose of the procedure is only for debugging of terminals and networks. However, these procedures can only add minimal complexity to terminals.

Proposal 1: For ASN.1 violation or decoding error, the terminal shall report an error to the network for DCCH/CCCH messages, with minimal information (protocol error), while messages on other channels shall be ignored.
2.3.2 Unknown message type

We don’t see any need to report an error, as it is unlikely that new messages are defined, so we propose to leave UE behaviour unspecified. About common channels, we don’t foresee the need of new messages either.

Proposal 2: For unknown message type, the UE behaviour is unspecified.

2.3.3 Unsolicited messages

Ignoring a message can be useful in case a procedure was terminated in the UE (due to timer expire or local abort), while it is ongoing in the network.
Proposal 3: The UE shall ignore unsolicited messages (details are FFS).

2.3.4 Spare values (any type of IE)
In general, we don’t see the usage of a spare values for DCCH messages: the network is aware of the UE release after the context is fetched from the MME, therefore, it can avoid sending any spare value to a UE after the S1 response to the initial NAS message is received.

Also, if in a later version, there would be the need to differentiate UE releases from the first UE message (RRC CONNECTION REQUEST), there would still be the possibility to add bits for Release indicator in this message.

Proposal 4: The UE behaviour is unspecified upon receiving spare values on DCCH for all IE types.

For common channel, the network can obviously not distinguish between UE releases for messages sent to multiple UEs, and there can be benefits to define spare values, so that extensions are allowed with limited signalling additions. However, we don’t see any use in such a case for a UE to interpret an IE as a default value. 

Proposal 5: The UE shall ignore IEs using spare values in messages received on BCCH/CCCH/PCCH/MCCH/MSCH

2.3.5 Dummy values (any type of IE)
Dummy values are usually introduced as a feature is removed. Removal of a feature generally is made necessary when it is discovered too late that a feature what poorly specified, i.e. different UE behaviours are possible, such that a network cannot safely use the feature.

In this case, simply ignoring the value may lead to context mismatch between the network and the UE, and it is too late to introduce any new reporting of errors, only existing error reporting procedures can be used.
Proposal 6: The UE behaviour is unspecified on reception on dummy values, unless an IE specific error handling procedure exists.

2.3.6 Unexpected extensions

Mechanisms for extension containers in 25.331 so far proved to work accurately, and it seems that such mechanisms will still be needed for E-UTRAN, while the usage of extension markers (“…”) could replace the definition of extension containers. The need for Variable Length Extension Containers (VLEC) will still exist in order to allow transport of a message from a future release of E-UTRAN RRC (e.g. Rel-9) by a eNB of an earlier version (e.g. Rel-8).

Proposal 7: The mechanisms for handling of extensions in E-UTRAN RRC are the same like for UTRAN RRC.

2.4 “Novelties” in LTE RRC
2.4.1 Extension markers

It was proposed in [2] to introduce the use of extension markers rather than explicit containers with standard extension names like <message name>-v<specification version>ext.
It was not discussed yet whether extension markers may be added at the end of several IEs included in a message, such that it is needed to be more specific in the definition of what are the next parts of an IE or a message that a UE shall ignore.

Proposal 8: The exact part that shall be ignored when a non-critical extension is received shall be decided together with the rules for usage of extension markers.

2.4.2 OC and OD IEs
New values of “need” for an IE were introduced in [3] in order to simplify specification of procedures for very common expected behaviours:

· Optional Continue

· when the IE is absent, the UE shall continue operation with the previously stored IE

· Optional Discontinue

· when the UE is absent, the UE shall delete the previously stored IE and proceed assuming absence of this IE in the received message

In general, it is believed that such IEs are only allowed for DCCH/CCCH messages.

Proposal 9: OC and OD IEs are only applicable to DCCH/CCCH messages.

As discussed in paragraph 2.3.4, the network can know the UE release and then avoid sending a spare value to such a UE. Also, the same assumptions about the usage of dummy values like in paragraph 2.3.5.

Proposal 10: UE behaviour upon reception of a spare or dummy value is unspecified.
3 Conclusion
A principle and 11 proposals for introduction of error handling procedures in 36.331 are presented:

The aim is to avoid introduction of UE requirements, except if a need for protocol extensions is clearly identified.

We kindly ask RAN2 to discuss these proposals and will be happy to draft a TP for 36.331 ([3]) if they are agreeable to RAN2.
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Annex

List of 25.331 procedure-specific error handling: 
· RRC CONNECTION SETUP
· RRC CONNECTION REJECT
· RRC CONNECTION RELEASE
· UE CAPABILITY ENQUIRY
· UE CAPABILITY INFORMATION CONFIRM
· DOWNLINK DIRECT TRANSFER
· PAGING TYPE 2
· SECURITY MODE COMMAND
· SIGNALLING CONNECTION RELEASE
· COUNTER CHECK
· 8.2.2.11 Invalid configuration received (variable INVALID_CONFIGURATION set to true)

· 8.2.2.12 Incompatible simultaneous reconfiguration (rejected transaction without protocol error)

· 8.2.2.13 Reconfiguration messages

· TRANSPORT FORMAT COMBINATION CONTROL
· PHYSICAL SHARED CHANNEL ALLOCATION
· UPLINK PHYSICAL CHANNEL CONTROL
· CELL UPDATE CONFIRM / URA UPDATE CONFIRM
· UTRAN MOBILITY INFORMATION
· ACTIVE SET UPDATE
· Handover to UTRAN
· CELL CHANGE ORDER

· HANDOVER FROM UTRAN COMMAND
· MEASUREMENT CONTROL
· ASSISTANCE DATA DELIVERY








































































� Variable Length Extension Container (defined as BIT STRING).





