
3GPP TSG-RAN WG2 LTE RRC adhoc
R2-075557
Vienna, Austria

13 - 14 December 2007
Agenda item:

3.1.1 Additional procedures / messages
Source:
Nokia Corporation, Nokia Siemens Networks
Title:
RRC release and SMC messages vs. RCR message
Document for:

Discussion and Decision

1
Introduction
This document addresses the FFSs in section 6.2, “RRC Messages”, of 36.331, on the use of specific messages for Security Mode Command and RRC Connection Release vs. use of RRC Connection Reconfiguration message.
2
Discussion
In section 6.2 of [1], the following open items are listed: 
“It is FFS whether or not the following messages should be introduced:

-
The use of SUs other than SU-1 i.e. how many SUs will we have and what is the content of each SU

-
SECURITY MODE CONTROL (The need to introduce a separate message to establish or modify only the security configuration is FFS))

-
UE CAPABILITY INFORMATION COMPACT (The need to introduce a message including a size optimised/ reduced version of the UE capabilities is FFS)

-
RRC connection release related messages i.e. it is FFS if messages will be introduced specific for this purpose”
This contribution discusses the messages mentioned in the 2nd and 4th bullet points, i.e., the messages dealing with use of RRC Connection Reconfiguration (abbreviated below as “RCR”) in cases where the bearers are not reconfigured . 
Note: Even though the message name in current [1] section 6.2 is SECURITY MODE CONTROL, we propose to use the name SECURITY MODE COMMAND (and as response message, SECURITY MODE COMPLETE), in order to be in line with current UTRAN. The message name is abbreviated below as “SMC”.
It is proposed to have separate messages in these cases, for the following reasons: 

· Practically, there will not be many information elements, which can be common for both RRC Connection Release and RCR purposes: RRC Connection Release procedure is very specific, to release resources, hence no detailed configuration information of protocol layers is needed. Thus using the same message for these totally different purposes cannot be justified.

· The same as above applies also to SMC and RCR: The message enabling the security contains practically only security configuration, while the message configuring the radio bearers (after the security has been configured) does not contain the security configuration.
· Use of RCR and RCR COMPLETE messages in different instances allows including the same information in different messages (and hence, the same information can be received in different sub-states). This introduces unnecessary implementation options, and hence, unnecessary complexity in implementations: 
· For example, with current information element definitions of [1], it would possible for eNB to include the measurement configuration in RCR / security, or in RCR / RB allocation – or even in the both. Similarly, UE might insert the UE capabilities (if updated) either in RCR COMPLETE / security or RCR COMPLETE / RB allocation. 
· Of course, the use of the information elements per each sub-state could be restricted, but this would result in even more complex specifications
· As a specific issue on RRC connection release: The RRC connection release message itself should be as short as possible, because the release of resources should be as fast and reliable as possible, and consume minimal amount of resources. (The release is most critical in situations where there is shortage of resources.) 
· If the multiple actions are expected to happen together, it is reasonable to use one message to perform those actions with one message exchange round, e.g., RB Setup and RB Reconfiguration. In case of SMC and RCR, as SMC cannot be ciphered while RCR shall be ciphered, they cannot be done in one message exchange round. Also typically RRC connection release doesn’t require other actions which can be done by RCR in parallel. Thus there is no benefit to use RCR for SMC or for RRC connection release in this respect.
Because use of RRC CONNECTION RECONFIGURATION FAILURE is open, and its applicability to RRC release and SMC purposes has not been documented in detail [1], the failure cases are not addressed here (currently, in [1] it is only mentioned that the failure message in case of security mode activation is not encrypted). I.e., failure mechanisms for these two cases are mostly FFS, irrespective of the decision on the above-mentioned messages. 
Possible new text, and modifications to the existing text, are presented in the chapter 5 below. 

3
Conclusion
Based on the discussion above, we propose:

Proposal 1: To have SECURITY MODE COMMAND message for the activation of RAN level security and related SECURITY MODE COMPLETE message, instead of RRC CONNECTION RECONFIGURATION and RRC CONNECTION RECONFIGURATION COMPLETE messages for this purpose.
Proposal 2: To have RRC CONNECTION RELEASE message for deactivation of radio bearers, and related RRC CONNECTION RELEASE COMPLETE message, instead of RRC CONNECTION RECONFIGURATION and RRC CONNECTION RECONFIGURATION COMPLETE messages for this purpose.

Proposal 3: To include the modifications and additions of chapter 5 into 36.331, taking into account the agreements made on the proposals 1 and 2.
4
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5
Text proposal
Notes: 
This text proposal presents only the changes to the current text due to introduction of the new, dedicated messages. The intention is not to propose changes in functionality otherwise. Hence, several sections and information elements of the new text are “to be completed” or “FFS”, because the behaviour has been described only for RRC connection, but not specifically for RRC release or SMC. For example:
NAS level information is left in the new messages as it is currently specified for RCR: NAS level information in these cases may not be feasible, but the use of NAS contents should be treated separately (and it is currently being discussed over RAN2 reflector). 
Also use of SRB2 is FFS, where it has been FFS for RCR.

The failure messages have not been copied from RCR, due to the reason mentioned in the end of section Discussion above.
However, some changes to the original assumptions must have been made: In RCR case the release of the RRC connection, RCR COMPLETE would be sent “using the new configuration”. This is not possible in the RRC connection release case; therefore the RRC CONNECTION COMPLETE message is sent “using the existing configuration” in the proposed text. And in case of SMC, the Security Configuration must naturally be mandatory, while for RCR it was optional. 
Beginning of the first modified section
RRC connection reconfiguration (-/ complete/ failure)
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Figure 5.2.5-1: RRC connection reconfiguration, successful
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Figure 5.2.5-2: RRC connection reconfiguration, unsuccessful

5.2.5.1
General

The purpose of this procedure is tomodify an RRC connection. 
5.2.5.2
Initiation

E-UTRAN may initiate the RRC connection reconfiguration procedure to a UE in RRC_CONNECTED, possibly in response to an RRC connection re-establishment request.

Editors note
This section should cover procedure specific details about procedure interaction (general aspects are covered in general section).
5.2.5.3
Reception of the RRC CONNECTION RECONFIGURATION by the UE

The UE shall:

1> If the RRC CONNECTION RECONFIGURATION message includes the IE NAS dedicated information: 

2> perform the NAS dedicated downlink information transfer procedure as specified in 5.3.5;

1> If the RRC CONNECTION RECONFIGURATION message includes the IE Radio resource configuration: 

2>perform the Radio resource configuration procedure as specified in 5.3.1; 



1> If the RRC CONNECTION RECONFIGURATION message includes the IE Measurement configuration:

2> perform the Measurement configuration procedure as specified in 5.3.3;

1> If the RRC CONNECTION RECONFIGURATION message includes the IE Mobility control information: 

2> perform the Connected mode mobility control (Handover) procedure as specified in 5.3.4;

<Interactions between elementary procedures, if any>.

NOTE
If the RRC CONNECTION RECONFIGURATION message includes the establishment of radio bearers others than SRB 1 and AS-security has been previously activated, the UE may start using these radio bearers immediately i.e. there is no need to wait for an acknowledgment of the RRC CONNECTION RECONFIGURATION COMPLETE message.

Beginning of the next modified section
5.2.x
Security mode command (-/ complete/ failure)


[image: image3.emf] 

SECURITY MODE   COMPLETE  

SECURITY MODE COMMAN D  

UE   EUTRAN  


Figure 5.2.5-1: Security mode command, successful

(to be completed)

Figure 5.2.5-2: Security mode command, unsuccessful

5.2.x.1
General

The purpose of this procedure is to establish or modify the AS level security of RRC connection. 
5.2.x.2
Initiation

E-UTRAN initiates the security mode command procedure to a UE in RRC_CONNECTED, before setting up SRB2 or user plane radio bearers.

Editors note
This section should cover procedure specific details about procedure interaction (general aspects are covered in general section).
5.2.x.3
Reception of the SECURITY MODE COMMAND by the UE

The UE shall:
1> If the SECURITY MODE COMMAND message includes the IE NAS dedicated information: 

2> perform the NAS dedicated downlink information transfer procedure as specified in 5.3.5;
1> If the SECURITY MODE COMMAND message includes the IE Security configuration: 

2> perform the Security configuration procedure as specified in 5.3.2;
<Interactions between elementary procedures, if any>.
1> Consider the procedure to be unsuccessful (need to specify the UE behaviour for this error case is FFS):

To be completed
1>
If the UE successfully completes all the procedures invoked by the SECURITY MODE COMMAND message:

2>
set the contents of SECURITY MODE COMPLETE message as follows:
3>
Tbs

2> transmit the SECURITY MODE COMPLETE message using the new configuration;

2> submit the SECURITY MODE COMPLETE message to lower layers for transmission, upon which the procedure ends.

1>
else:

2>
reject the entire message as specified in 5.2.x.5 i.e. the UE shall also reject the procedures invoked by the SECURITY MODE COMMAND message that it managed to complete successfully;

2>
revert back to the configuration used prior to the reception of the SECURITY MODE COMMAND message.
To be completed
5.2.x.4
Reception of the SECURITY MODE COMPLETE by the E-UTRAN

To be completed

5.2.x.5
Security mode command failure

To be completed
Beginning of the next modified section
5.2.x
RRC connection release (-/ complete/ failure)


[image: image4.emf] 

RRC CONNECTION RELEA SE   COMPLETE  

RRC CONNECTION RELEA SE  

UE   EUTRAN  


Figure 5.2.5-1: RRC connection release, successful

(to be completed)

Figure 5.2.5-2: RRC connection release, unsuccessful

5.2.x.1
General

The purpose of this procedure is to release RRC connection. 
5.2.x.2
Initiation

E-UTRAN may initiate the RRC connection release procedure to a UE in RRC_CONNECTED.

Editors note
This section should cover procedure specific details about procedure interaction (general aspects are covered in general section).
5.2.x.3
Reception of the RRC CONNECTION RELEASE by the UE

The UE shall:
1> If the RRC CONNECTION RELEASE message includes the IE NAS dedicated information: 

2> perform the NAS dedicated downlink information transfer procedure as specified in 5.3.5;
1> If the RRC CONNECTION release message includes the IE (tbd): 

2> perform the Release procedure as specified in (tbd);
<Interactions between elementary procedures, if any>.
1> Consider the procedure to be unsuccessful (need to specify the UE behaviour for this error case is FFS):

To be completed
1>
If the UE successfully completes all the procedures invoked by the RRC CONNETION RELEASE message:

2>
set the contents of RRC CONNECTION RELEASE COMPLETE message as follows:
3>
Tbs

2> transmit the RRC CONNECTION RELEASE COMPLETE message using the existing configuration;

2> submit the RRC CONNECTION COMPLETE message to lower layers for transmission, upon which the procedure ends.

1>
else:

2>
reject the entire message as specified in 5.2.x.5 i.e. the UE shall also reject the procedures invoked by the RRC CONNECTION RELEASE message that it managed to complete successfully;

2>
revert back to the configuration used prior to the reception of the RRC CONNECTION RELEASE message.
To be completed
5.2.x.4
Reception of the RRC CONNECTION RELEASE COMPLETE by the E-UTRAN’

To be completed

5.2.x.5
RRC connection release failure

To be completed
Beginning of the next modified section
6.2.6
RRC CONNECTION RECONFIGURATION
Command to establish/ modify an RRC connection, covering UE and network identification, radio bearer configuration, measurement configuration, 


Signalling radio bearer: SRB 1 or SRB 2 (FFS)


RLC-SAP: AM or UM


Logical channel: DCCH


Direction: E-UTRAN -> UE

	Name
	Need
	Multi
	Type/ reference
	Semantics description
	Ver

	Message Type
	MP
	
	<ref>
	
	

	Transaction identifier
	MP
	
	Integer [0..3]
	
	

	Measurement configuration
	OP
	
	<ref>
	
	

	Mobility control information
	OP
	
	<ref>
	
	

	NAS dedicated information
	OP
	
	<ref>
	
	

	Radio resource configuration
	OP
	
	<ref>
	
	

	
	
	
	
	
	

	UE related information
	OP
	
	<ref>
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	Idle mode mobility control information
	FFS
	
	<ref>
	Optionally present in the message used to perform connection release. It is FFS if a message is introduced specific for connection release
	


Beginning of the next modified section
6.2.x
RRC CONNECTION RELEASE
Command to release RRC configuration, 


Signalling radio bearer: SRB 1 or SRB 2 (FFS)


RLC-SAP: AM or UM


Logical channel: DCCH


Direction: E-UTRAN -> UE

	Name
	Need
	Multi
	Type/ reference
	Semantics description
	Ver

	Message Type
	MP
	
	<ref>
	
	

	Transaction identifier
	MP
	
	Integer [0..3]
	
	

	FFS
	
	
	<ref>
	
	


6.2.x
RRC CONNECTION RELEASE COMPLETE

Description: confirmation of the successful release of RRC connection.

Signalling radio bearer: SRB 1


RLC-SAP: AM


Logical channel: DCCH


Direction: UE -> E-UTRAN

	Name
	Need
	Multi
	Type/ reference
	Semantics description
	Ver

	Message Type
	MP
	
	<ref>
	
	

	Transaction identifier
	MP
	
	Integer [0..3]
	
	

	FFS
	
	
	<ref>
	
	


Beginning of the next modified section
6.2.x
SECURITY MODE COMMAND 

Command to establish/ modify/ release AS security configuration, 


Signalling radio bearer: SRB 1 or SRB 2 (FFS)


RLC-SAP: AM or UM


Logical channel: DCCH


Direction: E-UTRAN -> UE

	Name
	Need
	Multi
	Type/ reference
	Semantics description
	Ver

	Message Type
	MP
	
	<ref>
	
	

	Transaction identifier
	MP
	
	Integer [0..3]
	
	

	Security configuration
	MP
	
	<ref>
	
	

	NAS dedicated information
	OP
	
	<ref>
	
	


6.2.x
SECURITY MODE COMPLETE

Description: confirmation of the successful completion of a security configuration


Signalling radio bearer: SRB 1


RLC-SAP: AM


Logical channel: DCCH


Direction: UE -> E-UTRAN

	Name
	Need
	Multi
	Type/ reference
	Semantics description
	Ver

	Message Type
	MP
	
	<ref>
	
	

	Transaction identifier
	MP
	
	Integer [0..3]
	
	

	FFS
	
	
	<ref>
	
	


End of the modifications
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RRC CONNECTION RELEASE complete
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RRC connection RECONFIGURATION complete












