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1
Introduction
There is an open issue how 36.331 should address error cases that are cause by erroneous network behaviour.
It is likely that the message syntax will include a considerable flexibility that is not necessary for the correct operation of the system. As a consequence it is necessary to define which cases are supported by the specification. In principle, it should be sufficient for the specification to just specify the cases that the UE shall support and the actions that the UE must take for these cases - all other cases should be avoided by the network.
However, there can also be grey areas where it is not always clear to UE and network vendors whether certain cases are supported by the specification. From the UE and network vendors perspective it can be useful to know for certain which cases are supported. 
This paper describes the various approaches to this issue which were used in UTRA RRC, discusses some of the pros and cons, and then proposes the approach that should be taken for E-UTRA RRC.
2
Review of approaches used in UTRA

2.1
Invalid configuration and unsupported configuration

As a result of certain error conditions, typically based on the values of information elements, the UE is mandated to set the variable INVALID_CONFIGURATION to true. For most procedures, there is a subclause that specifies that the UE shall send a failure message with a failure cause set to 'invalid configuration' whenever the variable INVALID_CONFIGURATION is set to true. This was the approach was the preferred one during the early days of UTRA RRC development. 
This approach introduces mandatory UE requirements that must be implemented and tested but are never executed in normal operation on a well behaving network. It also introduced a lot of specification text for checking error cases which is often mixed in with the real requirements.
The only benefit of this approache is during the early stages of IOT where the error messages flag up network implementation errors. However, we should not place extra requirements on UEs just to help debug network implementation errors. 
In addition to the invalid configuration, UTRA RRC also defines a variable UNSUPPORTED CONFIGURATION which, when set to true, causes the UE to send a failure message with a failure cause set to 'unsupported configuration'. This was originally intended to be used in cases where the UTRAN had configured a valid configuration but not within the UE's capabilities. Unfortunately, there are some cases in the spec where this variable is set as a result of network error cases.

2.2
UE behaviour unspecified

Instead of mandating that the UE shall set the variable INVALID_CONFIGURATION to true, it is stated that the "UE behaviour is unspecified. This means that the network can expect no predictable UE behaviour - for example the UE might send a failure message, ignore the message, abort the RRC connection, etc. This is a strong statement that the network should avoid these cases. This approach was adopted for UTRA RRC when UE vendors started complaining about the mandatory requirements to check for error cases.

Although this approach does not introduce any extra mandatory requirements for the UE, it does still result in a lot of specification text which is often mixed in with the real requirements.
2.3
"UTRAN should" 
'UTRAN should' statements are a recommendation to the UTRAN implementer that the network should or should not do something. They are not mandatory requirements and the UTRAN is, at least in principle, permitted to not follow the recommendation. 
Some examples from UTRA RRC:

NOTE:
UTRAN should not include the IE "Ciphering mode info" in any reconfiguration message unless it is also used to perform an SRNS relocation with change of ciphering algorithm.

NOTE:
UTRAN should use RB Control messages to perform an SRNS relocation only in case of state transitions from CELL_DCH to CELL_DCH.

As they are not mandatory requirements on the UTRAN they are a less clear indication that it is an error case. However, they act as a warning to the network implementer that problems could occur if the recommendation is ignored, and in most cases UE implementation can be based on the assumption that the described case will not occur.

Generally, this approach results in less specification text than 'invalid configuration' or 'UE behaviour unspecified', but conditions are often still mixed in with the core requirements

2.3
Descriptive statement

Although not explicitly stated as a  UTRAN/UE should/shall statements these statements, normally found in the general section of a procedure, describe certain conditions that are permitted or not. For example, from 8.3.11.1:

This procedure may not be used when there is no PS signalling connection. 
This approach is useful to describe high level conditions that are permitted or not.. However, the general section of the procedure is not an appropriate place to describe very specific conditions referring to specific IEs.
2.4
Semantics column of tabular
Very similar to the descriptive statements described above but more detailed in nature, often referring to a specific information element, and placed in the semantic column of the tabular description. For example from 10.3.7.33:
	New intra-frequency cells
	OP
	1 to <maxCellMeas>
	
	This information element must be present when "Intra-frequency cell info list" is included in the system information

	>Intra-frequency cell id
	OP
	
	Integer(0 .. <maxCellMeas> - 1)
	

	>Cell info
	MP
	
	Cell info 10.3.7.2
	This IE must be included for the serving cell when the IE "Intra frequency cell info list" is included in System Information Block type 11.


These statements are not really defining the semantics (i.e. the meaning) of the IE, and so should not really be in the semantics column.
3
Proposals
Based on experience with UTRA RRC our preference is that E-UTRA RRC should be developed using the following principles.
1.
Procedure text includes only the text related to UE procedures in case of normal/correct implementation by the network for the mandatory requirements needed to make the system operate predictably and correctly. The text shall not therefore include text to support the checking of network implementation by the UE (i.e. don't pollute this text mixing in the definition of erroneous cases)

2.
The procedure text shall only specify mandatory error handling for cases that can genuinely occur in a correctly operating real network and the specification of which is necessary for correct operation of the system, For example, handover failure.

3.
When defined per 2 above, the failure message specification shall include only appropriate cause values,  e.g handover failure.
4.
The general/introductory section of each procedure shall include the high level constraints on how the procedure can or can not be used (e.g. RRC Connection Reconfiguration procedure can not perform handover until security has been started). The text will typically describe typical network behavior.
5.
If absolutely desired, an Annex could be included describing certain erroneous cases. A single statement that in these cases the UE behaviour is not specified is then included. This annex should not attempt to describe all the possible erroneous cases but would allow some specific cases to be clarified. For example, cases identified in IOT where vendors have a different understanding of the permitted cases could be included here. 
4
Conclusion
It is proposed to agree the proposals in section 3 as the way forward for address handling network error cases in E-UTRA.



