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1 Introduction
Recent RAN2 meetings have discussed the question of whether security activation and bearer setup should be supported as separate procedures, a single combined procedure, or both.  This document gives a brief examination of the issue and attempts to offer a way forward.
2 Discussion
Since this decision has become something of an obstacle to progress in RAN2, this paper takes the view that the group should decide on a provisional way forward, meanwhile starting the process of discussion with SA3 to determine the exact security requirements.

The most conservative approach would be to assume that there will in any event be some cases where a bearer-setup message needs to be ciphered, and that therefore the two procedures need to be available separately.  Moreover, if discussion with SA3 concludes that the two procedures can be combined safely, it seems easier to combine two procedures that were defined separately than it would be to extract them from a single combined procedure.  With this in mind, we suggest specifying the security activation procedure and bearer setup separately, and at the same time triggering a liaison to SA3 to resolve the security questions.
3 Conclusion

A text proposal outlining the structure of separate procedures is attached.  In addition, we propose that RAN2 draft an LS to SA3 requesting criteria for determining when the procedures can be combined.
5.2.x
Security modification (including activation/deactivation)
5.3.x.1
General
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Figure 5.2.x-1: Security modification (normal case)
5.2.x.2
Initiation

The UE initiates the security modification procedure upon reception of a SECURITY MODE COMMAND message from the E-UTRAN.

5.2.x.3
Reception of SECURITY MODE COMMAND by the UE

Upon receiving the SECURITY MODE COMMAND message, the UE shall:

1> (To be specified);

1> trigger the security configuration procedure (section 5.3.2).

5.2.x.4
Actions related to transmission of SECURITY MODE COMPLETE message

The UE shall set the contents of the SECURITY MODE COMPLETE command as follows:

1> (To be specified, based on results of security configuration procedure.)
 [...]

6.2.y
SECURITY MODE COMPLETE
Indication of completion of the security modification procedure. 


Signalling radio bearer: SRB 1


RLC-SAP: AM


Logical channel: DCCH


Direction: UE -> E-UTRAN

	Name
	Need
	Multi
	Type/ reference
	Semantics description
	Ver

	Message Type
	MP
	
	<ref>
	
	


(Other contents FFS)

6.2.z
SECURITY MODE COMMAND
Instruction to the UE to begin the security modification procedure.


Signalling radio bearer: SRB 1


RLC-SAP: AM


Logical channel: DCCH


Direction: E-UTRAN -> UE

	Name
	Need
	Multi
	Type/ reference
	Semantics description
	Ver

	Message Type
	MP
	
	<ref>
	
	


(Other contents FFS)
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