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1 Introduction

At the RAN2#60 meeting it was agreed to support separate message for starting AS security and for configuring user plane radio bearers. It was also agreed that these messages can be sent in parallel over the radio but the UE would act on them in sequence (i.e. process and respond to the first message before decoding second message). What has not been agreed so far is if the AS security start is done in a normal RRC reconfiguration procedure or if a separate security start procedures is done. 

This contribution proposes that the normal RRC reconfiguration procedure should be used also to start AS security. Detailed aspects of this procedure (e.g. message content, principles) are also proposed. 

2 Management of AS security 
2.1 Setup and re-configuration
There are basically two events when AS security (re-)configuration is needed. One is during the EMM-IDLE to EMM-CONNECTED transition and one is during a handover. Below is an analysis of the parameters configured in these two cases. It is concluded that the same message (and elementary procedure) can be used for both these cases.

Start of AS security:

It is assumed that the following information elements are needed to start the AS security in the terminal:

· The selected AS integrity protection algorithm
· The selected AS ciphering algorithm

· The KeNB from which the other AS keys are derived

Of the elements above only the selected algorithms need to be explicitly signalled over the radio. The KeNB is derived in the UE and EPC from NAS layer signalling. This is possible since the initial security setup always follows NAS layer signalling (e.g. Service Request, Attach), meaning that the UE and CN is in agreement of the KSI of the Kasme and which KeNB should be used. 
Handover:

Once the AS security has been started the following information elements are needed to re-configure the AS security in the terminal during handover:
· The selected AS integrity protection algorithm

· The selected AS ciphering algorithm

· The new KeNB

The problem in the case of re-configuration of AS security is that there is two different ways that the new KeNB should be derived depending on if the new KeNB is coming from the EPC as an result of a new AKA (KSI and Kasme is different) or if no new AKA has been performed and the new KeNB is just derived from the old KeNB. In order to separate these cases it would be possible to include the he KSI of the Kasme or some other indication that the key from the latest AKA should be used. It is deemed that including the KSI in the re-configuration message is the most robust solution.

So during the AS security re-configuration the selected algorithm and the KSI need to be explicitly signalled over the radio. 
Conclusion:

Although the information elements that are needed to be conveyed at setup and re-configuration of AS security is slightly different in case of initial setup and handover it should still be possible to have the same message (i.e. RRC CONNECTION RECONFIGURATION) and elementary procedure both to start and to re-configure the AS security. 
Proposal 1: The AS security start and re-configuration should be performed with a RRC CONNECTION RECONFIGURATION message. No separate RRC for security start message is required.

Proposal 2: The security configuration IE of the RRC CONNECTION RECONFIGURATION message should contain the following information elements: The selected security algorithm integrity protection algorithm, the selected ciphering algorithm and the KSI of the Kasme (during re-configuration only).
3 Additional Considerations

3.1 Re-setting of the COUNT

During initial AS security setup it is assumed that the COUNT value is re-set to an initial value. It is proposed that it should be zero.
During a re-configuration the COUNT value should be maintained regardless if the re-configuration was during “normal” handover (New KeNB derived from old KeNB) or during handover with new AS keys (after AKA).
Since the terminal will be able to tell these two cases apart there is no need to have an explicit indicator in the RRC CONNECTION RECONFIGURATION message to indicate when the COUNT value should be re-set. 
Proposal 3: The COUNT value for AS security is implicitly set to zero at initial AS security start. 

3.2 UE security capability

In order to protect against bid-down attacks it would be needed for the network at security start to echo back information on the UE security capabilities to the UE so that the UE can see if the capabilities has been modified. This should however not be required for AS security setup as long as the AS security is started after the NAS security has been setup and that the AS and NAS UE security capability is the same. In EPS is should therefore be enough to verify the NAS security capabilities. 

Proposal 4: The AS security start does not need to include protection against bid-down attacks on the UE security capabilities. 

3.3 Handover from GERAN / UTRAN to E-UTRAN
The security configuration at handover from GERAN / UTRAN to E-UTRAN will most likely be very similar to the initial AS security setup. The target eNB need to indicate which AS security algorithm should be used and the UE need to have means to derive the right KeNB. The solution for how the KeNB is derived is FFS (discussed in SA3). Regardless how the KeNB key however it is assumed it would be possible to re-set the COUNT value as well as the PDCP sequence numbers to zero in E-UTRAN, since the KeNB has not been used before. No explicit signalling to re-set the COUNT value would however be required in this case either. 

Proposal 5: The COUNT value and the PDCP sequence numbers should be implicitly re-set to zero at inter-RAT handover from GERAN / UTRAN to E-UTRAN. 

4 Conclusion

We ask the RAN2 ad-hoc to agree on the following proposals:

Proposal 1: The AS security start and re-configuration should be performed with a RRC CONNECTION RECONFIGURATION message. No separate RRC for security start message is required.

Proposal 2: The security configuration IE of the RRC CONNECTION RECONFIGURATION message should contain the following information elements: The selected security algorithm integrity protection algorithm, the selected ciphering algorithm and the KSI of the Kasme (during re-configuration only).
Proposal 3: The COUNT value for AS security is implicitly set to zero at initial AS security start. 

Proposal 4: The AS security start does not need to include protection against bid-down attacks on the UE security capabilities. 

Proposal 5: The COUNT value and the PDCP sequence numbers should be implicitly re-set to zero at inter-RAT handover from GERAN / UTRAN to E-UTRAN. 

In case the proposals above are agreed Ericsson volunteers to draft text proposal for 36.331.
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