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1 Introduction

It has been agreed as part of the stage 2 specification that UE AS capabilities are transferred with RRC signaling and the UE NAS capabilities are transferred with NAS signaling. Moreover, it has also been agreed that the UE capability information can be uploaded and stored in the EPC. There are, however, a number of open issues with regards to when and how the UE AS capabilities should be uploaded on Uu, what RRC procedures should be used for that purpose etc. In this contribution we propose solutions for the remaining details of the UE capability transfer and introduce the necessary RRC support for it. 

We note that this contribution addresses only the UE AS capability transfer, the transfer of UE NAS capabilities are solved by the NAS protocols outside the scope of this contribution. However, wherever there is an interaction between the AS and NAS capability handling the NAS procedure is also discussed.
2 Transfer of UE Capability Information
One of the most important issues that need to be resolved is the procedure to be used to establish the UE AS capability information in the eNB initially, when there is no UE context in the eNB. Such a situation can occur at initial Attach or at an Idle-to-Active transition (i.e., at Service Request). 
2.1 UE Capability Transfer at Attach
In order to be able to discuss the UE capability transfer method in the full context of the Attach procedure, we show the complete message sequence of the Attach procedure in Figure 1, highlighting the parts specifically related to the UE capability transfer.
In the first message sent from the UE (i.e., in the RRC CONNECTION REQUEST) there is neither space to transfer the UE capabilities, nor is there a need to transfer the capabilities at such an early stage. The only UE capability related information that is considered to be useful to transfer in this message is the release version supported by the UE.

Proposal 1: The RRC CONNECTION REQUEST message shall include the release version that the UE supports.
In the RRC CONNECTION SETUP the eNB resolves the contention and establishes the SRBs. This implies that for the successful establishment of the SRBs the UE capability information should not be required (as the UE capabilities are not yet available in the eNB at this stage). The UE shall confirm the RRC connection establishment by sending the RRC CONNECTION COMPLETE message, which carries the NAS Attach Request as well. (We note that the RRC CONNECTION COMPLETE is a newly introduced message, see [1] for more details.) The NAS message shall include an initial set of UE NAS capabilities, including at least the UE NAS security capabilities. 
When the MME receives the Initial UE Message on S1 including the NAS message, it performs the authentication with the UE. We note that during the authentication procedure some information related to the UE NAS security capabilities can be “echoed back” to the UE for confirmation in order to avoid any man-in-the-middle type of attacks where the UE security capabilities sent in the initial NAS message in clear text are modified and downgraded by an attacker. 
The MME derives the UE AS security capabilities from the UE NAS security capabilities and provides this information to the eNB in the Initial Context Setup Request message, along with the ciphering and integrity keys derived during the authentication procedure. The message may include a list of ciphering algorithms supported by the UE according to the derived UE AS capabilities. The eNB selects an appropriate algorithm from the list and activates the security with the UE by sending the RRC CONNECTION RECONFIGURATION message (proposed to be used for the initiation of AS security). For more details on the start of AS security see [2].
Proposal 2: At initial Attach the EPC derives the UE AS security capabilities from the UE NAS security capabilities received in the initial NAS message. The EPC provides a list of supported ciphering algorithms to the eNB based on the derived UE AS security capabilities from which the eNB can select a suitable algorithm and activate the security accordingly.
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Figure 1: Transfer of UE capability information at Attach

Since at an initial attach there is typically no UE AS capability information stored in the MME, i.e., capability information cannot be downloaded from the MME to the eNB, the UE capabilities have to be obtained from the UE. When the eNB receives the Initial Context Setup Request message on S1 and realizes that it does not include the UE AS capability information then the eNB knows that it has to obtain the capabilities from the UE and then upload it to the MME. (The case when the capabilities are downloaded from the MME is discussed in more details in the Service Request case below.)
The eNB sends the UE CAPABILITY ENQUIRY message to the UE, which, in response, sends the UE CAPABILITY INFORMATION message including the UE AS capabilities. Next the eNB can establish the radio bearers also taking into account the UE AS capabilities. Finally, the eNB uploads the UE AS capabilities to the MME either in the Initial Context Setup Response message or in a dedicated S1 message to be introduced for this purpose.
Proposal 3: A new RRC procedure needs to be introduced that can be used by the eNB to enquire the UE for its AS capabilities. 
Proposal 4: The eNB has to first activate security before it invokes the UE capability enquiry procedure. 
Proposal 5: After the eNB has received the AS capabilities from the UE it has to upload it to the EPC. (This can be sent either in the Initial Context Setup Response message or via a dedicated S1 procedure to be introduced for this purpose.)
2.2 UE Capability Transfer at Service Request

The message sequence during an idle to active transition is shown in Figure 2, highlighting again the parts that are related to the transfer of UE capability information. An important difference from the UE capability handling point of view compared to the attach case is that the eNB will typically receive the UE capabilities from the MME and it does not need to interrogate the UE, unless the UE capabilities has changed compared to what is stored in the MME.
In order the eNB can determine whether the UE AS capabilities it receives from the MME are up to date the UE should indicate the value tag of its latest capability information in the RRC CONNECTION COMPLETE message. The MME downloads the UE AS capabilities to the eNB in the Initial Context Setup Request message, indicating also the value tag of the capability information. Then the eNB can match the value tag indicated by the UE with the value tag received from the MME and only if the value tags indicate outdated information in the network the eNB has to interrogate the UE for its capabilities. (Note that the value tag information should be sent in the RRC CONNECTION COMPLETE message independent of whether the connection is initiated due to an Attach or due to a Service Request.)
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Figure 2: Transfer of UE capability information at Service Request

Proposal 6: The UE shall send the value tag of its current capability information in the RRC CONNECTION COMPLETE message. The eNB has to enquire the UE for its capabilities only if the value tag sent by the UE indicates changed capabilities compared to what is stored in the network. 
2.3 Updating UE Capability Information

It can be generally assumed that the UE capabilities are rather static or semi-static set of information, which is changed very rarely and only in some special cases. The UE capability information is typically not expected to change during the active state of the UE. Therefore, we do not see the need to provide an optimized and efficient support for UE initiated upload of capabilities. 

For the very rare case when the UE capabilities change during the active state of the UE, the UE can execute the RRC Connection Reestablishment procedure, where it can indicate in the RRC CONNECTION RE-ESTABLISHMENT COMPLETE message a new value tag. In response to that the eNB will enquire the UE to upload its capabilities.

Proposal 7: Since the change of UE capabilities is a rare event, there is no need to define a dedicated RRC procedure for UE initiated upload of capabilities. In case the UE AS capabilities change during the active state of the UE, the UE shall follow the RRC Connection Re-establishment procedure to indicate changed capabilities, which will trigger the UE capability enquiry procedure in the eNB.
Proposal 8: The UE shall send the value tag of its current capability information in the RRC CONNECTION RE-ESTABLISHMENT COMPLETE message.
2.4 Handling of IRAT Capabilities

In order to support good mobility performance between E-UTRAN and other 3GPP systems it is desirable to store also the UE other RAT AS capabilities in the network (in E-UTRAN) and deliver it to the target system during handover preparation to another RAT. Thereby, it can be avoided that the IRAT handover procedure suffers additional delays due to the upload of target RAT capabilities from the UE. This principle of IRAT capability transfer between source and target systems during a handover corresponds to the method employed in 2G/3G PS Handover solutions. 

It is, however, important to make a distinction between UE IRAT capability information that should be used an interpreted by E-UTRAN and those IRAT capability information that should be transparent for                  E-UTRAN and can be interpreted only by the corresponding target system. Therefore we use the following terminology to distinguish the two pieces of information:

· UE IRAT capability: this information is part of the UE (E-UTRAN) AS capabilities and provides such basic information about the UE IRAT capabilities as the supported RATs and frequencies, etc., which are necessary for E-UTRAN to control the UE IRAT mobility from E-UTRAN to other systems (i.e., to command the proper IRAT measurements for the UE etc.,).

· UE other RAT AS capability: this information includes the RAT specific UE AS capabilities, which can be interpreted only by the corresponding access technology. That is, this information appears as transparent containers for E-UTRAN, where there is one such transparent container per RAT supported by the UE. This container is transferred to the target system during an IRAT handover.
Proposal 8: During the upload of UE (E-UTRAN) AS capabilities the UE should also upload the UE other RAT AS capabilities, which shall be treated by E-UTRAN as transparent information. The UE other RAT AS capability transparent containers are stored in the eNB (and also uploaded to the MME together with the UE (E-UTRAN) AS capabilities). The eNB forwards the UE other RAT AS capabilities to the target system during the preparation of an IRAT handover. The UE IRAT capabilities that need to be known for E-UTRAN (for the eNB) such as the supported RAT types, bands, etc., are included in the UE (E-UTRAN) AS capability information.
3 Conclusion
We ask RAN2 to agree on the proposals above and capture the agreement in 36.331 according to the text proposal below.
4 References

[1]
R2-075512
Need for RRC Connection Setup Complete and RRC Connection Reject, Ericsson, RAN2 Ad Hoc on LTE RRC
[2]
R2-075517
Start of AS Security, Ericsson, RAN2 Ad Hoc on LTE RRC

5 Text Proposal to 36.331

We use TS 36.331 v0.5.0 as the baseline for the text proposal below.
-------------------------------------  Start of 1st Text Proposal ------------------------------------

5.2.X
UE capability enquiry 
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Figure 5.2.X-1: UE capability enquiry, successful
5.2.X.1
General

The purpose of this procedure is to request the upload of UE AS capability information from the UE.

5.2.X.2
Initiation

E-UTRAN initiates the procedure when it detects that either the UE capabilities are not available in the network or the value tag of the capability information as indicated by the UE in the RRC CONNECTION COMPLETE or in the RRC CONNECTION RE-ESTABLISHMENT COMPLETE messages indicate that the information stored in the network is outdated. 

5.2.X.3
Reception of the UE CAPABILITY ENQUIRY by the UE

The UE shall:

1>
set the contents of UE CAPABILITY INFORMATION message as follows:
2>
Tbs
1> submit the UE CAPABILITY INFORMATION message to lower layers for transmission, upon which the procedure ends.
5.2.X.4
Actions related to transmission of UE CAPABILITY INFORMATION message

The UE shall set the contents of UE CAPABILITY INFORMATION message as follows:

1>
FFS (To be specified)

5.2.X.5
Reception of the UE CAPABILITY INFORMATION by the E-UTRAN

Upon receiving the UE CAPABILITY INFORMATION message the E-UTRAN shall:

1> store the UE capability IE’s sent in the message

1> store the value tag of the received UE capability information

1> deliver the information to the EPC
-------------------------------------  End of 1st Text Proposal ------------------------------------
-------------------------------------  Start of 2nd Text Proposal ------------------------------------

6.2.X
UE CAPABILITY ENQUIRY

Command to request the UE to upload the UE capability information, 


Signalling radio bearer: SRB 2


RLC-SAP: AM


Logical channel: DCCH


Direction: E-UTRAN -> UE
Table 6.2.X-1: UE CAPABILITY ENQUIRY definition

-- ASN1START

UECapabilityEnquiry ::=



CHOICE {


r8








UECapabilityEnquiry-r8-IEs,


criticalExtension




SEQUENCE {}

}

UECapabilityEnquiry-r8-IEs ::=


SEQUENCE {


transactionIdentifier



INTEGER (0..3),

}

-- ASN1STOP

Table 6.2.X-2: UE CAPABILITY ENQUIRY information elements

	transactionIdentifier
Need = MP
Version: R8




6.2.X
UE CAPABILITY INFORMATION

Message to send the UE capabilities to E-UTRAN,


Signalling radio bearer: SRB 2


RLC-SAP: AM


Logical channel: DCCH


Direction: UE -> E-UTRAN
Table 6.2.X-1: UE CAPABILITY INFORMATION definition

-- ASN1START

UECapabilityInformation ::=



CHOICE {


r8








UECapabilityInformation-r8-IEs,


criticalExtension




SEQUENCE {}

}

UECapabilityInformation-r8-IEs ::=

SEQUENCE {


transactionIdentifier



INTEGER (0..3),


valueTag






“TBS”

ueRadioAccessCapabilitiesEUTRA

UERadioAccessCapabilitesEUTRA

ueRadioAccessCapabilitiesUTRA

UERadioAccessCapabilitiesUTRA
OPTIONAL


ueRadioAccessCapabilitiesGERA

UERadioAccessCapabilitiesGERA
OPTIONAL

}

-- ASN1STOP

Table 6.2.X-2: UE CAPABILITY INFORMATION information elements

	transactionIdentifier
Need = MP
Version: R8



	valueTag
Need = MP
Version: R8

The IE "valueTag" is defined in sub-clause TBS

	UERadioAccessCapabilitiesEUTRA
Need = MP
Version: R8

The IE "UERadioAccessCapabilitiesEUTRA" is defined in sub-clause TBS

	UERadioAccessCapabilitiesUTRA
Need = OP
Version: R8

The IE "UERadioAccessCapabilitiesUTRA" is defined in sub-clause TBS

	UERadioAccessCapabilitiesGERA
Need = OP
Version: R8

The IE "UERadioAccessCapabilitiesGERA" is defined in sub-clause TBS


-------------------------------------  End of 2nd Text Proposal ------------------------------------
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