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1. Introduction

In the MBMS ad hoc and RAN #34 meetings the signalling flows for counting idle mode UE were proposed to be included in TS25.346. The main reason why these procedures were not agreed was that for the IDLE mode counting integrity protection of Rel-99 couldn’t be utilized, so that RNC cannot confirm that the received uplink signalling is sent by a joined UE. In this contribution a simple solution to provide sufficient integrity for Idle mode counting is presented, so that high level signalling flows for idle mode, including counting IDLE mode UE, could be included to TS2346. 

2. Integrity problem

The problem that proposed signalling flow, presented in Figure 1, faces is the integrity of the MBMS Group Membership Report message. Because the message is send from UE in IDLE mode as RRC: RRC Connection Request message the Rel99-5 integrity protection cannot be applied. Due to fact that the MBMS Group Membership report is not Rel99-5 integrity protected the RNC is not able to secure which message is sent by a UE, which is really subscribed and joined to the specific MBMS service, and which messages can be ignored as duplicates or coming from UE which is not joined to MBMS service. 
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Figure 1: Counting UE in IDLE

The most severe consequence from this is that the stolen or incorrectly working UE could send high number of the MBMS group membership report messages, which could start ptm transmission in cell even though there are no joined UEs in cell. The stolen or incorrectly working UE would not be able to read the ptm MBMS transmission due to fact that security keys are passed to the UE in joining phase, which is done by ptp connection with Rel99-5 integrity protection. 

Therefore, the integrity problem does not affect the security of the MBMS data transmission but could lead the unnecessary transmission of the MBMS data to the cell or incorrect ptm channel selection increasing the downlink load cell. Because the RRM of the RNC would still control the total load of cells, only services with lower priority than this MBMS service would suffer from possible overload due to unnecessary transmission of the MBMS data or incorrect ptm channel selection.  

3. Solution to provide integrity to counting IDLE mode UEs

The Figure 2 presents the high level signalling chart (exact signalling for MBMS service activation phase, steps 1-4, are agreed SA-2) for MBMS service activation, Session Start phase and counting the IDLE mode UEs. 

MBMS Service Activation Phase:

1) The UE establishes the RRC connection and uses NAS signalling for authentication and routing area update purposes as in Rel99-5. Thus the NAS signalling is protected by Rel99-5 integrity and security functions. 

2) The UE sends the IGMP joining message to CN for joining the specific MBMS service. The detailed signalling chart of the joining process is to be finalized in SA-2

3) The CN sends, at the Request MBMS Context Activation message or equivalent NAS message during the joining procedure, TMGI, and Counting Key. The TMGI is used to identify MBMS service in RAN and in UE, and the Counting Key is used to provide cryptographic message digest from relevant part of the uplink message send from UE in IDLE mode counting.  The Counting Key can be allocated by BM-SC similar fashion as security keys for MBMS data. 

4) Joining process ends and if there is no other activity the UE will go back to the IDLE state
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Figure 2. MBMS Joining phase and Counting Idle mode UEs

MBMS Session Start Phase:

5) MBMS context is activated to RNC before MBMS data transmission. In this phase SGSN signals TMGI and the Counting Key to RNC.

6) The RNC starts the notification procedure informing UEs that IDLE mode counting is performed for this MBMS service. The TMGI is used in notification to specify the service, and when the notification includes information that counting is done, it also includes the number of counting occasion (counting number). The notification is presented in [1] and exact UE procedures in [2].

7) When UE receives the notification it calculates the timing occasion for uplink access and sends the MBMS Group Membership Report message. In MBMS Group Membership Report message UE includes following information fields in plaintext:

a. TMGI, received from received from Context Activation, Step 3

b. Counting number, received from notification

c.  UE specific number, random value generated by UE.

Addition to these UE includes one checksum IE (hash code) to uplink message

d. checksum  IE, calculated as:
HMAC-SHA-1[Counting Key](TMGI, Counting number, UE specific number) 

8) The RNC receives the MBMS Group membership Report message and compares plaintext TMGI and Counting number. If these are valid, i.e. used in notification the RNC makes the check of checksum IE generated by HMAC-SHA-1algorithm. 

The proposed solution solves following scenarios where miss calculation of the MBMS Group Membership reports could occur:

1. UE not joined to the MBMS service sending uplink message

2. “Man in the Middle “ UE would not be able to decode uplink message from joined UE 

3. Joined UE would be calculated only once, even though UE behaves badly and sends multiple uplink messages.

4. Proposal

In chapter 2 presents the fact that Rel99-5 integrity protection cannot be used for IDLE mode counting, there is also presented consequences if MBMS Group Membership report messages are sent with out any protection. One could even argue are these consequences severe enough that any solution is needed to provide integrity to MBMS Group Membership report messages.

However, the chapter 3 presents one solution to provide sufficient integrity so that miss counting of IDLE mode UEs can be avoided.

Therefore, it is proposed that flowing chapters presenting signalling flows for IDLE mode are included in TS25.346. Moreover, it is proposed that a liaison statement is sent to SA-3, so that SA-3 can evaluate the consequences of not protected MBMS Group Membership report messages and the need of such proposed solution.  

7.1.3 Signalling flows for Counting Idle Mode UEs

Figure 4 presents the signalling flow for counting the number of the idle mode UEs in the cell prior to performing the ptp, ptm channel selection. The MBMS Notification is presented in FFS.
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Figure 4: Counting UE in IDLE

As part of the notification sent by UTRAN prior to a service/session transmission, if UTRAN wishes to count users (to perform the channel type selection), then it sends to UEs as part of the notification an indication for "counting".  The MBMS notification with parameter “counting” is sent continuously until the channel selection is done.  

After the UE in idle mode receives the notification it sends the RRC: MBMS Group Membership Report message on CCCH mapped to RACH.  The sending moment is calculated from IMSI number of the subscriber so that RACH load is distributed over time. The calculation method is FFS. 

After the number of received MBMS Group Membership Report messages has reached the ptm channel selection threshold parameter, or the UTRAN internal timer expires, the UTRAN shall select usage of ptp, ptm channel and sent notification with parameter “counting stopped” in the to the given cell. The notification with parameter “counting stopped” can be also indicated in notification with selected channel parameter “PTM” or “PTP” as presented in sub-sections 2.2 and 2.3.

7.1.4 Signalling flows to establish P-T-M channel

Figure 5 presents the required signalling flow, when the ptm channel is selected by the UTRAN for a given cell. UTRAN shall sent notification with parameter “PTM” continuously in the cell until the MBMS data transmission is ended so that UEs in Idle mode (or in RRC connected mode), coming to the cell during ongoing MBSM service on ptm channel, can obtain the information from MBMS data transmission.
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Figure 5: To establish ptm channel 

After the UE in idle mode or URA_PCH state receives the notification message with ptm channel indication, it tunes itself to the correct physical channel based on RB information received from the notification and from SIB dedicated for MBMS. 
Signalling flow is applicable for UEs in IDLE mode and for RRC connected mode in the case that counting procedure presented in previous sub-section is bypassed. 

7.1.5 Signalling flows to establish P-T-P channel for Idle mode UEs
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Figure 6: To establish ptp channel

Figure 6 presents the required signalling, when the ptp channel is selected by the UTRAN for the given cell. After the UE in idle mode receives the notification with ptp channel indication it starts the RRC Connection Establishment procedure following Rel’99 specification. The notification is sent continuously in the cell until the MBMS data transmission is ended so that UEs in Idle mode (or in URA_PCH state), coming to the cell during ongoing MBSM service on ptp channel, can obtain the information from MBMS data transmission.
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