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1   Introduction

This document is the report of the offline discussion
· =>
Offline discussion to progress on remaining aspects, including whether to support a mechanism to avoid the MAC reset and if supported then how, and how to handle PDCP version change for DRBs, and consider impact to (LTE and NR) RRC procedures (Huawei, Offline discussion #22)

We would like to discuss three issues one by one:
Issue 1: Which solution should be selected to solve key confusion issue?

Issue 2: allowed bearer type change, including how to handle PDCP version change for DRB, only handover?

Issue 3: based on the answer of issue 1 and 2, to update the detailed L2 handling of bearer type change
2   Discussion 

2.1  Which solution should be selected to solve key confusion issue?
Key confusion issue may happen for following scenarios:
Scenario 1: SN change for split bearer;

Case 1: The security key will be changed for SCG split bearer due to SN change, there will be the data with old key in MCG/SCG legs; 

Note: RAN2 already agreed that “If Bearer type change happens through SN change procedure then SCG PDCP /RLC should be re-established, SCG MAC should be reset.” And “PDCP/RLC is re-established if security key is changed for the bearer.  ”
So the only issue is how to handle MCG MAC for this SCG split bearer.

Scenario 2: Bearer type change for one bearer

Case 2: for the bearer type change between SCG split and MCG split (if supported), there will be the data with old key in MCG/SCG legs;

Based on RAN2 agreement, the only issue is how to handle MCG MAC and SCG MAC;

Case 3: for the bearer type change from MCG bearer to SCG split bearer, since SCG split bearer uses different key from MCG bearer, there will be the data with old key in MCG leg; 

Based on RAN2 agreement, the only issue is how to handle MCG MAC for this SCG split bearer.
Case 4: 

for the bearer type change from SCG bearer to MCG split bearer, since MCG split bearer uses different key from SCG bearer, there will be the data with old key in SCG leg; 

Based on RAN2 agreement, the only issue is how to handle SCG MAC for this MCG split bearer.
Based on offline discussion and the contributions provided in last meeting, following solutions can be considered to solve key confusion problem for bearer type change or SN change mentioned above:

Solution 1
:  
· For case 1/2/3 which related to MCG leg: reset the MCG MAC, i.e. Handover; 

· Cons: Interruption time for all bearers cannot be avoided;
· For Case 4 which only related to SCG leg: reset SCG MAC, i.e. SN change;

· Cons: Interruption time for SCG leg cannot be avoided
Solution 1a:  
· Partial MAC reset as what specified in Rel-14 in 5.9 MAC Reset of TS36.321;

· Cons: Retransmission from RLC layer is needed for the victim bearers which are not suffering bearer type change;

Solution 2 [3]:

·  Allocating a new LC-ID during bearer type change or SN change for the DRB associated with PDCP re-establishment. 
· Transmission side to discard the MAC PDU with old (unknown) LC-ID. This will impact other bearers if the MAC PDU contains the data of other bearers. 
· Cons: Retransmission from RLC layer is needed for the victim bearers which are not suffering bearer type change;

· Cons: New behaviour for transmission side to discard the MAC PDU?

Solution 2a:

· Allocating a new LC-ID during bearer type change or SN change for the DRB associated with PDCP re-establishment.
· The transmission side to discard RLC PDU if the LCID is changed. 
· The receiver side to discard the MAC SDU for the missing LCH. 
· Cons: New behaviour for transmission side to discard the RLC PDU?
Solution 3: 

· gNB prevents UE from transmitting old MAC PDU by not scheduling retransmission old MAC PDUs.
· The network should stop the retransmission for all HARQ processes because it is difficult for the network know the relationship between HARQ process and bearer. Seems the transmission of other bearers will also be impacted, which is similar to solution 1a above. 
· Cons: Retransmission from RLC layer is needed for the victim bearers which are not suffering bearer type change;
Solution x: Proposed during the email discussion.
· Release/addition of the DRB can be used to handle the problem. 

· Cons: Retransmission from RLC layer is needed for the victim bearers which are not suffering bearer type change;
For above solutions HARQ retransmission cannot be used during the change 

Below solutions do not require PDCP/RLC re-established if PDCP anchor is not changed;
In [4] [5], solutions were proposed to resolve key ambiguous period:

Solution 4:

·  An end marker is used to indicate the last PDCP PDU ciphered with the previous key;

Solution 5:

· A field in the PDCP-PDU header indicates the used key, so that a received PDU ciphered with a previous key can be handled properly;

Solution 6:

· If integrity protection is used on the bearer, integrity verification done with a wrong (in this case, new) key will fail, and the corresponding deciphering output will be ignored in a natural way. 
Note: integrity is optional configuration. 
Solution 7: 

· RLC header update after re-establishment. A bit in RLC header can be toggled after re-establishment so that receiving entity is aware that the received PDU is sent before or after RLC entity re-establishment.
Solution 8:
· Using a control PDU (e.g. at PDCP), transmitter informs receiver about the first PDCP COUNT secured with new keys.
Companies are welcome to indicate your preference about the solutions listed above for key confusion issue. It would be helpful for the decision in the meeting. 
Question 1: Which solution do you prefer to solve key confusion issue?  

	Companies
	Solution
	Remark

	Huawei, HiSilicon
	Solution X and solution 2a
	To us, Solution x is same as solution 2a, has no standards impact, and will not impact other bearer.



	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


Based on offline discussion 8 companies agreed that existing solution is sufficient, i.e. the network could do this by reset MAC, DRB release/addition, scheduling restriction or change LCID. We do not need to optimize this scenario. 1 company would like to have solution 5.
Proposal 1: we do not optimize the key confusion issue for EN-DC in Rel-15. The solutions, handover, DRB release/addition, scheduling of restriction or LCID change can be used and it is up to network implementation.

2.2  allowed bearer type change?
So far we already have:

NR PDCP:

1 MCG bearer to/from MCG split bearer,
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2 MCG bearer to/from SCG bearer,
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3 
MCG bearer to MCG bearer (HO),

4 
SCG bearer to SCG bearer(SN change or security key change),

5
MCG split bearer to MCG split bearer (HO)
6
SCG bearer to/from MCG split bearer  
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7  
MCG bearer to/from SCG split bearer.
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8 
SCG bearer to/from SCG split bearer.
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9
SCG split bearer to SCG split bearer (SN change or security key change).

FFS: 
10
MCG split bearer to/from SCG split bearer.
11
MCG bearer to/from SCG bearer without Key change
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Observation1:  From RRC configuration perspective:

· Case 1 and 7 are same, except whether security key is changed, i.e. the difference is mainly related to L2 handling.

· Case 6 and 8 are same, except whether security key is changed, i.e. the difference is mainly related to L2 handling.

· Case 2 and 11 are same, except whether security key is changed, i.e. the difference is mainly related to L2 handling.

Question 2:  whether MCG split bearer to/from SCG split bearer should be supported?

	Companies
	Yes or not
	Remark

	Huawei, HiSilicon
	Y
	There is no different from UE perspective to support it.


	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


Proposal 2: RAN2 to decide whether to support the bearer type change between MCG split bearer and SCG split bearer in one step.

Question 3:  whether MCG bearer to/from SCG bearer without Key change should be supported?

	Companies
	Yes or not
	Remark

	Huawei, HiSilicon
	N
	We do not see the scenario to support it. 


	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


Proposal3: RAN2 to decide whether to support the bearer type change between MCG bearer and SCG bearer without key change.

The issue related to the change between LTE PDCP and NR PDCP: 

SRBs: LTE PDCP<-> NR PDCP, (release of old PDCP and establish of new PDCP) by Handover or Reconfiguration (No user plane actions beyond release and establish of PDCP are to be specified for this case.)

FFS:
DRBs: LTE PDCP <-> NR PDCP, FFS
Adhoc in Qingdao:

4) Whether to support a mechanism to reconfigure from LTE PDCP to NR PDCP without HO.  If so, what would the mechanism look like?

Bearer type change: MCG bearer (LTE PDCP)  to/from split bearer and SCG bearer, FFS;

RAN2#99:

7 EN-DC operation where MCG bearer is configured with LTE PDCP, then direct bearer type change of such MCG bearer to split bearer or SCG bearer is performed is FFS.
For the bearer type change related to LTE PDCP:

Baseline should be MCG bearer (LTE PDCP) <-> MCG bearer (NR PDCP) with HO; 
Do we want to support following cases?
1 MCG bearer (LTE PDCP) <-> MCG bearer (NR PDCP); without HO?
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2 MCG bearer (LTE PDCP) <-> MCG split bearer; direct change?
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3 MCG bearer (LTE PDCP) <-> SCG split bearer; direct change?
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4 MCG bearer (LTE PDCP) <-> SCG bearer (different key); direct change?
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5 MCG bearer (LTE PDCP) <-> SCG bearer (same key?); direct change?
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Compared with the bearer type change for intra NR PDCP, the difference is

LTE PDCP and NR PDCP are contained in place in RRC message, and specified in different specification. Direct one by one mapping is not easy. From RRC perspective, the simple way is to release of the original PDCP configuration and configure the new PDCP configuration. 
Therefore the behaviour is different compared with intra NR PDCP case;
Observation2:  From RRC configuration perspective, we indeed introduce additional complexity.
· Case 2 and 3 are same, except whether security key is changed, i.e. the difference is mainly related to L2 handling.

· Case 4 and 5 are same, except whether security key is changed, i.e. the difference is mainly related to L2 handling.

Question 5:  whether PDCP version change for DRB should be supported without HO?

	Companies
	Yes or not
	Remark

	Huawei, HiSilicon
	N
	To us, if the network cares about the change, network could just use NR PDCP for DRB from the beginning. We do not see the need to optimize this scenario. 



	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


Question 6: whether direct bearer type change is supported if LTE PDCP is used for MCG bearer?  

	Companies
	Yes or not
	Remark

	Huawei, HiSilicon
	N
	To us, if the network cares about the change, network could just use NR PDCP for DRB from the beginning. We do not see the need to optimize this scenario. 



	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


Proposal 4: RAN2 to decide whether PDCP version change should only be done by HO procedure.

2.3  L2 Handling of bearer type change
Scenario 1: HO:
	MCG bearer
	MCG split bearer
	SCG bearer
	SCG split bearer

	MCG L2 entity
	N/A
	MCG L2 entity
	SCG L2 entity
	N/A
	SCG   L2 entity
	MCG L2 entity
	SCG   L2 entity

	PDCP/RLC: re-established MAC: reset.
	N/A
	PDCP/RLC: re-established MAC: reset.
	RLC: re-established MAC: reset.
	N/A
	PDCP/RLC: re-established MAC: reset.
	RLC: re-established MAC: reset.
	PDCP/RLC: re-established MAC: reset.


Scenario 2: SN change or SgNB change:

	MCG bearer
	MCG split bearer
	SCG bearer
	SCG split bearer

	MCG L2 entity
	N/A
	MCG L2 entity
	SCG L2 entity
	N/A
	SCG   L2 entity
	MCG L2 entity
	SCG   L2 entity

	      N/A
	N/A
	N/A
	RLC: re-established  
MAC: reset.
	N/A
	PDCP/RLC: re-established MAC: reset.
	RLC: re-established MAC: ?
	PDCP/RLC: re-established MAC: reset.


Scenario 3: Bearer type change with/WO security key change
	                       TO

FROM
	MCG bearer
	MCG split bearer
	SCG bearer
	SCG split bearer

	
	MCG L2 entity
	SCG L2 entity
	MCG L2 entity
	SCG L2 entity
	MCG  L2 entity
	SCG   L2 entity
	MCG L2 entity
	SCG   L2 entity

	MCG bearer
	                  See HO
	No impact
	RLC                         establishment
	PDCP: re-establishment

RLC: release 
	Reconfiguration of PDCP with SCG keys, 
RLC establishment
	PDCP re-establishment
RLC    re-establishment
MAC:?
	Reconfiguration of    PDCP with SCG keys , RLC establishment


	MCG split bearer
	PDCP data recovery
	RLC   release
	See HO
	PDCP: re-establishment

RLC: release
	Reconfiguration of    PDCP with SCG keys , RLC reestablishment
MAC:?
	PDCP: re-establishment

RLC: reestablishment
MAC:?
	Reconfiguration of    PDCP with SCG keys , RLC reestablishment
MAC:?

	SCG bearer
	Reconfiguration of PDCP with MCG keys, RLC establishment
	PDCP     re-establishment
RLC   release
	Reconfiguration of PDCP with MCG keys, RLC establishment
	PDCP     re-establishment
RLC   release
MAC:?
	See SN change
	RLC establishment
	No impact

	SCG split bearer
	Reconfiguration of PDCP with MCG keys,

RLC    re-establishment
MAC?
	PDCP     re-establishment
RLC   release
	PDCP: re-establishment

RLC: reestablishment
MAC:?
	Reconfiguration of    PDCP with SCG keys , RLC reestablishment
MAC:?
	RLC   release
	PDCP data recovery
	See SN change


Proposal 5: RAN2 to confirm the L2 handling for bearer type change captured in above tables.

3   Offline Discussion Results
Due to the limit of the time, we only discussed the issue 1, and have proposal 1:
Proposal 1: we do not optimize the key confusion issue for EN-DC in Rel-15. The solutions, handover, DRB release/addition, scheduling of restriction or LCID change can be used and it is up to network implementation.
For rest issues, we did not have time to discuss them; RAN2 could continue the discussion:

Proposal 2: RAN2 to decide whether to support the bearer type change between MCG split bearer and SCG split bearer in one step.

Proposal3: RAN2 to decide whether to support the bearer type change between MCG bearer and SCG bearer without key change.
Proposal 4: RAN2 to decide whether PDCP version change should only be done by HO procedure.
Proposal 5: RAN2 to confirm the L2 handling for bearer type change captured in above tables.

4   Reference
[1] R2-1707403, 
Summary of [97bis#12][NR] Bearer type change, Huawei, HiSilicon.
[2]  R2-1706360,
Bearer type change and L2 handling, CATT, CATR
[3] R2-1707050, RLC and MAC handling for Bearer Type change, Intel Corporation
[4] R2-1706927, Avoiding L2 reset at bearer-type reconfigurations, Nokia, Alcatel-Lucent Shanghai Bell

[5] R2-1706617, Avoiding L2 reset during security key refresh, Sony
[6] R2-1708438
Allowed Bearer type changes and L2 handling
Samsung Electronics Co., Ltd
discussion

5   Related agreements
RAN2#97b

Agreements

1: LTE-NR DC should support at least following bearer type change options 

-
MCG bearer to/from MCG split bearer,

-
MCG bearer to/from SCG bearer,

-
MCG bearer to MCG bearer,

-
SCG bearer to SCG bearer,

-
MCG split bearer to MCG split bearer

2: LTE-NR DC should not support the direct bearer type change between MCG split bearer and SCG bearer. Has been supported in RAN2#99
3: LTE-NR DC should support the one step bearer type change between MCG bearer to/from SCG split bearer.

4
 LTE-NR DC shall support the bearer type change between SCG bearer and SCG split bearer.

6: LTE-NR DC should support the bearer type change between SCG split bearer and SCG split bearer.

FFS: Whether LTE-NR DC shall support the direct type change between MCG split bearer to/from SCG split bearer.

RAN2#adhoc inQingdao
4) Whether to support a mechanism to reconfigure from LTE PDCP to NR PDCP without HO.  If so, what would the mechanism look like?

Agreements

1
The same PDCP protocol specification is used for DRBs for MCG split bearer, SCG split bearer and SCG bearer.

2
This PDCP protocol is specified in 38.323 (NR PDCP).

Working assumption: For MCG bearer, either LTE or NR PDCP can be used,  configurable by the network. 

Agreement

1:
For SCG bearer, when S-KgNB is changed or PDCP anchor is changed then SCG PDCP re-established, SCG RLC re-established. FFS whether SCG MAC is reset (solved in below agreements).
Agreements for EN-DC

1:
For handover, for MCG bearer, split bearer and SCG bearer, MCG/SCG PDCP/RLC should be re-established and MCG/SCG MAC should be reset.

2
For SCG bearer, when S-KgNB is changed due to key re-fresh (even if we have per bearer key) or SgNB change then SCG PDCP re-established, SCG RLC re-established, SCG MAC is reset;


Note: if solution for bearer type change is applicable then it could be considered to be used also for this case.

RAN2#99

Agreements for EN-DC

1:
PDCP/RLC is re-established if security key is changed for the bearer.  

(Maybe revisited is a solution for avoiding MAC reset is selected and the solution is suitable for avoiding PDCP/RLC reset)

2: MAC is not reset for the bearer type change between MCG bearer and SCG bearer.

 FFS: Whether PDCP is re-established for the bearer type change between MCG bearer and SCG bearer if NR PDCP is used for MCG bearer.  

3:
The original RLC entity should be released and new RLC entity should be established for the bearer type change between MCG bearer and SCG bearer.  The detailed handling on LTE RLC and NR RLC should be further discussed in UP session.
Agreements for EN-DC

1:
If Bearer type change happens through handover procedure then for MCG bearer, split bearer and SCG bearer, MCG/SCG PDCP/RLC should be re-established and MCG/SCG MAC should be reset.

2:
If Bearer type change happens through SN change procedure then SCG PDCP /RLC               should be re-established, SCG MAC should be reset.

3a: EN-DC operation should support the one step (direct) bearer type change between MCG to/from MCG split bearer without using the handover procedure.

3b: EN-DC operation should support the one step (direct) bearer type change between SCG to/from SCG split bearer without using the handover procedure or SN change procedure.

Agreements for all architecture options 

1: The direct change between SCG bearer and unified split bearer should be supported.

Agreements

1
For EN-DC, the network can configure each DRB to use 1 key out of a set of 2 keys (KeNB and S-KeNB derived as specified today)

Note: This agreement does not change the use of the SCG bearer, MCG bearer, SCG split bearer and MCG split bearer terminology in stage2 specs.
3GPP
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