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Introduction and background
[bookmark: _Ref421460494]At RAN#75, it was agreed to start the Release 15 work items on Further NB-IoT enhancements. One of the objectives for NB-IoT in REL-15 is “Support early data transmission” [1]:
· Support early data transmission [RAN2 lead, RAN1, RAN3]
· Evaluate power consumption/latency gain and specify necessary support for DL/UL data transmission on a dedicated resource during the Random Access procedure after NPRACH transmission and before the RRC connection setup is completed, at least in the RRC Suspend/Resume case.
Since early data transmission attempts to send user data during the random access procedure, which is earlier than in legacy operation, protection of such early data and related signalling messages is of importance. This paper focuses on early data transmission in the RRC Suspend/Resume case [2]. In particular, it discusses aspects regarding bearer setup and AS security for early data transmission and presents proposals and suggestions accordingly. These aspects are also discussed for the case of eMTC in [3].
[bookmark: _Ref486352979]Discussion
AS integrity protection and ciphering are implemented in PDCP layer. Each radio bearer, except SRB0 and SRB1bis, is associated with a PDCP entity. Therefore, bearer setup is closely linked to AS security protection of signalling and user data.
Currently it is not possible to transmit UL user data before RRC Connection Resume Complete message, which is included in MAC PDU for Msg5. Ciphering of such data was not a concern until early transmission of user data is considered, i.e., transmission of user data multiplexed with the RRC Connection Resume Request and/or the RRC Connection Resume messages in MAC PDUs for Msg3 and Msg4, respectively [2]. 
Security for RRC Connection Resume Request and multiplexed user plane data.
Currently, after RRC Connection Resume message (received in Msg4) is received, UE restores PDCP state and re-establishes PDCP entities for all DRBs (TS36.331, 5.3.3.4a [4]). Whereas, SRB1 is resumed at the transmission of RRC Connection Resume Request message. However, it is important to note that until successful connection resumption, SRB1 is used only for the transfer of RRC Connection Resume message (TS36.331, 5.3.3.3a [4]). Thus, AS security (both integrity protection and ciphering) for UL transmissions only applies from Msg5.

[bookmark: _Toc486354261][bookmark: _Toc486409085][bookmark: _Toc486409129][bookmark: _Toc486411998][bookmark: _Toc486412024][bookmark: _Toc486412057][bookmark: _Toc486412090][bookmark: _Toc486412851][bookmark: _Toc486416381][bookmark: _Toc486418375][bookmark: _Toc486422925][bookmark: _Toc486429771][bookmark: _Toc486522623][bookmark: _Toc486524521][bookmark: _Toc486583487][bookmark: _Toc486585229][bookmark: _Toc486595437][bookmark: _Toc486596177][bookmark: _Toc486850572][bookmark: _Toc487190639][bookmark: _Toc487465357][bookmark: _Toc488146857][bookmark: _Toc489271987][bookmark: _Toc489349562][bookmark: _Toc489349764][bookmark: _Toc489350152][bookmark: _Toc489350365][bookmark: _Toc489551570][bookmark: _Toc489563802][bookmark: _Toc489564778][bookmark: _Toc489564843][bookmark: _Toc489877175][bookmark: _Toc489888123][bookmark: _Toc490124941][bookmark: _Toc490126181][bookmark: _Toc490126420][bookmark: _Toc490136339][bookmark: _Toc490136827][bookmark: _Toc490259894]In Rel-13 RRC Suspend and Resume, AS security protection (both integrity protection and ciphering) only applies to UL signalling messages and UL user data from Msg5 onward.
[bookmark: _Toc486409087][bookmark: _Toc486409131][bookmark: _Toc486412000]The RRC Connection Resume Request message (sent in Msg3) is transmitted over SRB0 on CCCH logical channel and thus has no security support provided by PDCP layer. The message includes a security token, shortResumeMAC-I parameter, to validate the authenticity of resume request in the RRC layer at the receiver, i.e., eNB [5].
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To enable UL AS security protection from Msg3 on rather than from Msg5 on, it is important to have new AS keys derived before RRC Connection Resume Request message is submitted to lower layers. AS keys including KRRCint, KRRCenc, KUPenc are derived using the AS intermediate key KeNB. Every KeNB is associated with a Next Hop Chaining Counter (NCC) that corresponds to the Next Hop (NH) value from which KeNB was derived. The next KeNB is derived based on either NH or current KeNB.

Currently, in the resume procedure, eNB includes NCC in the RRC Connection Resume message to send to UE [5]. Thus, UE can only derive new AS keys after receiving Msg4. This delays the key derivation and thus security activation. A solution is to include the NCC parameter in the RRC Connection Release message (releaseCause=rrc-Suspend) sent to UE during suspend procedure (see Fig. 1)
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Having had new AS keys derived, it is necessary to resume and re-establish suspended relevant radio bearers and their respective PDCP entities before RRC Connection Resume Request message is submitted to lower layers. For Rel-15 early data transmission, we propose that DRBs and their respective PDCP entities be resumed/re-established before RRC Connection Resume Request message is submitted to lower layers (see Fig. 2).
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In case Proposal 3 is agreed, UP data can be transmitted over a DRB and then multiplexed with the RRC Connection Resume Request message in MAC PDU for Msg3. In case Proposal 1 and Proposal 2 are also agreed, such UP data can also be ciphered.
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Security for RRC Connection Resume and multiplexed user plane data
[bookmark: _Toc486354263][bookmark: _Toc486409090][bookmark: _Toc486409135][bookmark: _Toc486412004][bookmark: _Toc486412028][bookmark: _Toc486412060][bookmark: _Toc486412092][bookmark: _Toc486412854][bookmark: _Toc486416384][bookmark: _Toc486418378]Currently, RRC Connection Resume message (received in Msg4) is transmitted over SRB1 and thus it is integrity protected, but not ciphered. The most straight-forward alternative for supporting DL early data transmission is to multiplex RRC Connection Resume message on SRB1 with DL data on DRBs at MAC layer at eNB. In this case, early DL data multiplexed in Msg4 should be ciphered. However, if Proposal 1, Proposal 2, and Proposal 3 are agreed, possible user data multiplexed in Msg4 is also ciphered.
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Figure 1: Enhanced RRC Connection Suspend to support early AS security re-activation
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Figure 2: Early data transmission with RRC Connection Resume (Note: UL/DL data is multiplexed with RRCConnectionResumeRequest-NB/RRCConnectionResume-NB rather than being included therein)
Conclusion
In section 2, we made the following observations:
Observation 1	In Rel-13 RRC Suspend and Resume, AS security protection (both integrity protection and ciphering) only applies to UL signalling messages and UL user data from Msg5 onward.
Observation 2	RRC Connection Resume Request message contains a security token, shortResumeMAC-I parameter, to validate the authenticity of resume request in the RRC layer.
Observation 3	If Proposal 1, Proposal 2, and Proposal 3 are agreed, RRC Connection Resume message is integrity protected and ciphered, whereas possible user data multiplexed in Msg4 is ciphered.

Based on the discussion in section 2, we propose the following:
Proposal 1	NCC is included in the RRC Connection Release message during suspend procedure.
Proposal 2	UE derives new AS keys based on the NCC received in RRC Connection Release message before the subsequent RRC Connection Resume Request is submitted to lower layers.
Proposal 3	DRBs and their respective PDCP entities are resumed/re-established before RRC Connection Resume Request message is submitted to lower layers.
Proposal 4	If Proposal 3 is agreed, support transmission of ciphered UL data over resumed DRBs that is multiplexed in MAC with RRC Connection Resume Request message over SRB0.
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