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Introduction
Cellular connectivity will be key for coordinated operation and control of Unmanned Aerial Vehicles, more commonly referred to as “Drones”, enabling a growing set of use cases within and beyond the drone operator’s visual line of sight. Therefore, RAN#75 approved a study item on Enhanced Support for Aerial Vehicles [1].
One of the objectives of the study is [1]:
· Identification of an air-borne UE that does not have proper certification for connecting to the cellular network while air-borne [RAN2]

In RAN2#98, following was agreed:
Agreements:

Study how to identify air-borne UE causing interference.
FFS: Study the RAN2 impact on how to identify proper certification for a drone capable UE.

In this contribution, we discuss some aspects on identification and certification of air-borne UE.

Need for the Identification 
There are various aspects why identification of an air-borne UE is important:
Service provider’s point of view
The service provider may want to differentiate air-borne UEs from regular UEs for the following reasons:
· To provide better service to the UE
· E.g. use differentiated/optimized power control methods, mobility enhancements etc.
· To protect the network
· The air-borne UE may produce significantly higher level of interference thus effectively jamming the whole network if not properly identified and applied with optimized procedures in a timely manner.
· Service/subscription differentiation
· Service providers may want to charge different subscription fees for terrestrial vs air-borne-capable devices
· Additionally, service providers may want to charge different usage fees while the UE is air-borne vs while it is on the ground.
Regulatory point of view
Drone flights are subject to regional government regulations and these regulations can impact not only the characteristics of allowed flights, but also the related equipage and functionality of the onboard and ground systems.  
A pointer to some of the drone regulations worldwide is given in [2]. Such regulations vary by country and region, and may vary over time as government rules evolve and industry capabilities grow. It is expected that government regulations and communication specifications/performance requirements will mutually influence each other.  For example, demonstrated network capabilities can alter/relax regulatory requirements for scenarios that can leverage such capabilities.  Likewise, regulations can influence industry to create and/or prioritize features and performance levels meeting regulatory requirements.
Observation 1. [bookmark: _Toc480992583][bookmark: _Toc481067708][bookmark: _Toc481069987][bookmark: _Toc481070117][bookmark: _Toc481752441]Drone regulations vary by country and region, and may vary over time as government rules evolve and industry capabilities grow.
Based on the regulations, only certain vehicles may be allowed/certified to be air-borne. For example, regulations may allow that aerial vehicles meeting certain conditions may be flown without special permit for recreational purpose whereas special permits may be required for commercial use. Detection of un-authorized air-borne vehicles may enable the network and/or law enforcement agencies to take corrective actions or forced-measures.
Therefore, there are two aspects to the identification of Drones UEs, as described in the next sections:
1. Identification of UEs that can fly (drone-capable UE).
2. Identification of UEs that are currently flying (air-borne UE). 
Air-borne UE
First aspect of such identification is to detect a UE when it initiates air-borne mode. It is especially needed to identify air-borne UEs if they are causing interference as captured in the agreements.
This can be broken down into two cases
1. UE informs the network that it is in flight mode 
2. Network detects that the UE is in flight mode (unauthorized use)
An authorized drone-capable UE can inform the network when it is in flight mode. Various options are possible.
Option 1. Using dedicated RRC message, e.g. using measurement reporting by including a new parameter such as nowFlying = TRUE
Option 2. Using measurement reporting of current position including elevation/altitude, from which the network infers that the UE is not within a certain height of the ground anymore, thus it is considered “flying”.
Detecting unauthorized air-borne UE
Network may need to autonomously detect unauthorized flying vehicles, for billing purposes or especially if they are causing unusal interference. Various methods may be possible for detection of such unauthorized flying vehicle. Some examples are given below. Some of them are more specific to PHY (RAN1) enhancements.
Option 1. Network coordination of different cells
Network may be able to detect flying UE by comparing received power from the UE’s transmissions by near and far eNBs. For the flying UEs, due to free-space propagation, it is expected that even the far away eNBs could detect the UE’s signals as being strong. 
In addition, network can evaluate mobility pattern of the UE. Drone UEs are expected to have less frequent handovers, that means they may be skipping the neighbor cells in-between the source and target cells, whereas terrestrial UEs may have no way to handover between the two far-away cells.  This is illustrated in figure below where the drone may be able to handover from A to C, but ground UE may need to go from A to B to C.
[image: ]
Figure 1 Detecting a flying UE
Option 2. Based on UE’s location information
If the UE is reporting its coordinates which may be for other use cases, the network can use this information to detect a UE which is not on or near the ground. However, there may be ambiguity in some cases such as between a drone UE and a UE in a high building or an elevated highway.
Option 3. Angle-of-arrival estimation
Thanks to MIMO capabilities, the FD-MIMO equipped eNB can estimate angle-of-arrival of the UL signal from the UE, and based on it, the eNB may be able to detect that the signal is coming from the sky, not from the ground. Similar ambiguity as described in Option 2 may be experienced for this option also.
There may be several actions the network can take based on such detection. For example:
1. eNB uses the drone related enhancements only for authorized and air-borne vehicles.
1. eNB detects non-authorized aerial vehicles and punishes such users later, e.g. by blacklisting.

Note that all the options above are based on estimations and they may be able to identify air-borne UE causing interference with a certain accuracy.
[bookmark: _Toc490044971][bookmark: _Toc490045014]RAN2 may be able to define estimation based solution for the network to detect air-borne UEs causing interference.
However, as they are based on estimation, none of the detection methods described above may be guaranteed to be accurate. Thus, from regulatory point of view, RAN2 may be unable to have any strict solutions where network is the one detecting such falsifying (unauthorized) UEs.
[bookmark: _Toc481162652][bookmark: _Toc481162745][bookmark: _Toc481530377][bookmark: _Toc481753559][bookmark: _Toc490044972][bookmark: _Toc490045015]RAN2 may be unable to have any strict solution for the network to detect falsifying (unauthorized) UEs.
Handling unauthorized air-borne UE
If the UE is not authorized to fly, but attempting to connect to network as a “drone UE”, the network should reject the admission request. The authorization to fly may be controlled from subscription information stored in HSS.
If a UE already connected as terrestrial UE, which is not authorized to fly is detected to be flying, the network may limit its service, however it should be noted that, if command and control is also via LTE connection, immediately shutting off the service for an unauthorized air-borne UE after the detection may not be a good idea because the drone may need ongoing communication to safely land. The network may blacklist the UE from further service after landing. 
[bookmark: _Toc481162647][bookmark: _Toc481162740][bookmark: _Toc481530380][bookmark: _Toc481753562][bookmark: _Toc490044978][bookmark: _Toc490045225][bookmark: _Toc490171299][bookmark: _Toc490171477][bookmark: _Toc490212730]Discuss on ways to detect and handle unauthorized air-borne UEs or UEs causing interference. 
Drone-capable UE
Capability
From RAN point of view, this one should be easier of the two aspects of identification. 
First, RAN2 needs to clarify whether any UE that can be “attached” to a vehicle able to fly should be considered a drone-capable UE, or whether only the UEs which themselves can fly should be considered a drone-capable UE.
[bookmark: _Toc490044973][bookmark: _Toc490045016]While certain UEs may be specifically for drone use-case, other UEs may be dual mode (e.g., smartphones which can be (legally) attached to flying vehicles).
In addition, UEs which are specifically designed for drone use (e.g. integrated in the drones) also need to support both types of communication (terrestrial mode while they are not flying, and in-flight or air-borne mode once they start flying.)
In either case, the UE can self-identify as a drone-capable UE during initial attach procedure. 
[bookmark: _Toc490044974][bookmark: _Toc490045017]UE should be able to identify itself as a drone-capable UE.
There may be different options to achieve this.
Option 1. UE capability signalling to indicate the UE is a drone UE (e.g., droneUE = TRUE or droneFunctions = supported).
Option 2. New UE category(ies) specific to drone use case can be defined.
Among these options, we think Option 1 is preferable.
[bookmark: _Toc490044979][bookmark: _Toc490045226][bookmark: _Toc490171300][bookmark: _Toc490171478][bookmark: _Toc490212731]UE capability signalling is used to indicate to the network that the UE is drone-capable.
Certification
Based on regional regulations, recreational use of drones may be allowed without special permit for aerial vehicles meeting certain conditions whereas special permits may be required for commercial use. For example, in Canada, a Special Flight Operation Certificate may be required for any aerial vehicle weighing more than 2kg used for work or for research, whereas the certificate is not required for aerial vehicles up to 35kg if it is used only for recreation [3]. 
[bookmark: _Toc490044975][bookmark: _Toc490045018]Regulations may require drone-capable UEs to have special identification codes and/or “certificates”.
Based on the regulations, the UEs may be provided with some predefined keys or identification codes as the “certificates”. The identification codes can be encrypted. As captured in the agreements, it is still FFS whether 3GPP need to validate such certificates before providing drone service.
[bookmark: _Toc490044980][bookmark: _Toc490045227][bookmark: _Toc490171301][bookmark: _Toc490171479][bookmark: _Toc490212732]Discuss whether validation of drone identification and/or certificates should be considered in the SI.
If such validation is deemed necessary, the “certificate” may be provided to the network by the UE using NAS signaling, e.g. during initial attach procedure, or as a dedicated RRC connection reconfiguration procedure later (when the dual mode UE wants to start drone operation). The CN can perform authentication of the certificate/code and, if authenticated, deliver such information (e.g. drone authentication success) to RAN over S1 signaling. This should have minimal impact to RAN2. RAN2 would need to design RRC signalling to exchange such information between the UE and eNB.

Access control
If a drone-capable UE is not “subscribed” to drone-services, or the network is not capable to provide drone services, the network may decide to not admit the UE, or selectively admit the UE for terrestrial services only based on its access control policy. The policy may depend on the traffic type or drone-classes. For example, a drone that uses the cellular network for video streaming may be barred, but one that uses the network for telemetry may not. 
A drone may belong to different drone-classes depending on the services it needs, out of which some services may be barred while others are not. In such case, the UE may be able to initiate limited-service drone operation. 
As such existing mechanisms such as SSAC, ACDC, ACB and EAB may be applicable. The barring can be based on “subscription” information. The barring criteria may be such as bar all drone UEs (simple), bar all UEs that are flying (complex), or bar all drones that are flying and taking videos except public service ones (much more complex), etc. 
If LTE connectivity is essential for a UE’s flight mode, but it is barred from drone service, then the drone should stay on the ground (i.e., should not initiate flight-mode) until the network removes the barring.
RAN2 should further discuss potential implication of different access control mechanisms applicable to drone UEs.
[bookmark: _Toc481162648][bookmark: _Toc481162741][bookmark: _Toc481530382][bookmark: _Toc481753564][bookmark: _Toc490044981][bookmark: _Toc490045228][bookmark: _Toc490171302][bookmark: _Toc490171480][bookmark: _Toc490212733]Discuss potential implications of different access control mechanisms applicable to drone UEs to understand whether enhancements are needed.
[bookmark: _Hlk490171362]As these aspects may also affect SA2 and SA3, they need to be involved sooner or later for the authentication and potentially certification of Drones. Therefore, RAN2 should send LS to SA2 and SA3 informing the status and asking their feedback on drone authentication and certification.   
[bookmark: _Toc490171303][bookmark: _Toc490171481][bookmark: _Toc490212734]Send LS to SA2 and SA3 informing that current Drone study may have potential implications on drone authentication and certification, and asking for their feedback.

Conclusion
In this contribution, we made the following observations:
Observation 1.	RAN2 may be able to define estimation based solution for the network to detect air-borne UEs causing interference.
Observation 2.	RAN2 may be unable to have any strict solution for the network to detect falsifying (unauthorized) UEs.
Observation 3.	While certain UEs may be specifically for drone use-case, other UEs may be dual mode (e.g., smartphones which can be (legally) attached to flying vehicles).
Observation 4.	UE should be able to identify itself as a drone-capable UE.
Observation 5.	Regulations may require drone-capable UEs to have special identification codes and/or “certificates”.

Based on these observations, we propose:
Proposal 1.	Discuss on ways to detect and handle unauthorized air-borne UEs or UEs causing interference.
Proposal 2.	UE capability signalling is used to indicate to the network that the UE is drone-capable.
Proposal 3.	Discuss whether validation of drone identification and/or certificates should be considered in the SI.
Proposal 4.	Discuss potential implications of different access control mechanisms applicable to drone UEs to understand whether enhancements are needed.
Proposal 5.	Send LS to SA2 and SA3 informing that current Drone study may have potential implications on drone authentication and certification, and asking for their feedback.
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