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1 Introduction
During the RAN2 email discussion “[98#51][LTE/QMC] Solutions for QoE Measurements”, three solutions are mentioned. Two solutions are to use user plane to transmit QoE information (w.r.t solution 2 and solution 3), so we try to categorize the two solution as UP solution. In addition, solution 1 can be seen as CP solution.
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Even if the email discussion [98#51] had already collected some technical comments for all three solutions, we still think that there is a need to continue analysing UP solutions.
2 Discussion
In the email discussion [98#51][LTE/QMC], the rapporteur listed four open issues:
Issue#1: User privacy issue

Issue#2: DRB setup/modification/release issue
Issue#3: Impact on KPIs issue (#3-1 and #3-2:)
Issue#4: Charging issue
Based on our comments [1], we found that there are some critical issues that have to be addressed and carefully considered. After further internal review, we try to provide more details for companies’ and operators’ check.
2.1
On Issue#1: User privacy issue
During email discussion, some companies thought that the data is safe because the “local DRB” could perform ciphering protection and integrity check. We agree with this point because it is fundamental LTE design on security.
However, our concern is a totally different one. It is shown as below:
If the eNodeB is able to extract user plane data on a “local DRB” and forwards them to OAM, in theory, the eNodeB can perform such behaviors on any DRB. We are not sure whether it may lead to user privacy issue.
Since RAN2 never defined such behaviours in RAN2 specifications, operators may need to very carefully evaluate this behaviour.
Here we provide more details to illustrate our concern.
Figure 1 shows existing UP transmission. When UE initiates service request to 3GPP network, E2E bearer is setup and it involves UE, eNB and CN. For DL and UL, there are data flows among these entities.
From eNB point of view, any user plane data is just forwarded to the next entity. For example, in uplink, the eNB just forwards any uplink user plane data to the CN, and then the CN sends them to the Internet.
[image: image2.png]DL user plane data flows

transmission UL user plane data flows




Figure 1: existing UP transmission logic in LTE
Figure 2 shows existing CP transmission. Between UE and eNB, RRC layer is used to perform signalling transmission, and there is Iu signalling transmission between eNB and CN. For some functionalities, there may be signalling transmission between eNB and OAM, e.g. MDT.
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Figure 2: existing CP transmission logic in LTE
Figure 3 is our understanding on “local DRB”. The data transmission path is from UE to eNB, and then to OAM, without involving the CN.
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Figure 3: “local DRB”
If “local DRB” is applied, it gives the eNB the power that eNB is able to transfer user plane data to OAM, without involving the CN. As shown in figure 4, if the UE has other DRBs, in theory, the eNB can also perform such behaviours to any of these DRBs. If some data is very sensitive, we do not think it is reasonable to have such behaviours, or, we think this behaviour may be very dangerous.
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Figure 4: our concern about “local DRB”
To our understanding, this eNB behaviour needs to be very carefully studied. For example, it may be forbidden in some countries.
Observation 1: For UP solution, user privacy issue needs to be carefully studied.
2.2
On Issue#2: DRB setup/modification/release issue
Before discussing this issue, we provide some information on basic DRB design in 3GPP.
The following text as well as the figure 13.1-1 are from LTE 36.300.
********************************************************

13.1
Bearer service architecture

The EPS bearer service layered architecture is depiearcted in Figure 13.1-1 below, where:

-
An UL TFT in the UE binds an SDF to an EPS bearer in the uplink direction. Multiple SDFs can be multiplexed onto the same EPS bearer by including multiple uplink packet filters in the UL TFT.

-
A DL TFT in the PDN GW binds an SDF to an EPS bearer in the downlink direction. Multiple SDFs can be multiplexed onto the same EPS bearer by including multiple downlink packet filters in the DL TFT.

-
An E-RAB transports the packets of an EPS bearer between the UE and the EPC. When an E-RAB exists, there is a one-to-one mapping between this E-RAB and an EPS bearer.

-
A data radio bearer transports the packets of an EPS bearer between a UE and one or more eNB(s). When a data radio bearer exists, there is a one-to-one mapping between this data radio bearer and the EPS bearer/E-RAB.

-
An S1 bearer transports the packets of an E-RAB between an eNodeB and a Serving GW.

-
An S5/S8 bearer transports the packets of an EPS bearer between a Serving GW and a PDN GW.

-
A UE stores a mapping between an uplink packet filter and a data radio bearer to create the binding between an SDF and a data radio bearer in the uplink.

-
A PDN GW stores a mapping between a downlink packet filter and an S5/S8a bearer to create the binding between an SDF and an S5/S8a bearer in the downlink.

-
An eNB stores a one-to-one mapping between a data radio bearer and an S1 bearer to create the binding between a data radio bearer and an S1 bearer in both the uplink and downlink.

-
A Serving GW stores a one-to-one mapping between an S1 bearer and an S5/S8a bearer to create the binding between an S1 bearer and an S5/S8a bearer in both the uplink and downlink.
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Figure 13.1-1: EPS Bearer Service Architecture
********************************************************
From Day 1 of LTE system, DRB is part of EPS bearer. So we have the following observations:
Observation 2: The “local DRB” may break basic LTE design.

Observation 3: The “local DRB” seems to totally break away from the EPS bearer.
From RAN2 point of view, we search “radio bearer” in TS 36.300 and some results are shown in section 5.1.

From SA2 point of view, we also search “radio bearer” in TS 23.401 and some results are shown in section 5.2.
Observation 4: We have not checked specifications other than TS 36.300 and TS 23.401, and there may be much more results than what we have got. In our understanding, if “local DRB” is to be introduced, there may be a huge work regarding the basic DRB design.
Based on the above analysis, unless we see a full picture on how to solve Issue#2 and how much work needs to do, we do not think RAN2 can conclude UP solution.
2.3
On Issue#3: Impact on KPIs issue (#3-1 and #3-2:)
For issue#3, for CP solution, we already proposed an enhancement to minimize KPI impact.
For UP solution, even if the QoE reports go through “local DRB”, it still occupies PRB resources and relies on network scheduling. For example, for a QoE report with 8000 bytes, it may be segmented into lots of RLC SDUs and then there may be lots of transmission in RLC layer. If some pieces fail, it may also lead to RLF.
For either of CP solution or UP solution, if the UE is to transmit a QoE report, no matter the report goes through a RRC message or a DRB, anyway it will occupy some radio resources and PHY/MAC/RLC/PDCP are involved.
Since both solutions allow the network to control such QoE reporting behaviours, we think KPI impact is controllable.

2.4
On Issue#4: Charging issue
Figure 5 shows existing charging structure.
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Figure 5: exisitng charging structure
The charging entity request CN to send some information to it, e.g. traffic volume regarding user plane data.

Currently, for a certain EPS bearer on a UE, the following formula exists:

The traffic volume@CN = the traffic volume@eNB
With UP solution, the data flow is changed and it is shown in figure 6.
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Figure 6: charging structure regarding UP solution
In our understanding, for “local DRB”, there is no path on “eNB-CN” and “CN-Internet”, i.e. the uplink data on “local DRB” is terminated on the eNB.

So we have the following observations:

Observation 5: For “local DRB” and the corresponding data traffic in the DRB, the existing charging function cannot cover it. In other words, for some user plane data in uplink, the charging entity is not aware.
After internal check, for ProSe (D2D communication) feature, we find one SA5 WI [4]. One objective is shown as below:
Define the enhancement to the charging architecture for one-to-one ProSe Direct  Communication for ProSe-enabled Public Safety UE, including UE-Network Relays;
We think that the traffic model between two ProSe UEs is similar as “local DRB”, so there may be the similar requirement from charging point of view. In other words, for the uplink data in “local DRB”, we think there should be some reasons on why it should be charged or why it should not be charged. If the charging entity has no idea on the data on “local DRB”, it can do nothing on these data and which is very strange. From operators’ point of view, we do not know whether it may break something.
Observation 6: For UP solution, charging issue needs to be carefully studied.

2.5
Future extension
With solution 1, currently it is to introduce some new IEs in downlink and uplink RRC messages, e.g. addition of QoE reporting IE (including QoE repoting container) in uplink RRC message. This way is forward compatible and an example is shown in table 1.
Table 1: An example of future extension for solution 1 (CP solution)

	Rel-15
	Add QoE reporting IE into uplink RRC message 1

- QoE reporting container

	Rel-16
	Maybe new IE is to be introduced, assumed:
Rel-15 QoE reporting IE

- Rel-15 QoE reporting container

- Rel-16 new IE 1

	Rel-17
	Maybe new IE is to be introduced, assumed:

Rel-15 QoE reporting IE

- Rel-15 QoE reporting container

- Rel-16 new IE 1

- Rel-17 new IE 2

	Later releases
	Similar handling as Rel-16 and Rel-17


In the above example, Rel-16 new IE 1 and Rel-17 new IE 2 may be from RAN2 discussion, and the IEs may need to be aware in AS layer. We think this future extension is reasonable as lots of legacy features performed the similar way.
With UP solution, in our understanding, the design on QoE reporting may be as below (refer to solution 3):
· the eNB configures DRB#1 (“local DRB”) via RRC message, and this DRB is only used for QoE reporting

· the UE receives the RRC message from the eNB, and then knows that the QoE report from upper layers should be sent in DRB#1

It is assumed that no change is needed in any LTE user plane specification, i.e. TS 36.323, TS 36.322 and TS 36.321. Later, if there needs to introduce new IE(s) for this QMC feature, we find a question on future extension: How to design it? If the new IE(s) are to be added into user plane, then some LTE user plane specifications may be impacted, e.g. introduce new LTE PDCP PDU type in order to put the new IE(s), but there may be backward compatible issue.
Observation 7: For UP solution, if there are new IE(s) to be introduced for QMC feature, future extension may be an issue.

2.6
Summary of our analysis
Even if this paper is to analyse UP solution, it may be good to list both CP solution and UP solution to see a full picture. Table 1 provides a summary.
Table 1: Summary of analysis on CP solution and UP solution
	
	CP solution
	UP solution

	CT1
	UE internal handling

CT1 is working on UMTS part, and there may be some minor work on LTE part
	Similar as CP solution

	SA4
	In TS 26.247, for QMC functionality, there are some references to TS 25.331. There may be some minor work due to LTE QMC solutions
	Similar as CP solution

	SA5
	For trace procedure, there may be more work and SA5 has already setup a new WID (SP-170483 (WID NEW) New WID on Management of QoE measurement collection) with covering both UMTS and LTE
Note: we checked SP-170483, so far it does not include charging part.
	Similar as CP solution

	RAN3
	Ongoing discussion, based on RAN2 progresses. UMTS changes can be referenced
	Similar as CP solution

	Issue#1: user privacy issue
	No
	Critical issue
Need operators’ opinions

	Issue#2: DRB
	No
	Critical issue
At least need SA2 study first

	Issue#3: KPI impact
	KPI impact is controllable
	KPI impact is controllable

	Issue#4: Charging issue
	No
	Critical issue
Need SA5 study first


According to LTE QMC WID [2], the time budget is shown as below. It is noted that the WID is revised at RAN#76 [2], but the time budget is unchanged.
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Now we are at RAN2#99 and we still have only one RAN2 meeting left for this WI.
In our opinion, at RAN2#99, we need to decide on a final solution and then maybe we could start working on stage-2 and stage-3 CRs. For UP solutions, with so many open issues and co-ordinations with other WGs, we do not think there is enough time to progress on it.
Observation 8: There is not enough time to discuss any UP solution under LTE QMC WI.
3 Conclusion

In this paper, in addition to our comments in RAN2 email discussion [98#51][LTE/QMC], we provide more analysis from technical, other WGs, future extension and time budget point of view.

We have totally 8 observations as below. In general, we think UP solution (solution 2 and solution 3) is quite challenging, and so far lots of issues need to be very carefully studied.
Observation 1: For UP solution, user privacy issue needs to be carefully studied.
Observation 2: The “local DRB” may break basic LTE design.

Observation 3: The “local DRB” seems to totally break away from the EPS bearer.

Observation 4: We have not checked specifications other than TS 36.300 and TS 23.401, and there may be much more results than what we have got. In our understanding, if “local DRB” is to be introduced, there may be a huge work regarding the basic DRB design.

Observation 5: For “local DRB” and the corresponding data traffic in the DRB, the existing charging function cannot cover it. In other words, for some user plane data in uplink, the charging entity is not aware.
Observation 6: For UP solution, charging issue needs to be carefully studied.

Observation 7: For UP solution, if there are new IE(s) to be introduced for QMC feature, future extension may be an issue.
Observation 8: There is not enough time to discuss any UP solution under LTE QMC WI.
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5 Annex
5.1
Searching “radio bearer” from TS 36.300 v14.3.0 (RAN2 spec)
E-RAB: an E-RAB uniquely identifies the concatenation of an S1 Bearer and the corresponding Data Radio Bearer. When an E-RAB exists, there is a one-to-one mapping between this E-RAB and an EPS bearer of the Non Access Stratum as defined in [17].

-
A data radio bearer transports the packets of an EPS bearer between a UE and one or more eNB(s). When a data radio bearer exists, there is a one-to-one mapping between this data radio bearer and the EPS bearer/E-RAB.

-
A UE stores a mapping between an uplink packet filter and a data radio bearer to create the binding between an SDF and a data radio bearer in the uplink.

-
An eNB stores a one-to-one mapping between a data radio bearer and an S1 bearer to create the binding between a data radio bearer and an S1 bearer in both the uplink and downlink.

The E-RAB Setup procedure is initiated by the MME to support:

-
Assignment of resources to a dedicated E-RAB.

-
Assignment of resources for a default E-RAB.

-
Setup of S1 Bearer (on S1) and Data Radio Bearer (on Uu).
-
The eNB responds with a E-RAB SETUP RESPONSE messages to inform whether the setup of resources and establishment of each E-RAB was successful or unsuccessful, with the E-RAB Setup list (E-RAB ID, eNB TEID) and the E-RAB Failed to Setup list (E-RAB ID, Cause) The eNB also creates the binding between the S1 bearer(s) (DL/UL TEID) and the Data Radio Bearer(s).
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Figure 22A.3-3: Bearer over LWIP Tunnel - Protocol Stack

The RRCConnectionReconfiguration message provides the necessary parameters for the UE to initiate the establishment of the IPSec tunnel for the DRB. When the IPsec tunnel is established a data bearer can be configured to use LWIP resources. The DRB configuration on the LTE access corresponding to the data bearer using IPsec resources shall not be released. The data bearer refers to the EPS bearer mapped to the data radio bearer (DRB) which is maintained on the LTE side.
5.2
Searching “radio bearer” from TS 23.401 v15.0.0 (SA2 spec)
Radio resource management functions are concerned with the allocation and maintenance of radio communication paths, and are performed by the radio access network. The RRM strategy in E-UTRAN may be based on user specific information.

To support radio resource management in E-UTRAN the MME provides the parameter 'Index to RAT/Frequency Selection Priority' (RFSP Index) to an eNodeB across S1. The RFSP Index is mapped by the eNodeB to locally defined configuration in order to apply specific RRM strategies. The RFSP Index is UE specific and applies to all the Radio Bearers. Examples of how this parameter may be used by the E-UTRAN:

When a UE changes to ECM‑CONNECTED state and the network initiates establishment of data radio bearers, then if a data radio bearer cannot be established, or the UE cannot maintain a data radio bearer in the ECM-CONNECTED state during handovers, the corresponding EPS bearer is deactivated. An exception to this is when the UE has been informed by the MME that a specific EPS bearer will never use a data radio bearer (e.g.because that EPS bearer is for a connection to the SCEF).

An EPS bearer is realized by the following elements:

-
In the UE, the UL TFT maps a traffic flow aggregate to an EPS bearer in the uplink direction;

-
In the PDN GW, the DL TFT maps a traffic flow aggregate to an EPS bearer in the downlink direction;

-
A radio bearer (defined in TS 36.300 [5]) transports the packets of an EPS bearer between a UE and an eNodeB. If a radio bearer exists, there is a one-to-one mapping between an EPS bearer and this radio bearer;

-
An S1 bearer transports the packets of an EPS bearer between an eNodeB and a Serving GW;

-
An E-RAB (E-UTRAN Radio Access Bearer) refers to the concatenation of an S1 bearer and the corresponding radio bearer, as defined in TS 36.300 [5].

-
An S5/S8 bearer transports the packets of an EPS bearer between a Serving GW and a PDN GW;

-
A UE stores a mapping between an uplink packet filter and a radio bearer to create the mapping between a traffic flow aggregate and a radio bearer in the uplink;

-
A PDN GW stores a mapping between a downlink packet filter and an S5/S8 bearer to create the mapping between a traffic flow aggregate and an S5/S8 bearer in the downlink;

-
An eNodeB stores a one-to-one mapping between a radio bearer and an S1 Bearer to create the mapping between a radio bearer and an S1 bearer in both the uplink and downlink;

-
A Serving GW stores a one-to-one mapping between an S1 Bearer and an S5/S8 bearer to create the mapping between an S1 bearer and an S5/S8 bearer in both the uplink and downlink.

An EPS bearer identity uniquely identifies an EPS bearer for one UE accessing via E-UTRAN. The EPS Bearer Identity is allocated by the MME. When using an EPS Radio Bearer, there is a one to one mapping between EPS RB and EPS Bearer, and the mapping between EPS RB Identity and EPS Bearer Identity is made by E-UTRAN. The E-RAB ID value used at S1 and X2 interfaces to identify an E-RAB is the same as the EPS Bearer ID value used to identify the associated EPS Bearer. When using Control Plane CIoT EPS Optimisation for user data transport for the PDN connectivity service, the MME (for uplink) and UE (for downlink) uses the EPS Bearer Identity contained within the NAS PDUs to identify the associated EPS bearer.
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