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Introduction
SA3 is currently studying solutions for detecting and preventing false base station attacks, i.e. where an attacker sets up a fake cell and tricks nearby UEs to camp on it. This would cause denial of service and could potentially be used as a first step towards a more serious attack, e.g. network asks UE to identify itself or sends false PWS message. To mitigate this type of attack two types of solutions have been proposed:
Type 1. Prevent the UE from camping on a fake cell in the first place.

Type 2. Let the UE camp on a false cell. But, detect that the UE camped on a false base station when the UE connects back to the genuine network.
In this contribution, we discuss how the two solution types fit into the NR design to be able to provide answers to the questions in the LS [1] from SA3. 
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Prevention type of solutions
In the prevention type of solutions (Type 1), a UE considers a cell to be authentic if the system information (SI) can be validated. The validation is done by verifying a digital signature covering the SI contents, and possibly other inputs, using the public key of the gNB. The LS from SA3 refers to two such solutions in TR 33.899 which we describe in more detail below.
Solution 1a: Verification of authenticity of the cell during RRC idle mode (section 5.4.4.2 in TR 33.899)
In the first solution in TR 33.899, the network signs the SI as well as the current UTC time. The signature and the timestamp is delivered to the UE as part of the Other SI, using either periodic broadcast or in response to an on-demand SI request. The inclusion of the timestamp in the signature generation provides a “freshness” guarantee and is used to mitigate replay attacks. The UE checks that the timestamp is within an acceptable time-window before it verifies the signature to ensure that the signature is not replayed. The time-window accounts for the transit and processing times, plus clock skew between network and UE.
Like any timestamp based solution the security of this solution relies on the use of a common time reference. This is an issue since in general we cannot assume that the UE has access to accurate clock information. Further, since clock information used for signature verification should be securely provisioned it is not possible to use e.g. time provided via SI or GPS as these delivery mechanisms are not tamper proof.
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It should also be noted that the timestamp only mitigates but does not eliminate the risk of replay attacks. As the time-window can never be of zero-length, it will always be possible for an attacker to copy {SI, Timestamp, Signature} of an authentic cell and replay it in a fake cell setup in some different location. Provided the timestamp is still within the acceptable time-window, the signature check will succeed and the UE will consider the fake cell as authentic.


Figure 1: Attacker sets up fake cell by replaying signed SI

Solution 1b: Fake gNB detection using System Query (section 5.4.4.4 (variant #2) in TR 33.899)
[bookmark: _GoBack]In the second solution in TR 33.899, the network signs the SI as well as a UE provided nonce value. Although not explicitly described in the TR, it is our understanding that the nonce would be provided in MSG3 of the on-demand SI request and the resulting signature would be included in the broadcasted Other SI or sent as unicast to the UE in MSG4. (Another option would be to introduce a new RRC procedure for sending the nonce and receiving the signature but it seems this option can be ruled as it would result in having two very similar procedures). The nonce serves a similar purpose as the UTC timestamp in the previous solution and is included in the signature generation to prevent replay attacks. To further reduce the risk of replay attacks it has also been suggested to include the GPS coordinates of the cell in the signed response. The UE compares the GPS coordinates to its own coordinates (the UE is assumed to have a GPS receiver) and makes sure the distance to the cell centre is within the expected range.
One obvious drawback of this solution is that it only works with the MSG3 variant of the on-demand SI request. Further, unlike the previous solution where a single common signature is generated, the signature is UE specific and the network therefore needs to broadcast multiple signatures or send signatures individually to each UE using dedicated signalling. The first option does not seem suitable as broadcast should ideally not contain UE specific information. 
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[bookmark: _Toc484782475][bookmark: _Toc484782617][bookmark: _Toc484782725][bookmark: _Toc484782764][bookmark: _Toc485037843][bookmark: _Toc485205496][bookmark: _Toc485361801][bookmark: _Toc485396523]Replay protection based on UE provided nonce results in UE specific signatures which means that that the network either must broadcast multiple signatures or send the signature individually to each UE using dedicated signalling.
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Replay attacks are still possible even in this solution. In principle, the attacker could setup a fake cell and relay the UE provided nonce value to an authentic cell and then relay back the signed SI. Including the GPS coordinates of the cell in the signature generation limits the area in which the attack can be mounted but does not prevent it completely. One should also keep in mind that not all UEs have GPS receivers and GPS signal may not always be available (e.g. indoors).


Figure 2: Attacker sets up fake cell by forwarding nonce and replaying signed SI 

Based on the discussion above, it seems neither of the protection solutions is fully secure against replay attacks which means that fake base station attacks may still be possible. It is also unclear if the SA3 has considered how the protection solutions interacts with solutions for stored SI (when a UE returns to a cell it only needs to verify the Value Tag in the Minimum SI).  However, even if signed system information does not protect against false base station attacks it can still be useful to prevent modification of system information. This would make it more difficult to e.g. send out a false PWS message.
[bookmark: _Toc484781180][bookmark: _Toc484781221][bookmark: _Toc484781282][bookmark: _Toc484782477][bookmark: _Toc484782619][bookmark: _Toc484782726][bookmark: _Toc484782765][bookmark: _Toc485037844][bookmark: _Toc485205498][bookmark: _Toc485361803][bookmark: _Toc485396525]Neither of the two protection solutions is fully secure against replay attacks, meaning that fake base station attacks may still be possible.
[bookmark: _Toc484781181][bookmark: _Toc484781222][bookmark: _Toc484781283][bookmark: _Toc484782478][bookmark: _Toc484782620][bookmark: _Toc484782727][bookmark: _Toc484782766][bookmark: _Toc485037845][bookmark: _Toc485205499][bookmark: _Toc485361804][bookmark: _Toc485396526]It is unclear if SA3 has considered how the protection solution interacts with the solution for stored SI (i.e.  Value Tag in Minimum SI).
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Detection type of solutions
Only one detection type of solution (Type 2) is described in TR 33.899 (see section 5.4.4.10 in [2]).  The basic idea behind this solution is that the UE measures and collects data from surrounding cells and reports this information back to the genuine network. The network then compares this information with known data (e.g. cell map data) to detect false base stations. Signalling wise the solution is similar to handover measurement reporting and ANR/MDT in LTE and re-uses the same RRC procedures, i.e. Measurement Configuration for UEs in connected mode and Logged Measurement Configuration for UEs in idle/inactive mode. In addition to the existing measurement information (e.g. cell identifier and received-signal strength information), it has also been proposed to allow the UE to report additional information e.g. hash of MIB/SIB.
From the UE perspective, this solution is identical to handover measurement reporting and ANR/MDT so it seems network vendors can implement this method as long as handover measurement reporting and ANR/MDT is supported in NR. The only way in which the UE can tell the difference between the procedures is if additional measurement items are defined for the fake cell detection.
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Whether additional measurement items can be defined is difficult to answer in general and would need to be studied on a case by case basis.  Adding e.g. hash of MIB/SIB seems feasible but it also depends on how much extra work this puts on the UE side.
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The detection based solution can be used as a replacement or complement to other solutions.  From the network side, it seems it would always be beneficial if false base station attacks can be detected even though it may not be able to prevent them.
Conclusion
In this contribution, we discussed the solutions proposed by SA3 for protecting against false base station attacks. The available solutions can be grouped into two types: protection and detection type of solutions.
In section 2 we made the following observations:
Observation 1	Replay protection based on UTC timestamp requires that the UE has access to accurate (and securely provisioned) time information.
Observation 2	Replay protection based on UE provided nonce only works with the MSG3 variant of the on-demand SI request.
Observation 3	Replay protection based on UE provided nonce results in UE specific signatures which means that that the network either must broadcast multiple signatures or send the signature individually to each UE using dedicated signalling.
Observation 4	Broadcasting UE specific signatures together with Other SI does not seem suitable.
Observation 5	Neither of the two protection solutions is fully secure against replay attacks, meaning that fake base station attacks may still be possible.
Observation 6	It is unclear if SA3 has considered how the protection solution interacts with the solution for stored SI (i.e.  Value Tag in Minimum SI).
Observation 7	Even if signed system information does not protect against false base station attacks it may still be useful for other purposes.
Observation 8	Since the detection solution re-uses the messages and procedures defined for handover measurement reporting and ANR/MDT (i.e. Measurement Configuration for UEs in connected mode and Logged Measurement Configuration for UEs in idle/inactive mode) it should be possible to implement provided handover measurement reporting and ANR/MDT is supported for NR.
Observation 9	Whether additional measurement information should be defined for the detection solution depends on how useful the measurement is and the time/complexity it takes to perform the measurement on the UE side.

A draft LS response to SA3 based on the above observations can be found in [3].
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