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1
Decision/action requested

Approve the merged DoNAS solution to be sent to RAN WGs.
2
References

(Reference - in list form - should be made to previous related SA5/3GPP/etc. documents.)

(For changes against a draft TS/TR, a pseudo CR - a.k.a. pCR - will be provided using this Tdoc template. In this case, the number, name and version of the draft TS/TR used as base must be provided and the version must be the latest available version of the draft TS/TR.)

[1]
S3-161934 (=R2-167296) LS on Security aspects of RRC Connection Re-Establishment for NB-IoT (DoNAS)

[2] S3-170485 LS response on security issues in S3-170013/R2-169115

[3] R3-1702290 LS on mobility enhancements for NB-IoT

3
Rationale

This is proposed solution to address DoNAS RLF using NAS security solution
4
Detailed proposal

The following figures gives an overview of two different call flow for NAS-based solutions. 

Option A highlights Huawei’s solution, which requires the target eNB to go back to the source eNB for UE context once the target eNB receives the RRC Connetion Re-establishment request from the UE that experienced RLF. 

Option B highlights Qualcomm’s solution where the target eNB goes straight to the MME upon receiving RRC Connection Re-establishment request from the UE.
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1. The UE connects to the network via the Source eNB, to establish the RRC connection for CP solution, for option A, MME will provide some parameters to source eNB for verification, e.g. S-TMSI in S1 Connection Establishment Indication message or S1 DL NAS Transport message.
2. The UE experiences a RLF.

3. The UE calculates a UL_NAS_MAC using KNASint as the key, the next uplink NAS COUNT, a parameter to indicate the security context and Target Cell ID.  The uplink NAS COUNT is increased by the UE. The UE sends a NB-IoT RRCConnectionReestablishmentRequest to the Target eNB and includes the least 3-5 significant bits (LSBs) of NAS COUNT and UL_NAS_MAC (shortened to 16bits). 

NOTE 1: The RRCConnectionReestablishmentRequest message has 25 spare bits, and needs some other parameters to indicate the security context. For option A, PCI and short S-TMSI (may be shorten to 32bits) may be needed to identify the security context uniquely in eNB and MME. For option B, S-TMSI may be needed to identify the security context uniquely in MME.
For option A: 

4a.1 The target eNB contacts the source eNB by PCI, and will send a RLF INDICATION message on X2 interface including LSB of NAS COUNT, security context indication and UL_NAS_MAC, in order to fetch the UE context like in regular LTE.

4a.2 The source eNB retrieves the UE context, and sends a message to MME to validate the UL_NAS_MAC， including some of the inputs of UL_NAS_MAC, e.g. Target Cell ID, security context indication, LSB of NAS COUNT and UL_NAS_MAC.

NOTE2: security context indication in sending message would be decided by RAN3.
For option B:

4b.1 The Target eNB receives the UE’s message and sends the NAS identifier (S-TMSI), LSBs of NAS COUNT and UL_NAS_MAC to the MME. The correct MME is selected using the NAS identifier S-TMSI..

5. The MME uses the received LSB of NAS COUNT to check the UL_NAS_MAC. If this succeeds, then the MME is sure that the genuine UE is requested the RLF to the Target Cell. The MME updates the Uplink NAS COUNT as though it received a NAS message with the used NAS COUNT value. The MME also calculates the DL_NAS_MAC using the same inputs as is used for the UL_NAS_MAC except that the calculation is for the downlink. 

For option A:

6a.1 The MME returns the result and DL_NAS_MAC (calculated as described in 5) if the result indicates successful checking to source eNB.

6a.2 If the result indicates successful checking, the source eNB will respond with an UE CP Context Indication message to the target eNB on X2 interface including the UE context and DL_NAS_MAC. Otherwise, the source eNB will reject to deliver the UE context to target eNB. 

For option B:

6b.1 The MME can remove the S1-AP Context from the Source eNB and retrieve any undelivered PDUs. 
NOTE 3: The final decision on how to remove the old contexts and fetch PDU is for RAN2/3.
6b.2 The MME send the DL_NAS_MAC to the Target eNB. This message should also include any UE radio capabilities
NOTE 4: The final message name in 4a.2, 4b.1, 6a.1, 6b.1, and 6b.2 would be decided by RAN3.

7. The Target eNB sends the DL_NAS_MAC to the UE in the RRCConectionReestablishment message.

8. The UE checks the DL_NAS_MAC and if this is successful, the UE complete the RLF procedure. At this point user data can now be sent between the UE and MME.

NOTE 5: Messages 6b.1 and 6b.2-8 can happen simultaneously.
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