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1 Introduction
This document proposes discusses how the RRC connection is resumed and NCC is provided in the light connection. We propose a solution for Light Connection that allows data transmission of encrypted user data already in Msg3.
2 Discussion

LTE MAC protocol support transmitting data in Msg3, such that data from DRBs and control signalling from SRBs can be multiplexed. However, in Rel-13 RRC Suspend/resume, the UE cannot send encrypted UP data in the Msg3. The solution described in this document was not agreed, because NB-IoT completion in time was critical. Now, similar solution is discussed for NR. For the ongoing WI on Light Connection, we consider essential modifications should be introduced. This is also motivated in the WID [1]:
“Any left-over optimization from the User plane solution that could not be completed in time for Rel-13 can also be addressed in this WI”
The problem with existing solution comes from that the nextHopChainingCount is sent to the UE in Msg4 (RRCConnectionResume). In the Inter-eNB case, the new eNB receives the nextHopChainingCount from the old eNB. But if this nextHopChainingCount is delivered to the UE already by the old eNB (in the RRCConnectionRelease message), it can be used by the UE for key derivation before transmission of Msg3 (RRCConnectionResume and UP data if that fits to the grant) to a new eNB.
The solution principle is illustrated by these figures, with the nextHopChainingCount added in RRCConnectionRelease. Furthermore, the solution principle to convey the nextHopChainingCount in the “suspend” message is already captured in SA2 TR 23.720 [2], Figure 6.18.1.3-1.
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RRC Connection Resume procedure in different eNB
An additional advantage with this solution (on top of latency reduction) is that “short” RRC procedures, e.g. “RAN Area update”, can be executed with an RRCConnectionResume, directly followed by an encrypted RRCConnectionRelease message (with potentially a new ResumeID), to transfer UE back to Light Connected.
Proposal 1 Introduce nextHopChainingCount in RRCConnectionRelease message.
Proposal 2 UE derives new keys before sending Msg3 (RRCConnectionResumeRequest potentially multiplexed with user data).
Proposal 3 As in LTE Rel-13, RRCConnectionResumeRequest is not ciphered, and is sent on SRB0 with  shortResumeMAC-I calculated based on old keys (no change from existing specification).

Proposal 4 The multiplexed user data (send on DRBs) is ciphered using the new keys and can be sent in Msg3 and Msg4.
Proposal 5 RRCConnectionResume is sent on SRB1, integrity protected and ciphered using the new keys.
3 Conclusion

In this document, we have discussed security solution for Suspend/Resume in Light Connection.
We ask RA2 to agree on the following:

Proposal 6 Introduce nextHopChainingCount in RRCConnectionRelease message.

Proposal 7 UE derives new keys before sending Msg3 (RRCConnectionResumeRequest potentially multiplexed with user data).

Proposal 8 As in LTE Rel-13, RRCConnectionResumeRequest is not ciphered, and is sent on SRB0 with  shortResumeMAC-I calculated based on old keys (no change from existing specification).

Proposal 9 The multiplexed user data (send on DRBs) is ciphered using the new keys and can be sent in Msg3 and Msg4.

Proposal 10 RRCConnectionResume is sent on SRB1, integrity protected and ciphered using the new keys.
A text proposal for 36.331 is provided in Appendix.

4 References

[1] RP-160540, Work Item on signalling reduction to enable light connection for LTE

[2] 3GPP TR23.720, v13.0.0, Study on architecture enhancements for Cellular Internet of Things

A.1

Text proposal to TS 36.331

The text proposal below illustrates required modifications to TS 36.331 when the nextHopChainingCount is conveyed to the UE in RRCConnectionRelease message
5.3.3
RRC connection establishment
<cut>
5.3.3.2
Initiation

The UE initiates the procedure when upper layers request establishment or resume of an RRC connection while the UE is in RRC_IDLE.

<cut>
1>
if the UE is resuming an RRC connection:

2>
release the MCG SCell(s), if configured, in accordance with 5.3.10.3a;

2>
release powerPrefIndicationConfig, if configured and stop timer T340, if running;

2>
release reportProximityConfig and clear any associated proximity status reporting timer;

2>
release obtainLocationConfig, if configured;

2>
release idc-Config, if configured;

2>
release measSubframePatternPCell, if configured;

2>
release the entire SCG configuration, if configured, except for the DRB configuration (as configured by drb-ToAddModListSCG);

2>
release naics-Info for the PCell, if configured;

2>
release the LWA configuration, if configured, as described in 5.6.14.3;

2>
release the LWIP configuration, if configured, as described in 5.6.17.3;

1>
apply the default physical channel configuration as specified in 9.2.4;

1>
apply the default semi-persistent scheduling configuration as specified in 9.2.3;

1>
apply the default MAC main configuration as specified in 9.2.2;

1>
apply the CCCH configuration as specified in 9.1.1.2;

1>
apply the timeAlignmentTimerCommon included in SystemInformationBlockType2;

1>
start timer T300;

1>
if the UE is resuming an RRC connection:

2>
initiate transmission of the RRCConnectionResumeRequest message in accordance with 5.3.3.3a;

1>
else:

2>
if stored, discard the UE AS context and resumeIdentity;

2>
initiate transmission of the RRCConnectionRequest message in accordance with 5.3.3.3;

NOTE 2:
Upon initiating the connection establishment procedure, the UE is not required to ensure it maintains up to date system information applicable only for UEs in RRC_IDLE state. However, the UE needs to perform system information acquisition upon cell re-selection.

<cut>
5.3.3.3a
Actions related to transmission of RRCConnectionResumeRequest message

The UE shall set the contents of RRCConnectionResumeRequest message as follows:

1>
if the UE is a NB-IoT UE; or

1>
if field useFullResumeID is signalled in SystemInformationBlockType2:

2>
set the resumeID to the stored resumeIdentity;

1>
else

2>
set the truncatedResumeID to include bits in bit position 9 to 20 and 29 to 40 from the left in the stored resumeIdentity.

1> if the UE supports mo-VoiceCall establishment cause and UE is resuming the RRC connection for mobile originating MMTEL voice and SystemInformationBlockType2 includes voiceServiceCauseIndication: 

2>
set the resumeCause to mo-VoiceCall;
1>
else

2>
set the resumeCause in accordance with the information received from upper layers;

1>
set the shortResumeMAC-I to the 16 least significant bits of the MAC-I calculated:

2>
over the ASN.1 encoded as per section 8 (i.e., a multiple of 8 bits) VarShortResumeMAC-Input (or VarShortResumeMAC-Input-NB in NB-IoT);

2>
with the KRRCint key and the previously configured integrity protection algorithm; and

2>
with all input bits for COUNT, BEARER and DIRECTION set to binary ones;

1>
restore the RRC configuration and security context from the stored UE AS context:

1>
if nextHopChainingCount was indicated in the RRCConnectionRelease:
2>
restore the PDCP state and re-establish PDCP entities for all SRBs and DRBs;;

2>
if drb-ContinueROHC was indicated in the RRCConnectionRelease:

3>
indicate to lower layers that stored UE AS context is used and that drb-ContinueROHC is configured;

3>
continue the header compression protocol context for the DRBs configured with the header compression protocol;

2>
else:

3>
indicate to lower layers that stored UE AS context is used;

3>
reset the header compression protocol context for the DRBs configured with the header compression protocol;
2>
resume SRBs and DRBs;
2>
update the KeNB key based on the KASME key to which the current KeNB is associated, using the nextHopChainingCount value indicated in the RRCConnectionRelease message, as specified in TS 33.401 [32];

2>
derive the KRRCint key associated with the previously configured integrity algorithm, as specified in TS 33.401 [32];

2>
derive the KRRCenc key and the KUPenc key associated with the previously configured ciphering algorithm, as specified in TS 33.401 [32];

2>
configure lower layers to resume integrity protection using the previously configured algorithm and the KRRCint key immediately, i.e., integrity protection shall be applied to all subsequent messages received and sent by the UE;

2>
configure lower layers to resume ciphering and to apply the ciphering algorithm, the KRRCenc key and the KUPenc key, i.e. the ciphering configuration shall be applied to all subsequent messages received and sent by the UE, except for the RRCConnectionResumeRequest;

1>
else:

2>
restore the PDCP state and re-establish PDCP entities for SRB1;

2>
resume SRB1;
NOTE:
Until successful connection resumption, SRB1 is used only for the transfer RRCConnectionResume message.
The UE shall submit the RRCConnectionResumeRequest message to lower layers for transmission.

The UE shall continue cell re-selection related measurements as well as cell re-selection evaluation. If the conditions for cell re-selection are fulfilled, the UE shall perform cell re-selection as specified in 5.3.3.5.
<cut>
5.3.3.4a
Reception of the RRCConnectionResume by the UE

The UE shall:

1>
stop timer T300; 
1>
if nextHopChainingCount was not indicated in the RRCConnectionRelease:
2>
restore the PDCP state and re-establish PDCP entities for SRB2 and all DRBs;

2>
if drb-ContinueROHC is included:

3>
indicate to lower layers that stored UE AS context is used and that drb-ContinueROHC is configured;

3>
continue the header compression protocol context for the DRBs configured with the header compression protocol;

2>
else:

3>
indicate to lower layers that stored UE AS context is used;
3>
reset the header compression protocol context for the DRBs configured with the header compression protocol;
2>
resume SRB2 and all DRBs;
1>
 discard the stored UE AS context and resumeIdentity;

1>
perform the radio resource configuration procedure in accordance with the received radioResourceConfigDedicated and as specified in 5.3.10;


1>
if stored, discard the cell reselection priority information provided by the idleModeMobilityControlInfo or inherited from another RAT;

1>
if the RRCConnectionResume message includes the measConfig:

2>
perform the measurement configuration procedure as specified in 5.5.2;

1>
stop timer T302, if running;

1>
stop timer T303, if running;

1>
stop timer T305, if running;

1>
stop timer T306, if running; 

1>
stop timer T308, if running;

1>
perform the actions as specified in 5.3.3.7;

1>
stop timer T320, if running;

1>
stop timer T350, if running;

1>
perform the actions as specified in 5.6.12.4;
1>
stop timer T360, if running;
1>
if nextHopChainingCount was not indicated in the RRCConnectionRelease:
2>
update the KeNB key based on the KASME key to which the current KeNB is associated, using the nextHopChainingCount value indicated in the RRCConnectionResume message, as specified in TS 33.401 [32];

2>
store the nextHopChainingCount value;
2>
derive the KRRCint key associated with the previously configured integrity algorithm, as specified in TS 33.401 [32];

2>
request lower layers to verify the integrity protection of the RRCConnectionResume message, using the previously configured algorithm and the KRRCint key;

2>
if the integrity protection check of the RRCConnectionResume message fails:

3>
perform the actions upon leaving RRC_CONNECTED as specified in 5.3.12, with release cause 'other', upon which the procedure ends;

2>
derive the KRRCenc key and the KUPenc key associated with the previously configured ciphering algorithm, as specified in TS 33.401 [32];

2>
configure lower layers to resume integrity protection using the previously configured algorithm and the KRRCint key immediately, i.e., integrity protection shall be applied to all subsequent messages received and sent by the UE;

2>
configure lower layers to resume ciphering and to apply the ciphering algorithm, the KRRCenc key and the KUPenc key, i.e. the ciphering configuration shall be applied to all subsequent messages received and sent by the UE;

1>
enter RRC_CONNECTED;

1>
indicate to upper layers that the suspended RRC connection has been resumed;

1>
stop the cell re-selection procedure;

1>
consider the current cell to be the PCell;

1>
set the content of RRCConnectionResumeComplete message as follows:

2>
set the selectedPLMN-Identity to the PLMN selected by upper layers (see TS 23.122 [11], TS 24.301 [35]) from the PLMN(s) included in the plmn-IdentityList in SystemInformationBlockType1;

2>
set the dedicatedInfoNAS to include the information received from upper layers;

2>
except for NB-IoT:

3>
if the UE has radio link failure or handover failure information available in VarRLF-Report and if the RPLMN is included in plmn-IdentityList stored in VarRLF-Report:

4>
include rlf-InfoAvailable;

3>
if the UE has MBSFN logged measurements available for E-UTRA and if the RPLMN is included in plmn-IdentityList stored in VarLogMeasReport:

4>
include logMeasAvailableMBSFN;

3>
else if the UE has logged measurements available for E-UTRA and if the RPLMN is included in plmn-IdentityList stored in VarLogMeasReport:

4>
include logMeasAvailable;

3>
if the UE has connection establishment failure information available in VarConnEstFailReport and if the RPLMN is equal to plmn-Identity stored in VarConnEstFailReport:

4>
include connEstFailInfoAvailable;

3>
include the mobilityState and set it to the mobility state (as specified in TS 36.304 [4]) of the UE just prior to entering RRC_CONNECTED state;

3>
if the UE supports storage of mobility history information and the UE has mobility history information available in VarMobilityHistoryReport:

4>
include mobilityHistoryAvail;

1>
submit the RRCConnectionResumeComplete message to lower layers for transmission;

1>
the procedure ends.
<cut>
4.1.1.1 –
RRCConnectionRelease
The RRCConnectionRelease message is used to command the release of an RRC connection.

Signalling radio bearer: SRB1

RLC-SAP: AM

Logical channel: DCCH

Direction: E‑UTRAN to UE

RRCConnectionRelease message
-- ASN1START

RRCConnectionRelease ::=


SEQUENCE {


rrc-TransactionIdentifier


RRC-TransactionIdentifier,


criticalExtensions




CHOICE {



c1








CHOICE {




rrcConnectionRelease-r8



RRCConnectionRelease-r8-IEs,




spare3 NULL, spare2 NULL, spare1 NULL



},



criticalExtensionsFuture


SEQUENCE {}


}

}

RRCConnectionRelease-r8-IEs ::=

SEQUENCE {


releaseCause





ReleaseCause,


redirectedCarrierInfo



RedirectedCarrierInfo



OPTIONAL,
-- Need ON


idleModeMobilityControlInfo


IdleModeMobilityControlInfo


OPTIONAL,
-- Need OP


nonCriticalExtension



RRCConnectionRelease-v890-IEs

OPTIONAL

}

RRCConnectionRelease-v890-IEs ::=
SEQUENCE {


lateNonCriticalExtension


OCTET STRING (CONTAINING RRCConnectionRelease-v9e0-IEs)
OPTIONAL,


nonCriticalExtension



RRCConnectionRelease-v920-IEs

OPTIONAL

}

-- Late non critical extensions

RRCConnectionRelease-v9e0-IEs ::= SEQUENCE {


redirectedCarrierInfo-v9e0


RedirectedCarrierInfo-v9e0


OPTIONAL,
-- Cond NoRedirect-r8


idleModeMobilityControlInfo-v9e0
IdleModeMobilityControlInfo-v9e0
OPTIONAL,
-- Cond IdleInfoEUTRA


nonCriticalExtension



SEQUENCE {}






OPTIONAL

}

-- Regular non critical extensions

RRCConnectionRelease-v920-IEs ::=
SEQUENCE {


cellInfoList-r9




CHOICE {



geran-r9





CellInfoListGERAN-r9,



utra-FDD-r9





CellInfoListUTRA-FDD-r9,



utra-TDD-r9





CellInfoListUTRA-TDD-r9,



...,



utra-TDD-r10




CellInfoListUTRA-TDD-r10


}














OPTIONAL,
-- Cond Redirection


nonCriticalExtension


RRCConnectionRelease-v1020-IEs

OPTIONAL

}

RRCConnectionRelease-v1020-IEs ::=
SEQUENCE {


extendedWaitTime-r10



INTEGER (1..1800)

OPTIONAL,
-- Need ON


nonCriticalExtension


RRCConnectionRelease-v1320-IEs



OPTIONAL

}

RRCConnectionRelease-v1320-IEs::=
SEQUENCE {


resumeIdentity-r13




ResumeIdentity-r13



OPTIONAL,
-- Need OR 


nonCriticalExtension



RRCConnectionRelease-v14xy-IEs





OPTIONAL

}
RRCConnectionRelease-v14xy-IEs::=
SEQUENCE {


nextHopChainingCount-r14


NextHopChainingCount


OPTIONAL,


drb-ContinueROHC-r13



ENUMERATED {true}



OPTIONAL, 
-- Need OP


nonCriticalExtension



SEQUENCE {}





OPTIONAL

}
ReleaseCause ::=



ENUMERATED {loadBalancingTAUrequired,












other, cs-FallbackHighPriority-v1020, rrc-Suspend-v1320}

RedirectedCarrierInfo ::=


CHOICE {


eutra







ARFCN-ValueEUTRA,


geran







CarrierFreqsGERAN,


utra-FDD






ARFCN-ValueUTRA,


utra-TDD






ARFCN-ValueUTRA,


cdma2000-HRPD





CarrierFreqCDMA2000,


cdma2000-1xRTT





CarrierFreqCDMA2000,


...,


utra-TDD-r10





CarrierFreqListUTRA-TDD-r10

}

RedirectedCarrierInfo-v9e0 ::=


SEQUENCE {


eutra-v9e0







ARFCN-ValueEUTRA-v9e0

}

CarrierFreqListUTRA-TDD-r10 ::=


SEQUENCE (SIZE (1..maxFreqUTRA-TDD-r10)) OF ARFCN-ValueUTRA
IdleModeMobilityControlInfo ::=

SEQUENCE {


freqPriorityListEUTRA



FreqPriorityListEUTRA


OPTIONAL,

-- Need ON


freqPriorityListGERAN



FreqsPriorityListGERAN


OPTIONAL,

-- Need ON


freqPriorityListUTRA-FDD


FreqPriorityListUTRA-FDD

OPTIONAL,

-- Need ON


freqPriorityListUTRA-TDD


FreqPriorityListUTRA-TDD

OPTIONAL,

-- Need ON

bandClassPriorityListHRPD


BandClassPriorityListHRPD

OPTIONAL,

-- Need ON


bandClassPriorityList1XRTT


BandClassPriorityList1XRTT

OPTIONAL,

-- Need ON


t320







ENUMERATED {












min5, min10, min20, min30, min60, min120, min180,












spare1}





OPTIONAL,

-- Need OR


...,

[[
freqPriorityListExtEUTRA-r12

FreqPriorityListExtEUTRA-r12

OPTIONAL

-- Need ON


]],


[[
freqPriorityListEUTRA-v1310


FreqPriorityListEUTRA-v1310


OPTIONAL,

-- Need ON



freqPriorityListExtEUTRA-v1310

FreqPriorityListExtEUTRA-v1310

OPTIONAL

-- Need ON

]]
}

IdleModeMobilityControlInfo-v9e0 ::=
SEQUENCE {


freqPriorityListEUTRA-v9e0


SEQUENCE (SIZE (1..maxFreq)) OF FreqPriorityEUTRA-v9e0

}

FreqPriorityListEUTRA ::=


SEQUENCE (SIZE (1..maxFreq)) OF FreqPriorityEUTRA

FreqPriorityListExtEUTRA-r12 ::=

SEQUENCE (SIZE (1..maxFreq)) OF FreqPriorityEUTRA-r12

FreqPriorityListEUTRA-v1310 ::=


SEQUENCE (SIZE (1..maxFreq)) OF FreqPriorityEUTRA-v1310
FreqPriorityListExtEUTRA-v1310 ::=

SEQUENCE (SIZE (1..maxFreq)) OF FreqPriorityEUTRA-v1310

FreqPriorityEUTRA ::=



SEQUENCE {


carrierFreq






ARFCN-ValueEUTRA,


cellReselectionPriority



CellReselectionPriority

}

FreqPriorityEUTRA-v9e0 ::=


SEQUENCE {


carrierFreq-v9e0




ARFCN-ValueEUTRA-v9e0

OPTIONAL
-- Cond EARFCN-max

}

FreqPriorityEUTRA-r12 ::=



SEQUENCE {


carrierFreq-r12






ARFCN-ValueEUTRA-r9,


cellReselectionPriority-r12



CellReselectionPriority

}
FreqPriorityEUTRA-v1310 ::=



SEQUENCE {


cellReselectionSubPriority-r13



CellReselectionSubPriority-r13 

OPTIONAL

-- Need ON

}
FreqsPriorityListGERAN ::=


SEQUENCE (SIZE (1..maxGNFG)) OF FreqsPriorityGERAN

FreqsPriorityGERAN ::=



SEQUENCE {


carrierFreqs





CarrierFreqsGERAN,


cellReselectionPriority



CellReselectionPriority

}

FreqPriorityListUTRA-FDD ::=

SEQUENCE (SIZE (1..maxUTRA-FDD-Carrier)) OF FreqPriorityUTRA-FDD

FreqPriorityUTRA-FDD ::=


SEQUENCE {


carrierFreq






ARFCN-ValueUTRA,


cellReselectionPriority



CellReselectionPriority

}

FreqPriorityListUTRA-TDD ::=

SEQUENCE (SIZE (1..maxUTRA-TDD-Carrier)) OF FreqPriorityUTRA-TDD

FreqPriorityUTRA-TDD ::=


SEQUENCE {


carrierFreq






ARFCN-ValueUTRA,


cellReselectionPriority



CellReselectionPriority

}
BandClassPriorityListHRPD ::=

SEQUENCE (SIZE (1..maxCDMA-BandClass)) OF BandClassPriorityHRPD

BandClassPriorityHRPD ::=


SEQUENCE {


bandClass






BandclassCDMA2000,


cellReselectionPriority



CellReselectionPriority

}

BandClassPriorityList1XRTT ::=
SEQUENCE (SIZE (1..maxCDMA-BandClass)) OF BandClassPriority1XRTT

BandClassPriority1XRTT ::=


SEQUENCE {


bandClass






BandclassCDMA2000,


cellReselectionPriority



CellReselectionPriority

}

CellInfoListGERAN-r9 ::=

SEQUENCE (SIZE (1..maxCellInfoGERAN-r9)) OF CellInfoGERAN-r9
CellInfoGERAN-r9 ::=



SEQUENCE {


physCellId-r9





PhysCellIdGERAN,


carrierFreq-r9





CarrierFreqGERAN,


systemInformation-r9



SystemInfoListGERAN

}

CellInfoListUTRA-FDD-r9 ::=


SEQUENCE (SIZE (1..maxCellInfoUTRA-r9)) OF CellInfoUTRA-FDD-r9

CellInfoUTRA-FDD-r9 ::=



SEQUENCE {


physCellId-r9





PhysCellIdUTRA-FDD,


utra-BCCH-Container-r9



OCTET STRING

}

CellInfoListUTRA-TDD-r9 ::=


SEQUENCE (SIZE (1..maxCellInfoUTRA-r9)) OF CellInfoUTRA-TDD-r9

CellInfoUTRA-TDD-r9 ::=



SEQUENCE {


physCellId-r9





PhysCellIdUTRA-TDD,


utra-BCCH-Container-r9



OCTET STRING

}

CellInfoListUTRA-TDD-r10 ::=

SEQUENCE (SIZE (1..maxCellInfoUTRA-r9)) OF CellInfoUTRA-TDD-r10

CellInfoUTRA-TDD-r10 ::=


SEQUENCE {


physCellId-r10





PhysCellIdUTRA-TDD,


carrierFreq-r10





ARFCN-ValueUTRA,


utra-BCCH-Container-r10



OCTET STRING

}

-- ASN1STOP
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