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1. Introduction
In RAN2#96, as part of the LTE handover without WT change objective of the eLWA WI, several options on handling of PDCP layer security were discussed. In particular, regarding the PDCP key change for the packets received on WiFi link, it was agreed to adopt the solution in [1]:

=>
RAN2 will adopt a user plane solution to handle PDCP key change (key marker in every packet or end marker with last SN)
In this contribution, we consider the remaining details on the PDCP key change, assuming that this is signalled by a PDCP PDU as described in [1].
2. Discussion
For the completion of the PDCP key change, it is beneficial to recall the previous related agreements taken in RAN2#95bis:
Agreements:

1
The solution will ensure that PDCP deciphering using “wrong” key doesn’t happen at UE or eNB. 

2
It is up to eNB implementation when the source eNB stops sending DL packets to WT

3: 
The impact to WT should be minimized for the handover procedure where WT is retained.

4a: Solution will not require that UE has to retain two PDCP DL keys for LWA bearers (i.e. hard switch so that old key can be discarded as soon as the new key is used.) 

4b
A UE implementation may retain 2 PDCP DL keys (pending confirmation of the entire solution with SA3)

5. 
RAN2 will select one of the 4 solutions (key indicator in LWAAP, end-marker packet, last SN in RRC, no indication of key change).
On the downlink, the source eNB can decide whether to use this feature in advance of the LTE handover as this is transparent to target eNB and signal in LWA configuration.

Proposal 1: The source eNB configures the UE for handover optimization without WT change on the downlink. This should be signalled in LWA Configuration.

The source eNB will send the end-marker PDU when it stops forwarding data to WLAN which is allowed by the agreed RAN3 call flow (as shown in the Annex) [2].

Proposal 2: The eNB will continue to send data to WLAN until the transmission of end-marker PDU.

The UE will continue to use the source eNB key for data received over WLAN until it receives the end-marker. However, due to the WLAN latency, this can happen after the UE completes handover and starts receiving data from the target eNB on LTE link. The UE can still keep both keys and apply source eNB one to PDUs received over WiFi and target eNB one to PDUs received over LTE. Since RAN2#95bis agreed that the UE does not have to retain two keys, such UE can either buffer target eNB PDUs until end-marker reception for later deciphering or switch to the target eNB key immediately. Since this all depends on the UE capability which RAN2 has decided not to make it mandatory, it should left to UE implementation.
Proposal 3: It is up to the UE implementation for how long to keep using source eNB key after HO completion.
For the downlink data to continue over WiFi during LTE handover, WT should keep receiving such data from source eNB and transmit to the UE even after WT Addition is received from the target eNB. We note that, per RAN3 agreed call flow, WT addition from target eNB is done right after X2 Handover Response while the WT release from source eNB can be delayed according to eNB implementation choice. This WT behaviour can be captured in stage-2. 
Proposal 4: WT should continue forwarding data from source eNB to the UE until it receives WT Release from the source eNB.

Even though most traffic today is still downlink heavy, the optimization of keeping WLAN active during LTE HO is also beneficial for uplink. The first question is whether source or target eNB should be responsible for uplink configuration. This depends on which eNB will be the recipient of the end-marker PDU on the uplink, which is determined by when the source eNB sends the WT Release, whether WT uses source eNB link for forwarding uplink data or not, and when the end-marker is sent by the UE. In all different scenarios corresponding to these, it is possible that some uplink data may arrive with the wrong key and thus lost but the receiver eNB will be aware of the wrong key and thus not forward data to the S-GW.

One simple alternative is to always rely on source eNB where it also configures the uplink part for end-marker transmission and define WT behaviour so that source eNB is the most likely recipient of the end-marker PDU. 

Proposal 5: For uplink, the decision to keep WiFi link active during LTE handover is also taken by the source eNB and signalled in RRC Reconfiguration.
The UE will send an end-marker PDU after it completes RRC Reconfiguration and resumes data transmit towards the target eNB. This time is independent of the downlink key change since the end-marker PDU from the source eNB can arrive at an earlier or later time.

Proposal 6: The UE will send an end-marker PDU after it completes RRC Reconfiguration received in the HO command and starts transmitting data towards the target eNB.
On uplink, the source eNB can as keep forwarding data to S-GW before end-marker and to the target eNB after end-marker. Since it may not be practically feasible for WT to inspect uplink PDUs to find out the end-marker and a reasonable solution is for WT to forward all uplink data to the, a simpler alternative is for the WT forward all PDUs (including most likely the end-marker) to the source eNB until WT Release.
Observation: WT inspection of PDUs to detect end-marker and decided on the Xw-U link (either source or target eNB) is optional and left to implementation.
Proposal 7: If WT does not perform PDU inspection, it should forward all uplink traffic to the source eNB until it receives WT Release.
As in Proposal 4, the above can be captured in Stage-2 in the call flow of this procedure.

A further optimization for uplink is to signal the source eNB key in Handover Request wherein the target eNB can decipher PDUs before the end-marker with source eNB key assuming the end-marker ends up at the target eNB due to timing of WT Release and RRC Reconfiguration. This can be decided per SA3 guidance in response to the LS sent by RAN2 on this topic [3]. 
Proposal 8: RAN2 discuss signalling source KeNB in Handover Request per SA3 guidance and inform RAN3 if it is agreed.
In the down-selection of solutions for PDCP key change, the end-marker packet solution was proposed as a PDCP Control PDU, which has the minimal impact on the PDCP protocol while accommodating the inclusion of last SN. This is also in line with how LWA status reporting was specified as PDCP control PDU in Rel-13. As a first step, RAN2 should confirm this selection:
Proposal 9: The end-marker is a PDCP Control PDU with a new PDU type and includes the “last SN” of the PDU before the PDCP key changes.
3. Conclusion
In this contribution, we discussed the remaining issues for PDCP Key Change and propose the following:
Proposal 1: The source eNB configures the UE for handover optimization without WT change on the downlink. This should be signalled in LWA Configuration.

Proposal 2: The eNB will continue to send data to WLAN until the transmission of end-marker PDU.

Proposal 3: It is up to the UE implementation for how long to keep using source eNB key after HO completion.
Proposal 4: WT should continue forwarding data from source eNB to the UE until it receives WT Release from the source eNB.

Proposal 5: For uplink, the decision to keep WiFi link active during LTE handover is also taken by the source eNB and signalled in RRC Reconfiguration.
Proposal 6: The UE will send an end-marker PDU after it completes RRC Reconfiguration received in the HO command and starts transmitting data towards the target eNB.
Observation: WT inspection of PDUs to detect end-marker and decided on the Xw-U link (either source or target eNB) is optional and left to implementation.
Proposal 7: If WT does not perform PDU inspection, it should forward all uplink traffic to the source eNB until it receives WT Release.
Proposal 8: RAN2 discuss signalling source KeNB in Handover Request per SA3 guidance and inform RAN3 if it is agreed.
Proposal 9: The end-marker is a PDCP Control PDU with a new PDU type and includes the “last SN” of the PDU before the PDCP key changes.
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