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1 Introduction

After RAN2#96, the following was captured in 36.300 for HO when LWA is kept:

For LWA, eNB may not trigger the S-KWT update during handover without WT change. In such a case, the eNB sends the WT counter to the UE after handover via a separate RRC reconfiguration procedure. The UE does not need to perform reauthentication with WLAN immediately even though the KeNB is updated but shall use the updated WT counter the next time the UE does re-association with WLAN. As the PDCP PDUs may continue to be transmitted over WLAN during handover without WT change, the transmitter uses an end-marker PDCP control PDU to inform the receiver of the last PDCP PDU encrypted with source KeNB, as described in 22A.1.x.

Editor’s Note: The last statement above (regarding end-marker PDCP control PDU) is working assumption pending final agreement. Reference to new subclause “22A.1.x HO without WT change” to be updated based on the subclause where RAN3 describes the detailed call flow for this procedure.

Further, an LS to SA3 (and RAN3) was sent which has the following statements regarding PDCP key change:
On particular, RAN2 has decided on the following concerning S-KWT and PDCP changes during handover without WT change where eLWA configuration is retained:

· PDCP key change: There are no changes to when and how the derivation/change of the PDCP security keys for ciphering of the packets is done. 

However, there are some changes to how PDUs sent over WLAN during the handover may be deciphered due to retaining the LWA operation:

· For PDCP PDUs sent over LTE: RAN2 has made no changes to security procedures for packet sent over LTE. This is applicable to both LTE only bearers and LTE link of an LWA bearer. After receiving and processing the HO command, UE does a switch of PDCP keys when it starts receiving packets from the target cell (i.e. UE can always decipher packets from the target cell when they are sent). 
· For PDCP PDUs sent over WLAN: RAN2 has agreed that the PDCP PDUs may continue to be transmitted over WLAN for an LWA bearer during handover without WT change where eLWA configuration is retained. This means that for packets sent/received over WLAN, UE postpone the switch of PDCP keys until it receives an “end-marker packet” (see below for details).


· This requires that the receiver can distinguish which packets were ciphered with which PDCP keys to avoid deciphering with the wrong PDCP key. 

To resolve this deciphering issue, a working assumption was made on an “end marker packet” solution: The transmitter (i.e. source eNB on the downlink and UE on the uplink) sends an “end-marker packet” (which contains a PDCP SN) that indicates to the receiver the last PDCP PDU ciphered with source eNB key. 


Hence, after receiving the “end-marker packet”, the receiver assumes that the PDCP PDUs whose COUNT value is larger than the COUNT value corresponding to the SN in the “end-marker packet” are ciphered with the target eNB key. 

Note that the UE is not required to retain both source and target eNB PDCP keys (however, a UE implementation may retain 2 PDCP DL keys).

· S-KWT change: RAN2 agreed that when to perform S-KWT change (i.e. signalling of new WT counter) is left up to eNB implementation. Hence, S-KWT may be changed separately from the PDCP key (i.e. during or after handover)

· If the S-KWT is changed during the HO, the UE applies the new WT counter received from the eNB and the new KeNB to derive the new S-KWT when processing the handover in the same manner as when S-KWT is changed during reconfiguration in Rel-13, and the eNB also sends the new S-KWT to the WT.

· If the S-KWT is not changed during the HO, the eNB may trigger RRC reconfiguration to signal WT counter to derive new S-KWT after the handover. To do this, the eNB also calculates a new key S-KWT using the new WT counter and performs a  WT Modification procedure to send the new S-KWT to WT 

· Once derived, the UE and WT utilize the new S-KWT the next time WLAN authentication is triggered.

In this contribution we discuss the RAN2 working assumption on end marker packet and propose a simpler but as efficient solution.
2 PDCP key change DL
RAN3 has concluded the following mobility procedure as a working assumption in [1]:
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The RAN2 working assumption on PDCP key change procedure implies that during HO, DL packets may be send to UE via WLAN network. For that, target eNB sends an end marker PDCP packet via WLAN to UE. The target eNB may send DL packets after step 9 which may happen directly after step 4. This means that end marker packet may be received by the UE before step 5 which is the HO command.
Observation 1 The end marker packet may be received by the UE before step 5 which is the HO command. UE procedure for key change and PDCP packet handling in this case needs to be clarified. 
Options are that UE continues deciphering with wrong key until HO command arrives and then switched the key immediately. UE may also discards or buffer the packets if it retains only one PDCP key.
In the best case, the end marker packet arrives at the UE between step 5 and 8 in which case the end marker packet works as planned. However, the end marker packet may also arrive after step 8 or be lost altogether. In this case, it is quite clear that UE needs to switch to the new key by step 8 as the LWA bearer may then receive packets from target eNB via the LTE path. It should be clarified what happens to the packets that arrive via WLAN after step 8 if the end marker packet has not arrived.
Observation 2 The end marker packet may arrive after step 8 or be lost altogether. UE needs to switch to new key by step 8 but it should be clarified what happens to the packets that arrive via WLAN after step 8 if the end marker packet has not arrived.
If the end marker packet does not arrive by step 8 there is no means for the UE to know whether the end marker packet still is about to arrive or it has been lost. As there is a possibility that the end marker packet gets lost, the only reasonable procedure is to decipher all packets after step 8 with the new key and let the application layer deal with the garbage forwarded.
Observation 3 With the end marker packet solution, UE might end up deciphering packets with wrong key.

As the end marker packet solution has issues in cases when the end marker packet does not arrive between steps 5 and 8 and does not lead ensure that all packets sent via WLAN would be deciphered with the correct key, it is better to not agree with the working assumption and adopt a simpler but as efficient option. A simpler solution is that after step 5 the UE switches to new key and continues receiving packets from WLAN. In this solution it is known when UE really switches the key and thus network may act accordingly when sending data to UE via WLAN. In this case source eNB would stop sending packets towards WT by implementation early enough and target eNB could start forwarding packets towards WT as soon as it receives WT addition request ack (step3).
Proposal 1 For DL, the UE switches to new PDCP key after receiving HO command.

3 PDCP key change UL

The current RAN2 working assumption covers only DL but it is assumed that UL is discussed as well.. In UL, after PDCP key change, UE may send the end marker packet via WLAN. As WT is not required to check the content of the PDCP packets, it may forward the end marker packet either to source eNB or target eNB as it is not specified when step 6 actually is done. If it is received by source eNB, source eNB may take that into account and discard any packets it receives afterwards belonging to this UE from the WT. If the end marker packet is received by the target eNB, the target eNB knows that packets after the end marker packet are likely deciphered with new key. However, as WT may route the packets to either source or target, the eNB that is not receiving the end marker packet has no way of knowing if the end marker packet is still coming or not. Thus in addition of the possible loss of the end marker packet, it may be forwarded to source, after which target eNB has no means to know if it should still be expecting the end marker packet or not
Observation 4 In UL, compared to DL case, in addition to the possibility of WLAN losing the end marker packet, the WT may route the packet to source eNB, after which target eNB has no means to know if it should still be expecting the end marker packet or not.

Observation 5 With the end marker packet solution, eNB might end up deciphering packets with wrong key.

Proposal 2 Do not adopt the end marker packet to UL.

4 Conclusion

Based on the discussion we have the following and proposals: 
Observation 1
The end marker packet may be received by the UE before step 5 which is the HO command. UE procedure for key change and PDCP packet handling in this case needs to be clarified.
Observation 2
The end marker packet may arrive after step 8 or be lost altogether. UE needs to switch to new key by step 8 but it should be clarified what happens to the packets that arrive via WLAN after step 8 if the end marker packet has not arrived.
Observation 3
With the end marker packet solution, UE might end up deciphering packets with wrong key.
Observation 4
In UL, compared to DL case, in addition to the possibility of WLAN losing the end marker packet, the WT may route the packet to source eNB, after which target eNB has no means to know if it should still be expecting the end marker packet or not.
Observation 5
With the end marker packet solution, eNB might end up deciphering packets with wrong key.


Proposal 1
For DL, the UE switches to new PDCP key after receiving HO command.
Proposal 2
Do not adopt the end marker packet to UL.
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