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1 Discussion
Various 3GPP subgroups (RAN2, RAN3, SA3) have been investigating how to support RRC re-establishment when NB-IoT UE operating with control plane. SA3 is discussing what security information is needed to validate the re-establishment request [2]
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[3]and RAN3 considering network signalling options [4].
From RAN2 perspective, there is an impact to current RRC Reestablishment Request signalling.  This paper looks at the potential impact to RRC specification of at least two SA3 solution security.
2 SA3 solutions and impact to RAN2 specification
Reference [2] proposes the RRCConnectionReestablishmentRequest-NB message to carry the following information:

· 3 – 5 LSB of NAS_COUNT. In this case the exact size can dependent on space in RRC Reestablishment Request message.

· 16 bit NAS_MAC

· PCI assumed to be included in the message. But alternative cell ID (such as ECID) could be used instead if there is need to uniquely identify source eNB in order to avoid multiple RLF Indications and/or MME checks. 

· C-RNTI assumed to be included to identify UE context by the source eNB
Because the RRCConnectionReestablishmentRequest-NB message is required to carry at least NAS_COUNT, changes to RRCConnectionReestablishmentRequest-NB message are needed.

A potential RRCConnectionReestablishmentRequest-NB message to support proposal in [2] is shown in Table 1.

Table 1 RRCConnectionReestablishmentRequest-NB message
-- ASN1START
RRCConnectionReestablishmentRequest-NB ::= SEQUENCE {


criticalExtensions




CHOICE {



rrcConnectionReestablishmentRequest-r13











RRCConnectionReestablishmentRequest-NB-r13-IEs,



criticalExtensionsFuture

CHOICE {


rrcConnectionReestablishmentRequest-r14
RRCConnectionReestablishmentRequest-NB-v1420-IEs,


criticalExtensionsFuture
SEQUENCE {}

}}

}

RRCConnectionReestablishmentRequest-NB-r13-IEs ::= SEQUENCE {


ue-Identity-r13





ReestabUE-Identity,


reestablishmentCause-r13


ReestablishmentCause-NB-r13,


spare







BIT STRING (SIZE (25))
}

RRCConnectionReestablishmentRequest-NB-v1420-IEs ::= SEQUENCE {


ue-Identity-r14





ReestabUE-Identity-r14,


reestablishmentCause-r14


ReestablishmentCause-NB-r13,

spare







BIT STRING (SIZE (19))

}

ReestablishmentCause-NB-r13 ::=


ENUMERATED {












reconfigurationFailure, otherFailure, 











spare2, spare1}
ReestabUE-Identity-r14 ::=



SEQUENCE {


c-RNTI







C-RNTI,


physCellId






PhysCellId,


shortMAC-I






ShortMAC-I


nasCount






NASCount

}

-- ASN1STOP
Table 2 NASCount information element

-- ASN1START

NASCount ::=




BIT STRING (SIZE (5))

-- ASN1STOP

With the proposed changes, there are still 19 bits spare and this is sufficient to replace physCellid (9-bits) with ECI (28-bits) [1].

Observation 1: It is possible to extend RRCConnectionReestablishmentRequest-NB message to carry E-UTRAN Cell ID and NAS_COUNT
Reference [3] proposes RRCConnectionReestablishmentRequest-NB message to carry S-TMSI instead of C-RNTI or NAC_COUNT. With the message extension approach shown in Table 1 and replacing C-RNTI (16bits), NASCount (5-bits) and spare (19bits) with S-TMSI (40-bits) will also fit into the message. But if SA3 requires some bits of the NAS count are needed then there will be no space to carry it.
Observation 2: It is possible to extend RRCConnectionReestablishmentRequest-NB message to carry S-TMSI instead of C-RNTI but the message will not be able to carry any bits of the NAS count.

Proposal: Given that RRCConnectionReestablishmentRequest-NB message modified to carry ECI, NAS_COUNT and NAS_MAC instead of PCI and shortMAC_I likely to meet SA3 and RAN3 requirements it is proposed to proceed with this approach rather than using S-TMSI in RRCConnectionReestablishmentRequest-NB message.
3 Summary
This document highlights the potential impact on RRCConnectionReestablishmentRequest-NB message based on some of the solutions being discussed in SA3 [2]
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[3] and RAN3 [4].
Observation 1: It is possible to extend RRCConnectionReestablishmentRequest-NB message to carry E-UTRAN Cell ID and NAS_COUNT.

Observation 2: It is possible to extend RRCConnectionReestablishmentRequest-NB message to carry S-TMSI instead of C-RNTI but the message will not be able to carry any bits of the NAS count.

Proposal: Given that RRCConnectionReestablishmentRequest-NB message modified to carry ECI, NAS_COUNT and NAS_MAC instead of PCI and shortMAC_I likely to meet SA3 and RAN3 requirements it is proposed to proceed with this approach rather than using S-TMSI in RRCConnectionReestablishmentRequest-NB message.
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