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1. Overall Description:

RAN2 discussed LTE RRC procedures vulnerability for potential security/privacy attacks if unprotected RRC connection release message with redirection to unauthenticated GSM BTS is received by the LTE UE (see attachments).
RAN2 acknowledged that the issue exists in real deployments and therefore requires possibly improved protection of the LTE call redirection to GERAN. While RRC connection release with GERAN redirection prior AS security activation has been allowed with reasons (e.g. to improve the delay of CSFB), RAN2 will attempt to find a solution within AS security domain in LTE, retaining the functionalities in the existing networks. In this context, RAN2 would appreciate SA3 attention.
2. Actions:

To SA3 group:
ACTION: 
RAN2 asks SA3 group to take the information into account.
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