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Discussion and Decision
1      Introduction
Various aspects related to the “Mobility optimizations, e.g. intra and inter eNB handover without WT change and improvements for Change of WT” objective of the eLWA WI [1] have been discussed in previous meetings. One of the remaining issues is PDCP key update upon handover without WT change. During last RAN2#95bis meeting, the following has been agreed [5, YY.4.2]:
Agreements:

1
The solution will ensure that PDCP deciphering using “wrong” key doesn’t happen at UE or eNB. 

2
It is up to eNB implementation when the source eNB stops sending DL packets to WT

3: 
The impact to WT should be minimized for the handover procedure where WT is retained.

4a: Solution will not require that UE has to retain two PDCP DL keys for LWA bearers (i.e. hard switch so that old key can be discarded as soon as the new key is used.) 

4b
A UE implementation may retain 2 PDCP DL keys (pending confirmation of the entire solution with SA3)

5. 
RAN2 will select one of the 4 solutions (key indicator in LWAAP, end-marker packet, last SN in RRC, no indication of key change).

RAN3 also progressed and updated the baseline CR in [4] including WT release after the RRCConnectionReconfiguration message. In this contribution, we discuss the impact of “do nothing” and propose a combined solution (end marker + last SN) as a way forward. 
2      Discussion 

2.1     PDCP key issue

In Rel-14 eLWA work item, it has been agreed to adopt handover without WT change procedure to allow continuous data reception/transmission (if the target eNB accepts the LWA configuration with at least partially overlapping WLAN mobility sets). In an answer to the LS from RAN2, SA3 has replied that WLAN key update at the UE can be delayed after the HO is completed, which allows the UE to remain associated to the same AP during and after the handover. However, there is an additional problem that can arise related to PDCP key update during handover, which we elaborate below. 

Due to deciphering using a wrong key, the service interruption time can be rather big (from 10-50 ms minimum to no upper bound value) depending on the amount of WT buffered data, the amount of transmitted data during handover preparation, WLAN radio conditions and WT buffer state.
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Figure 1: Example of PDCP key problem when handover without WT change

In legacy handover, when the UE receives the HO command from the source eNB, data transmission from the source eNB is stopped. The UE updates the key immediately and starts using the KeNB corresponding to target eNB. In case of handover without WT change (as illustrated in Figure 1), PDCP packets sent from the source eNB will be encrypted using source eNB KeNB until the source eNB sends the HO command to the UE. However, when the UE receives the HO command, there may be PDCP PDUs encrypted with the source eNB KeNB still pending transmission within the WT which can potentially mix with the packets encrypted with the KeNB corresponding to target eNB, and the UE may not know which PDCP key should be used to decrypt these PDUs. 
2.2     Impact of “no indication of key change” option

To satisfy the RAN2#95bis agreement that “The solution will ensure that PDCP deciphering using “wrong” key doesn’t happen at UE or eNB”, the UE and eNB need to know the correct key for all PDUs. If an indication for the key change is not used, this requirement can only happen if the last PDU with the source eNB key is received before the RRC Reconfiguration at the UE and the first PDU with the target eNB is received after the configuration. However, due to sequence of call flow adopted by RAN3 as well as the dynamics of WLAN buffering, this will be impossible to achieve. The problem is even worse on uplink since the UE has to somehow predict the exact time the source eNB sends the WT Release. 
The problem with no indication of key change (i.e. network implementation to flush the ongoing data at the WT) is also not compatible with the recent RAN3 agreements. In RAN3#93bis, it has been agreed that WT release will be after the RRCConnectionReconfiguration message and can even be delayed until the source eNB receives the UE Context Release. The implication is that the source eNB keeps the WT during the HO preparation duration until HO is completed, thereby avoiding the source eNB to reconnect the WT in case of HO failure. One of the objectives of the WI is to reduce interruption time during HO without WT change. With option “no indication of key change”, the source eNB will then keep the WT but may need to stop sending the data to the UE as soon as HO command is sent because otherwise the decryption with correct key is not guaranteed resulting in resource wastage. This means that the interruption time during HO cannot be reduced which is opposite of the work item objective. Therefore, “no indication of key change” option seems unreasonable.
Observation 1: Based on the WI objective of minimizing the interruption time, “no indication of key change” (i.e. network implementation to flush the ongoing data at the WT) is not an option.
2.3     Way forward for the PDCP key update issue
There were 3 other options discussed in the last RAN2 meeting. They are:
· Option 1: key indicator in LWAAP
· The eNB (either source or target) marks every packet to indicate whether it is encrypted by the source eNB or the target eNB

· Option 2: end-marker packet
· The source eNB marks the end packet sent from the source eNB only
· Option 3: last SN in RRC
· Provide last sequence number sent by the source eNB via RRC message
Both option 1 and option 2 are in-band marking which can provide the smallest interruption time. 
Option 1 requires marking every packet which uses 1 bit per packet using the current spare bit. Another impact of Option 1 is that the source eNB may continue to transmit to UE even after handover preparation which is contrary to the intended behaviour for the legacy LTE handover case i.e. DL data are forwarded to target eNB upon handover preparation completion.

Option 2 relies on a separate end-marker packet with 0 pay load. Both options may have minor reordering risk, i.e., if the packets from the source eNB and target eNB are interleaved, the UE may end up discarding the source packet after the hard switch or using wrong key for some packets.
Observation 2: In-band marking provides the smallest interruption time.
In option 3, the sequence number of the last PDCP packet from the source eNB may be indicated to the UE, which allows for the UE to infer the last packet before updating the PDCP key. Having the sequence number, the UE knows exact PDCP key used to cipher each PDCP packet and avoid deciphering using “wrong” key. However, RRC signalling being slower than in-band, there is likelihood that the packets from target eNB may arrive to UE much earlier than the RRC signalling. As a result, the UE wrongly deciphers the packets from the target eNB because the key does not match. 
Observation 3: The UE knowing the SN of the last PDCP packet ciphered with the source eNB key can prevent deciphering PDCP packets using a “wrong” key.
Therefore, it would be beneficial to combine in-band marking to contain the last SN to leverage the advantage from both options as a way forward. There were also some concerns raised about end-marker being lost, however note that the packet loss issue is very unlikely and source eNB can also send multiple end-markers to resolve this issue.
In order to support last SN number in the end-marker packet, a new PDCP PDU format can be used, as illustrated below. 
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Figure 6.2.x1: PDCP Control PDU format for LWA end marker packet using a 12 bit SN
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Figure 6.2.x2: PDCP Control PDU format for LWA end marker packet using a 15 bit SN
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Figure 6.2.x3: PDCP Control PDU format for LWA end marker packet using an 18 bit SN
6.3.8
PDU type

Length: 3 bits

Table 6.3.8.1: PDU type

Bit

Description

000

PDCP status report

001

Interspersed ROHC feedback packet
010
LWA status report
011
LWA end marker packet
100-111

reserved

6.3.xx
LSN
Length: 12 bits when a 12 bit SN length is used, 15 bits when a 15 bit SN length is used, and 18 bits when an 18 bit SN length is used
PDCP SN of the last PDCP packet transmitted by the source eNB and encrypted with the source eNB key. Only applicable for LWA operation.


The source eNB then sends the end-marker packet with the SN indicating that no more data will be forwarded to the WT. The target eNB packets can be buffered in the WT before the WT receives the end-marker from the source eNB. Once the end-marker is received, WT can forward target eNB packets to the UE.  

The UE infers that the source PDCP key applies for PDCP packets whose PDCP SN is up to LSN. For PDCP packets from LSN onwards, the target PDCP key applies.
Figure 2 shows signalling flow for handover without WT change using end-marker with last SN to indicate the last source eNB packet so that the UE can switch to target eNB PDCP key at the correct time on both UL and DL. 
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Figure 2: Handover without WT change using end marker

Summary of the handover procedure:

Step 1. source eNB sends HO request to target eNB including LWA config

Step 2. target eNB sends WT addition request to the WT

Step 3. WT replies with WT addition request ACK to the target eNB

Step 4. target eNB sends HO request ACK to the source eNB with LWA configuration.

Step 5. source eNB sends the RRCConnectionReconfiguration with HO command (prepared by the target eNB) to the UE. 

· The source eNB sends a final packet follow by an end-marker with last SN to the WT and then stops sending more packets to the WT. In case there is no data from source eNB, the source eNB may send an end marker packet without any payload. 
· WT forwards all packets to the UE from source eNB until it receives the “end-marker with last SN”, and starts forwarding packets from target eNB thereafter. Any packet received from source eNB after “end marker” will be flushed by the WT.

· UE will continue using the source eNB PDCP key until it receives the “end-marker with last SN”, then the UE starts using target eNB PDCP key thereafter.

· In UL, there are two options when the UE sends the end marker to the WT indicating when the UE will use target PDCP key thereafter:

· Option 1: the UE uses target eNB PDCP key immediately after the HO command is received. 

· In this option, the WT can forward the UL data immediately to target eNB after the WT is added. This can reduce the time that the source eNB might still receive data from the WT after HO command has been sent. 
· The disadvantage of this option is that the UE has to keep track of source eNB and target eNB PDCP key for UL and DL. 

· Option 2: the UE uses target eNB PDCP key after the end marker is received. 

· In this option, the UE uses source eNB key for both UL and DL until it receives the end marker from source eNB. Then it uses the target eNB PDCP key thereafter. The UE sends the end marker to the WT indicating when the PDCP key has switched so it knows where to forward the packets. 

· The advantage of this option is that the UE only maintain one set of key at any given timer. The key update happens when the end marker is received for both UL and DL.

Step 6. source eNB sends SN status transfer to the target eNB follow by data forwarding

Step 7. UE performs RACH procedure to complete the handover with the target eNB.
Proposal 1: RAN2 to use “end-marker with last SN” to indicate the last packet encrypted by source eNB key.
3      Conclusion
In this contribution, we discussed the impact of “no indication of key change” option and compare the remaining options. The observations are:

Observation 1: Based on the WI objective of minimizing the interruption time, “no indication of key change” is not an option.

Observation 2: In-band marking provides the smallest interruption time.
Observation 3: The UE knowing the SN of the last PDCP packet ciphered with the source eNB key can prevent deciphering PDCP packets using a “wrong” key.

Based on the observations, we provide a way forward for the PDCP key update issue. Therefore we propose:
Proposal 1: RAN2 to use “end-marker with last SN” to indicate the last packet encrypted by source eNB key.
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