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1. Overall Description:

3GPP RAN2 have considered the operation of security in LTE-NR tight interworking scenarios, i.e. architecture option 3/3a (LTE as master node), 4/4a(NR as master node) and 7/7a(eLTE as master node).  RAN2 understandings are:
· For 3C (architecture option 3, 4 and 7), the PDCP layer of master node should be responsible for the AS layer security handling (ciphering of packets) for secondary node, no AS layer security handling is needed in secondary node;
· For 1A and SCG split bearer (architecture option 3a, 4a and 7a), the PDCP layer of secondary node should be responsible for the AS layer security handling (ciphering of packets) for itself.

Since currently UE security capability is contained in NAS, and there is no control plane between secondary node and core network, therefore:

·  it is impossible for the secondary node to get UE’s security capabilities via secondary node’s NAS and
· For architecture option 3a, only LTE KASME can be used;

· For architecture option 4a, only NR’s “KASME” (if SA3 still uses it) can be used;

· For architecture option 7a, only LTE’s “KASME” (if SA3 still uses it) can be used;

Since SA3 is responsible for security aspects, RAN2 would like to ask:
To SA3:

In terms of Key derivation:

Question 1: Whether LTE DC key derivation mechanism (i.e. Master node derives K-SeNB based on KeNB of master node and SCG counter) can be used for architecture option 3a (LTE as master node), 4a(NR as master node)  and 7a(eLTE as master node)?
In terms of Algorithm selection:
Question 2: Whether new security algorithm will be introduced for NR or eLTE (LTE connects to new core)?

Question 3: Whether RAN2 assumption is correct understanding, i.e. eLTE UE shall use NR security when connects to the new core. For eLTE/NR dual mode UE, supported NR security capability should be same for both eLTE and NR side;

Question 4: If the answer to question 3 is not, whether master UE security capability can be used for secondary node, i.e.

Architecture option 3a (RP-161266): LTE UE security capability is used for NR secondary node;

Architecture option 4a (RP-161266): NR UE security capability is used for LTE secondary node;

Architecture option 7a (RP-161266): LTE UE security capability is used for NR secondary node;

If answer to Question 4 is secondary node must use its security capability, we have to change current security capability reporting mechanism. For instance:

Approach 1: security capability for secondary node is contained in secondary’s AS capability;

Approach 2: security capability for secondary node is contained in master’s NAS capability;
Since current security capability is defined in CT1, we would like to ask:
To CT1/SA3:
Question 5: Which approach is better from CT1/SA3 perspective?
2. Actions:

To SA3/CT1:
RAN2 respectfully ask SA3/CT1 to take above information into account, and give RAN2 feedback.
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