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1.	Introduction
At the RAN2#95 meeting, the issue of Mobility enhancements of LWA was discussed, and RAN2 made following agreements:

Agreements
1	eNB does not need to change WLAN security key at handover but does need to be replaced at some later time.

In this contribution, we discuss about the need of triggering WLAN security refreshing after S‑KWT update.

2.	Discussion
The WLAN security provides following protection:
· Authentication for access control
· Encryption for data protection
For the question about the feasibility of not using WLAN security, RAN2 already have replies from SA3 [1] as below:
It would not be acceptable from security point of view to not use any WLAN authentication for a UE utilizing LTE-WLAN aggregation. 802.11 encryption is not required, but using 802.11 authentication without encryption is currently not allowed as per 802.11 specifications.
The reason that WLAN security is used in LWA is the 802.11 authentication for UE. Because the data is already protected by PDCP ciphering, the 802.11 encryption is not required but used because of the limitation of 802.11 specifications.
Observation 1: LWA uses WLAN security to authenticate a UE to establish a WLAN connection.
Observation 2: LWA does not require 802.11 encryption.
In the case of “Handover without WT change” that is included in WID on LWA enhancements [2], the S‑KWT will be updated as the change of KeNB with the handover. The updated S‑KWT derives a new PMK, which triggers refreshing WLAN security as stated in 22A.1.8 in [3] of release 13.
As stated earlier, refreshing WLAN security provides both authentication and encryption again. However, the encryption is not required as the observation 2. In case of authentication, SA3 have responded with [4] that the WLAN must be refreshed at some time later. The reason is said in [5] that “the WT and the UE cannot use the old keys.”
In IEEE 802.11, the stations use PMK as a shared key to derive a PTK (Pairwise Transient Key) which is used for encryption. To derive PTK from PMK, two one-time random numbers generated from both authenticator (AP) and supplicant (STA) are added with their addresses to a pseudo random function. Therefore it is not possible to reproduce the same PTK from a PMK. The PMK is used only for the 4-way handshaking stage to generate PTK and to authenticate the UE.
In conclusion, updating S‑KWT and PMK does not affect to existing WLAN connections but will still prevent the devices with the old PMK from authenticated.
Proposal 1: Updated KeNB during the handover without WT change will update S‑KWT and PMK. But the new PMK does not required to refresh the WLAN security with the UEs already authenticated.
Though the updated PMK does not affect the connection between WLAN and the UEs that are already authenticated with it, the new PMK will be used for the future connection request or connection refresh with the WLAN roaming. It is a normal operation and no specification change is required.
Proposal 2: The updated PMK will be used for the future connection request or connection refresh of the WLAN as normally.
In conclusion, WLAN security key does not need to be replaced while the WLAN connection is retained.
Proposal 3: Send LS to SA3 to ask not to refresh WLAN security key at handover and later on while the WLAN connection is retained.

3.	Conclusion
Observation 1: LWA uses WLAN security to authenticate a UE to establish a WLAN connection.
Observation 2: LWA does not require 802.11 encryption.
Proposal 1: Updated KeNB during the handover without WT change will update S‑KWT and PMK. But the new PMK will not refresh the WLAN security with the UEs already authenticated.
Proposal 2: The updated PMK will be used for the future connection request or connection refresh of the WLAN as normally.
Proposal 3: Send LS to SA3 to ask not to refresh WLAN security key at handover and later on while the WLAN connection is retained.

Reference
[1] R2-154017, “reply LS on authentication and encryption between UE and WLAN for aggregation”
[2] RP-160600, “New Work Item on Enhanced LWA”, Intel Corporation, Qualcomm Incorporated, China Telecom
[3] 3GPP TS 36.300, “Evolved Universal Terrestrial Radio Access (E-UTRA) and Evolved Universal Terrestrial Radio Access (E-UTRAN); Overall description; Stage 2 (Release 13)”
[4] R2-163323, “Reply LS on key change during HO for eLWA”
[5] S3-160529, “Discussion on RAN2 LS R2-163147”, Nokia
1

1

