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1	Introduction
RAN2#95bis discussed the CR in [1] proposing to clarify the COUNT value assumed by the UE in verifying the integrity of the PDCP PDU containing RRCConnectionResume. The CR was not agreed because some companies think that it is already clear from the RRC and PDCP specifications as they stand. This contribution discusses this issue further.
2	Discussion
2.1	The relevant text from the PDCP specification
[bookmark: _Toc461977498]5.1.2	DL Data Transfer Procedures
<…>
[bookmark: _Toc461977509][bookmark: Signet13]5.1.2.2	Procedures for SRBs
For SRBs, at reception of a PDCP Data PDU from lower layers, the UE shall:
-	if received PDCP SN < Next_PDCP_RX_SN:
-	decipher and verify the integrity of the PDU (if applicable) using COUNT based on RX_HFN + 1 and the received PDCP SN as specified in the subclauses 5.6 and 5.7, respectively;
-	else:
-	decipher and verify the integrity of the PDU (if applicable) using COUNT based on RX_HFN and the received PDCP SN as specified in the subclauses 5.6 and 5.7, respectively;
-	if integrity verification is applicable and the integrity verification is passed successfully; or
-	if integrity verification is not applicable:
-	if received PDCP SN < Next_PDCP_RX_SN:
-	increment RX_HFN by one;
-	set Next_PDCP_RX_SN to the received PDCP SN + 1;
-	if Next_PDCP_RX_SN > Maximum_PDCP_SN:
-	set Next_PDCP_RX_SN to 0;
-	increment RX_HFN by one;
[bookmark: Signet3]-	deliver the resulting PDCP SDU to upper layer;
-	else, if integrity verification is applicable and the integrity verification fails:
-	discard the received PDCP Data PDU;
-	indicate the integrity verification failure to upper layer.
<…>
[bookmark: _Toc461977512][bookmark: Signet7]5.2	Re-establishment procedure
<…>
[bookmark: _Toc461977517]5.2.2	DL Data Transfer Procedures
<…>
[bookmark: _Toc461977521]5.2.2.3	Procedures for SRBs
When upper layers request a PDCP re-establishment, the UE shall:
-	discard the PDCP Data PDUs that are received from lower layers due to the re-establishment of the lower layers;
[bookmark: Signet15]-	set Next_PDCP_RX_SN, and RX_HFN to 0;
-	discard all stored PDCP SDUs and PDCP PDUs;
-	apply the ciphering and integrity protection algorithms and keys provided by upper layers during the re-establishment procedure.
[bookmark: _Toc461977538]5.7	Integrity Protection and Verification
<…>
NOTE:	As the RRC message which activates the integrity protection function is itself integrity protected with the configuration included in this RRC message, this message needs first be decoded by RRC before the integrity protection verification could be performed for the PDU in which the message was received.
[bookmark: _Toc463007764]2.2	The relevant text from the RRC specification
5.3.1	Introduction
<…>
[bookmark: _Toc463007766]5.3.1.2	Security
<…>
For each radio bearer an independent counter (COUNT, as specified in TS 36.323 [8]) is maintained for each direction. For each DRB, the COUNT is used as input for ciphering. For each SRB, the COUNT is used as input for both ciphering and integrity protection. It is not allowed to use the same COUNT value more than once for a given security key. At connection resume the COUNT is reset. In order to limit the signalling overhead, individual messages/ packets include a short sequence number (PDCP SN, as specified in TS 36.323 [8]). In addition, an overflow counter mechanism is used: the hyper frame number (TX_HFN and RX_HFN, as specified in TS 36.323 [8]). The HFN needs to be synchronized between the UE and the eNB. The eNB is responsible for avoiding reuse of the COUNT with the same RB identity and with the same KeNB, e.g. due to the transfer of large volumes of data, release and establishment of new RBs. In order to avoid such re-use, the eNB may e.g. use different RB identities for successive RB establishments, trigger an intra cell handover or an RRC_CONNECTED to RRC_IDLE to RRC_CONNECTED transition.
<…>
[bookmark: _Toc463007781]5.3.3.4a	Reception of the RRCConnectionResume by the UE
The UE shall:
1>	stop timer T300; 
1>	restore the RRC configuration and security context from the stored UE AS context:
1>	restore the PDCP state and re-establish PDCP entities for all SRBs and DRBs;
1>	if drb-ContinueROHC is included:
2>	indicate to lower layers that stored UE AS context is used and that drb-ContinueROHC is configured;
2>	continue the header compression protocol context for the DRBs configured with the header compression protocol;
1>	else:
2>	indicate to lower layers that stored UE AS context is used;
2>	reset the header compression protocol context for the DRBs configured with the header compression protocol;
1>	 discard the stored UE AS context and resumeIdentity;
1>	perform the radio resource configuration procedure in accordance with the received radioResourceConfigDedicated and as specified in 5.3.10;
1>	resume SRBs and DRBs;
1>	if stored, discard the cell reselection priority information provided by the idleModeMobilityControlInfo or inherited from another RAT;
1>	if the RRCConnectionResume message includes the measConfig:
2>	perform the measurement configuration procedure as specified in 5.5.2;
1>	stop timer T302, if running;
1>	stop timer T303, if running;
1>	stop timer T305, if running;
1>	stop timer T306, if running; 
1>	stop timer T308, if running;
1>	perform the actions as specified in 5.3.3.7;
1>	stop timer T320, if running;
1>	stop timer T350, if running;
1>	perform the actions as specified in 5.6.12.4;
1>	stop timer T360, if running;
1>	update the KeNB key based on the KASME key to which the current KeNB is associated, using the nextHopChainingCount value indicated in the RRCConnectionResume message, as specified in TS 33.401 [32];
1>	store the nextHopChainingCount value;
1>	derive the KRRCint key associated with the previously configured integrity algorithm, as specified in TS 33.401 [32];
1>	request lower layers to verify the integrity protection of the RRCConnectionResume message, using the previously configured algorithm and the KRRCint key;
1>	if the integrity protection check of the RRCConnectionResume message fails:
2>	perform the actions upon leaving RRC_CONNECTED as specified in 5.3.12, with release cause 'other', upon which the procedure ends;
<…>
[bookmark: _Toc463007795][bookmark: OLE_LINK8][bookmark: OLE_LINK9]5.3.4.3	Reception of the SecurityModeCommand by the UE
The UE shall:
1>	derive the KeNB key, as specified in TS 33.401 [32];
1>	derive the KRRCint key associated with the integrityProtAlgorithm indicated in the SecurityModeCommand message, as specified in TS 33.401 [32];
1>	request lower layers to verify the integrity protection of the SecurityModeCommand message, using the algorithm indicated by the integrityProtAlgorithm as included in the SecurityModeCommand message and the KRRCint key;
2.3	Observations and proposal
Observation 1:	For any PDCP PDU received on an SRB for which integrity verification applies, including when the PDU contains SecurityModeCommand or RRCConnectionResume, the current specifications specify as part of procedural text, what COUNT value the UE shall assume in verifying the integrity of the PDU.
Observation 2:	The current sentence “At connection resume the COUNT is reset” in the RRC specification is not procedural text, and there is no reason to assume that it refers to something other than the PDCP re-establishment that is invoked at reception of RRCConnectionResume.
Observation 3:	The COUNT value that the UE shall assume in verifying the integrity of a PDCP PDU is determined based on the values of RX_HFN and Next_PDCP_RX_SN that apply at reception of the PDCP PDU from lower layers, as specified in the current PDCP specification section 5.1.2.2.
Observation 4:	By definition, actions that the UE shall take “at reception of a PDCP Data PDU from lower layers” are not re-invoked when RRC requests PDCP to verify the integrity of a PDU, therefore, a PDCP re-establishment involving reset of RX_HFN and Next_PDCP_RX_SN, invoked only after the PDCP SDU is delivered to RRC, has no impact on the COUNT value that the UE shall assume in verifying the integrity of that PDCP PDU.
Observation 5:	It follows from Observatios 1-4 that by the current specifications, if e.g. RX_HFN = 1 at reception of the PDCP PDU containing  RRCConnectionResume from lower layers, the UE will not verify the integrity of that PDU using the intended COUNT = 0.
Proposal:	Specify, as part of the RRC procedural text that applies at reception of RRCConnectionResume, that the UE shall “verify the integrity protection of the RRCConnectionResume message, using COUNT = 0”.
3	Conclusion
This contribution re-visits the question on the COUNT value to be assumed by the UE in verifying the integrity of the PDCP PDU containing RRCConnectionResume, and makes the observations and proposal above.
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