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Introduction
Currently in LTE a handover always includes a key change. The motivation for this was so that the RAN context is refreshed at inter-eNB handover making it possible to provide forward and backwards security (preventing that a compromised key can be used in other eNBs). In addition to this feature the key change at handover can also be used within the same cell for general key refresh or to prevent reuse of encryption counter values for the same key.
This contribution is proposing solutions for key refresh in NR, which decouples the key refresh from handover, while still maintaining the possibility to do key refresh at handover, state transition etc. The contribution are also discussing what parameters to use as input to the key refresh.

When is key refresh needed
The drivers for changing the UE keys (key refresh) are two-fold;
· To provide backwards and forwards security in the network preventing a compromised key from one node being used to decrypt data sent in another node
· To refresh the UE security context for non-moving UEs either to prevent wrap-around of sequence numbers used as input to security or just to refresh the context to avoid that the same key is used for too long time
In LTE it was agreed to use the same procedure for both cases of key refresh. It was also agreed to mandatory change the key at every handover and state-transition regardless if the UE moves to a new node or not. The advantage of this solution is simplified handling and to prevent the UE from knowing about the internal network structure (e.g. which cells belong to the same eNB).
The drawback with the LTE solution is that the key needs to be changed at radio handover even in the case the security context is not moved or need not be refreshed, which may be common in centralized RAN deployments. A key change also means that any packets that were encrypted with one key but not delivered to the UE must be re-encrypted which may add delay or increase buffering requirements. The drawback of the LTE solution is that frequent key changes occur even when the UE context is not moved to a new node. 
For NR it is proposed to make it a network decision if key change should be performed at handover, making it possible to avoid key changes as long as the UE is moving within the same RAN node. This will avoid the drawback listed above, with only minor extra complexities. Security wise the solution should have similar properties as LTE, since key refresh is still possible to trigger at any time, even at every handover when desired. It is proposed to keep the solution of key refresh at state transitions, since that does not have the drawback with regards to re-encrypting data. It is also proposed to support key re-fresh after a radio link failure since the extra cost of performing a key refresh at RLF which should be rare is deemed small.
The following proposals are made regarding key change in NR:
Proposal 1	Similar to LTE it is proposed to perform key re-fresh at every state transition from IDLE/RRC_Inactive state to RRC active state, as well as during every RRC re-establishment.
Proposal 2	Key re-fresh at RRC handover shall be supported when ordered by the network. There shall be an indication in the handover command indicating to the UE if the key shall be changed. 
Proposal 3	Key re-fresh at RRC handover (triggered by the network) shall also be used for intra-node key refresh when needed. 

Input parameters for key refresh
Currently in LTE the new KeNB called KeNB* is derived in the source cell based on the following parameters:
· PCI (target cell physical cell id)
· EARFCN-DL (target physical cell downlink frequency)
· The old KeNB or a fresh NH (received from the CN), which to use the UE will learn from the NHCC.
The advantage of using the cell ID and frequency as input to the key derivation is that different keys will be generated for different target cells, which also means different keys will be generated for different nodes, enabling the preparation of multiple nodes e.g. at handover. The cell id and frequency is also a parameter the UE will know about when entering the target cell.
The procedure above is used both at handover and connection re-establishment/resume. The PCI or the EARFCN-DL is not used at state transition from CN IDLE since then instead the key is derived directly from Kasme (and using UL NAS COUNT as a freshness parameter).

For NR it is deemed beneficial to have a similar mechanism for deriving new keys at handover, re-establishment, and resume. In principle the following input would be required:
· UE need to be provided with the NHCC.
· UE need to be provided with a freshness parameter associated with the target node.
· UE needs to be provided with information about security algorithms in case the security algorithms are changed
When it comes to providing the NHCC it can be provided in the handover command as in LTE. For resume like procedure to be used when performing transition from RRC_INACTIVE it can be provided in the message that order the UE to move to RRC_INACTIVE state (e.g. RRCConnectionRelease). This is currently not the way it works in LTE, but there are no fundamental technical problems preventing the network from providing the NHCC to the UE when ordering the UE to RRC_INACTIVE. 
Proposal 4	UE should be provided with the NHCC in the RRC handover command.
Proposal 5	UE should be provided with the NHCC to be used when returning from RRC_INACTIVE at the latest in the RRC command ordering the UE to RRC_INACTIVE

The second problem is how the UE is provided with a freshness parameter associated with the target node at handover, resume and re-establishment. 
For handover this problem is trivial since the handover command is most likely generated by the target node and it should be easy to provide some parameter to use in that command. The simplest solution is to adopt the same solution as in LTE and use PCI/EARFCN-DL.
Proposal 7	At handover the UE should use the “PCI” and “EARFCN-DL” parameter (or equivalent NR parameters) as input to the key derivation. The derived key does not need to be changed if the “PCI” later changes.
For resume/re-establishment there is no handover command that can be used to provide this information to the UE on the other hand it is reasonable to believe that the UE in NR will obtain some access parameters from the target cell when performing access. These parameters could be similar to the “PCI” and “EARFCN-DL”.
Proposal 8	At state transition from RRC_INACTIVE and at re-establishment the UE should use the “PCI” and “EARFCN-DL” parameter (or equivalent NR parameters) as input to the key derivation
In case the security algorithm is changed in the target node, it would at handover be possible to convey this information to the UE similar to how it is done in LTE. At state transition or re-establishment this information needs to be conveyed in the target cell. 
Conclusion
Proposal 1	Similar to LTE it is proposed to perform key re-fresh at every state transition from IDLE/RRC_Inactive state to RRC active state, as well as during every RRC re-establishment.
Proposal 2	Key re-fresh at RRC handover shall be supported when ordered by the network.
Proposal 3	Key re-fresh at RRC handover (triggered by the network) shall also be used for intra-node key refresh when needed. 
Proposal 4	UE should be provided with the NHCC in the RRC handover command.
Proposal 5	UE should be provided with the NHCC to be used when returning from RRC_INACTIVE at the latest in the RRC command ordering the UE to RRC_INACTIVE
Proposal 6	Solutions should be studied for using a harmonized solution for RRC re-establishment which is similar to handover and resume solutions where the UE has a valid NHCC. 
Proposal 7	At handover the UE should use the “PCI” and “EARFCN-DL” parameter (or equivalent NR parameters) as input to the key derivation. The derived key does not need to be changed if the “PCI” later changes.
Proposal 8	At state transition from RRC_INACTIVE and at re-establishment the UE should use the “PCI” and “EARFCN-DL” parameter (or equivalent NR parameters) as input to the key derivation
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