Page 1



3GPP TSG-RAN2 Meeting #96
R2-167466
Reno, USA, 14th – 18th November 2016
	CR-Form-v11.1

	CHANGE REQUEST

	

	
	36.331
	CR
	2357
	rev
	1
	Current version:
	12.10.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	X
	Radio Access Network
	X
	Core Network
	


	

	Title:

	CR to correct RRC Connection Release with GERAN redirection to be sent only after security activation

	
	

	Source to WG:
	Apple, AT&T

	Source to TSG:
	R2

	
	

	Work item code:
	TEI12
	
	Date:
	2016-09-30

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-12

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-14
(Release 14)

	
	

	Reason for change:
	Security analysis of the RRC protocol found potential security / privacy attacks if unprotected RRC connection release with redirection to unauthenticated GSM BTS is received by UE. This vulnerability apply only to GERAN.

	
	

	Summary of change:
	Change in 6.2 that the field redirectedCarrierInfo to geran in RRConnectionRelease shall only be included after successful security activation. 

Change in Annex A.6 that RRCConnectionRelease shall not be sent unprotected, if redirectedCarrierInfo to geran, is included.
  Interoperability:

No interoperability issues are foreseen


	
	

	Consequences if not approved:
	LTE remains vulnerable to significant security / privacy attacks

	
	

	Clauses affected:
	6.2, Annex A.6

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	


FIRST MODIFIED SECTION

–
RRCConnectionRelease
The RRCConnectionRelease message is used to command the release of an RRC connection.

Signalling radio bearer: SRB1

RLC-SAP: AM

Logical channel: DCCH

Direction: E‑UTRAN to UE

RRCConnectionRelease message
-- ASN1START

RRCConnectionRelease ::=


SEQUENCE {


rrc-TransactionIdentifier


RRC-TransactionIdentifier,


criticalExtensions




CHOICE {



c1








CHOICE {




rrcConnectionRelease-r8



RRCConnectionRelease-r8-IEs,




spare3 NULL, spare2 NULL, spare1 NULL



},



criticalExtensionsFuture


SEQUENCE {}


}

}

RRCConnectionRelease-r8-IEs ::=

SEQUENCE {


releaseCause





ReleaseCause,


redirectedCarrierInfo



RedirectedCarrierInfo



OPTIONAL,
-- Need ON


idleModeMobilityControlInfo


IdleModeMobilityControlInfo


OPTIONAL,
-- Need OP


nonCriticalExtension



RRCConnectionRelease-v890-IEs

OPTIONAL

}

RRCConnectionRelease-v890-IEs ::=
SEQUENCE {


lateNonCriticalExtension


OCTET STRING (CONTAINING RRCConnectionRelease-v9e0-IEs)
OPTIONAL,


nonCriticalExtension



RRCConnectionRelease-v920-IEs

OPTIONAL

}

-- Late non critical extensions

RRCConnectionRelease-v9e0-IEs ::= SEQUENCE {


redirectedCarrierInfo-v9e0


RedirectedCarrierInfo-v9e0


OPTIONAL,
-- Cond NoRedirect-r8


idleModeMobilityControlInfo-v9e0
IdleModeMobilityControlInfo-v9e0
OPTIONAL,
-- Cond IdleInfoEUTRA


nonCriticalExtension



SEQUENCE {}






OPTIONAL

}

-- Regular non critical extensions

RRCConnectionRelease-v920-IEs ::=
SEQUENCE {


cellInfoList-r9




CHOICE {



geran-r9





CellInfoListGERAN-r9,



utra-FDD-r9





CellInfoListUTRA-FDD-r9,



utra-TDD-r9





CellInfoListUTRA-TDD-r9,



...,



utra-TDD-r10




CellInfoListUTRA-TDD-r10


}














OPTIONAL,
-- Cond Redirection


nonCriticalExtension


RRCConnectionRelease-v1020-IEs

OPTIONAL

}

RRCConnectionRelease-v1020-IEs ::=
SEQUENCE {


extendedWaitTime-r10



INTEGER (1..1800)

OPTIONAL,
-- Need ON


nonCriticalExtension


RRCConnectionRelease-v1320-IEs



OPTIONAL

}

RRCConnectionRelease-v1320-IEs::=
SEQUENCE {


resumeIdentity-r13




ResumeIdentity-r13



OPTIONAL,
-- Need OR 


nonCriticalExtension



SEQUENCE {}





OPTIONAL

}
ReleaseCause ::=



ENUMERATED {loadBalancingTAUrequired,












other, cs-FallbackHighPriority-v1020, rrc-Suspend-v1320}

RedirectedCarrierInfo ::=


CHOICE {


eutra







ARFCN-ValueEUTRA,


geran







CarrierFreqsGERAN,


utra-FDD






ARFCN-ValueUTRA,


utra-TDD






ARFCN-ValueUTRA,


cdma2000-HRPD





CarrierFreqCDMA2000,


cdma2000-1xRTT





CarrierFreqCDMA2000,


...,


utra-TDD-r10





CarrierFreqListUTRA-TDD-r10

}

RedirectedCarrierInfo-v9e0 ::=


SEQUENCE {


eutra-v9e0







ARFCN-ValueEUTRA-v9e0

}

CarrierFreqListUTRA-TDD-r10 ::=


SEQUENCE (SIZE (1..maxFreqUTRA-TDD-r10)) OF ARFCN-ValueUTRA
IdleModeMobilityControlInfo ::=

SEQUENCE {


freqPriorityListEUTRA



FreqPriorityListEUTRA


OPTIONAL,

-- Need ON


freqPriorityListGERAN



FreqsPriorityListGERAN


OPTIONAL,

-- Need ON


freqPriorityListUTRA-FDD


FreqPriorityListUTRA-FDD

OPTIONAL,

-- Need ON


freqPriorityListUTRA-TDD


FreqPriorityListUTRA-TDD

OPTIONAL,

-- Need ON

bandClassPriorityListHRPD


BandClassPriorityListHRPD

OPTIONAL,

-- Need ON


bandClassPriorityList1XRTT


BandClassPriorityList1XRTT

OPTIONAL,

-- Need ON


t320







ENUMERATED {












min5, min10, min20, min30, min60, min120, min180,












spare1}





OPTIONAL,

-- Need OR


...,

[[
freqPriorityListExtEUTRA-r12

FreqPriorityListExtEUTRA-r12

OPTIONAL

-- Need ON


]],


[[
freqPriorityListEUTRA-v1310


FreqPriorityListEUTRA-v1310


OPTIONAL,

-- Need ON



freqPriorityListExtEUTRA-v1310

FreqPriorityListExtEUTRA-v1310

OPTIONAL

-- Need ON

]]
}

IdleModeMobilityControlInfo-v9e0 ::=
SEQUENCE {


freqPriorityListEUTRA-v9e0


SEQUENCE (SIZE (1..maxFreq)) OF FreqPriorityEUTRA-v9e0

}

FreqPriorityListEUTRA ::=


SEQUENCE (SIZE (1..maxFreq)) OF FreqPriorityEUTRA

FreqPriorityListExtEUTRA-r12 ::=

SEQUENCE (SIZE (1..maxFreq)) OF FreqPriorityEUTRA-r12

FreqPriorityListEUTRA-v1310 ::=


SEQUENCE (SIZE (1..maxFreq)) OF FreqPriorityEUTRA-v1310
FreqPriorityListExtEUTRA-v1310 ::=

SEQUENCE (SIZE (1..maxFreq)) OF FreqPriorityEUTRA-v1310

FreqPriorityEUTRA ::=



SEQUENCE {


carrierFreq






ARFCN-ValueEUTRA,


cellReselectionPriority



CellReselectionPriority

}

FreqPriorityEUTRA-v9e0 ::=


SEQUENCE {


carrierFreq-v9e0




ARFCN-ValueEUTRA-v9e0

OPTIONAL
-- Cond EARFCN-max

}

FreqPriorityEUTRA-r12 ::=



SEQUENCE {


carrierFreq-r12






ARFCN-ValueEUTRA-r9,


cellReselectionPriority-r12



CellReselectionPriority

}
FreqPriorityEUTRA-v1310 ::=



SEQUENCE {


cellReselectionSubPriority-r13



CellReselectionSubPriority-r13 

OPTIONAL

-- Need ON

}
FreqsPriorityListGERAN ::=


SEQUENCE (SIZE (1..maxGNFG)) OF FreqsPriorityGERAN

FreqsPriorityGERAN ::=



SEQUENCE {


carrierFreqs





CarrierFreqsGERAN,


cellReselectionPriority



CellReselectionPriority

}

FreqPriorityListUTRA-FDD ::=

SEQUENCE (SIZE (1..maxUTRA-FDD-Carrier)) OF FreqPriorityUTRA-FDD

FreqPriorityUTRA-FDD ::=


SEQUENCE {


carrierFreq






ARFCN-ValueUTRA,


cellReselectionPriority



CellReselectionPriority

}

FreqPriorityListUTRA-TDD ::=

SEQUENCE (SIZE (1..maxUTRA-TDD-Carrier)) OF FreqPriorityUTRA-TDD

FreqPriorityUTRA-TDD ::=


SEQUENCE {


carrierFreq






ARFCN-ValueUTRA,


cellReselectionPriority



CellReselectionPriority

}
BandClassPriorityListHRPD ::=

SEQUENCE (SIZE (1..maxCDMA-BandClass)) OF BandClassPriorityHRPD

BandClassPriorityHRPD ::=


SEQUENCE {


bandClass






BandclassCDMA2000,


cellReselectionPriority



CellReselectionPriority

}

BandClassPriorityList1XRTT ::=
SEQUENCE (SIZE (1..maxCDMA-BandClass)) OF BandClassPriority1XRTT

BandClassPriority1XRTT ::=


SEQUENCE {


bandClass






BandclassCDMA2000,


cellReselectionPriority



CellReselectionPriority

}

CellInfoListGERAN-r9 ::=

SEQUENCE (SIZE (1..maxCellInfoGERAN-r9)) OF CellInfoGERAN-r9
CellInfoGERAN-r9 ::=



SEQUENCE {


physCellId-r9





PhysCellIdGERAN,


carrierFreq-r9





CarrierFreqGERAN,


systemInformation-r9



SystemInfoListGERAN

}

CellInfoListUTRA-FDD-r9 ::=


SEQUENCE (SIZE (1..maxCellInfoUTRA-r9)) OF CellInfoUTRA-FDD-r9

CellInfoUTRA-FDD-r9 ::=



SEQUENCE {


physCellId-r9





PhysCellIdUTRA-FDD,


utra-BCCH-Container-r9



OCTET STRING

}

CellInfoListUTRA-TDD-r9 ::=


SEQUENCE (SIZE (1..maxCellInfoUTRA-r9)) OF CellInfoUTRA-TDD-r9

CellInfoUTRA-TDD-r9 ::=



SEQUENCE {


physCellId-r9





PhysCellIdUTRA-TDD,


utra-BCCH-Container-r9



OCTET STRING

}

CellInfoListUTRA-TDD-r10 ::=

SEQUENCE (SIZE (1..maxCellInfoUTRA-r9)) OF CellInfoUTRA-TDD-r10

CellInfoUTRA-TDD-r10 ::=


SEQUENCE {


physCellId-r10





PhysCellIdUTRA-TDD,


carrierFreq-r10





ARFCN-ValueUTRA,


utra-BCCH-Container-r10



OCTET STRING

}

-- ASN1STOP

	RRCConnectionRelease field descriptions

	carrierFreq or bandClass

The carrier frequency (UTRA and E-UTRA) and band class (HRPD and 1xRTT) for which the associated cellReselectionPriority is applied.

	carrierFreqs

The list of GERAN carrier frequencies organised into one group of GERAN carrier frequencies.

	cellInfoList

Used to provide system information of one or more cells on the redirected inter-RAT carrier frequency. The system information can be used if, upon redirection, the UE selects an inter-RAT cell indicated by the physCellId and carrierFreq (GERAN and UTRA TDD) or by the physCellId (other RATs). The choice shall match the redirectedCarrierInfo. In particular, E-UTRAN only applies value utra-TDD-r10 in case redirectedCarrierInfo is set to utra-TDD-r10.

	extendedWaitTime

Value in seconds for the wait time for Delay Tolerant access requests.

	freqPriorityListX

Provides a cell reselection priority for each frequency, by means of separate lists for each RAT (including E-UTRA). The UE shall be able to store at least 3 occurrences of FreqsPriorityGERAN. If E-UTRAN includes freqPriorityListEUTRA-v9e0 it includes the same number of entries, and listed in the same order, as in freqPriorityListEUTRA (i.e. without suffix). Field freqPriorityListExt includes additional neighbouring inter-frequencies, i.e. extending the size of the inter-frequency carrier list using the general principles specified in 5.1.2. EUTRAN only includes freqPriorityListExtEUTRA if freqPriorityListEUTRA (i.e without suffix) includes maxFreq entries.

	idleModeMobilityControlInfo

Provides dedicated cell reselection priorities. Used for cell reselection as specified in TS 36.304 [4]. For E-UTRA and UTRA frequencies, a UE that supports multi-band cells for the concerned RAT considers the dedicated priorities to be common for all overlapping bands (i.e. regardless of the ARFCN that is used).

	redirectedCarrierInfo

The redirectedCarrierInfo indicates a carrier frequency (downlink for FDD) and is used to redirect the UE to an E‑UTRA or an inter-RAT carrier frequency, by means of the cell selection upon leaving RRC_CONNECTED as specified in TS 36.304 [4]. redirectedCarrierInfo to geran is only included after successful security activation.

	releaseCause

The releaseCause is used to indicate the reason for releasing the RRC Connection. The cause value cs-FallbackHighPriority is only applicable when redirectedCarrierInfo is present with the value set to utra-FDD, utra-TDD or utra-TDD-r10.

E-UTRAN should not set the releaseCause to loadBalancingTAURequired or to cs-FallbackHighPriority if the extendedWaitTime is present.

	systemInformation

Container for system information of the GERAN cell i.e. one or more System Information (SI) messages as defined in TS 44.018 [45, table 9.1.1]. 

	t320

Timer T320 as described in section 7.3. Value minN corresponds to N minutes.

	utra-BCCH-Container

Contains System Information Container message as defined in TS 25.331 [19].


	Conditional presence
	Explanation

	EARFCN-max
	The field is mandatory present if the corresponding carrierFreq (i.e. without suffix) is set to maxEARFCN. Otherwise the field is not present.

	IdleInfoEUTRA
	The field is optionally present, need OP, if the IdleModeMobilityControlInfo (i.e. without suffix) is included and includes freqPriorityListEUTRA; otherwise the field is not present.

	NoRedirect-r8
	The field is optionally present, need OP, if the redirectedCarrierInfo (i.e. without suffix) is not included; otherwise the field is not present.

	Redirection
	The field is optionally present, need ON, if the redirectedCarrierInfo is included and set to geran, utra-FDD, utra-TDD or utra-TDD-r10; otherwise the field is not present.


LAST MODIFIED SECTION

A.6
Protection of RRC messages (informative)

The following list provides information which messages can be sent (unprotected) prior to security activation and which messages can be sent unprotected after security activation. Those messages indicated “-“ in “P” column should never be sent unprotected by eNB or UE. Further requirements are defined in the procedural text.
P…Messages that can be sent (unprotected) prior to security activation

A - I…Messages that can be sent without integrity protection after security activation

A - C…Messages that can be sent unciphered after security activation

NA… Message can never be sent after security activation

	Message
	P
	A-I
	A-C
	Comment

	CSFBParametersRequestCDMA2000
	+
	-
	-
	

	CSFBParametersResponseCDMA2000
	+
	-
	-
	

	CounterCheck
	-
	- 
	- 
	

	CounterCheckResponse
	-
	- 
	- 
	

	DLInformationTransfer
	+
	-
	-
	

	HandoverFromEUTRAPreparationRequest (CDMA2000)
	-
	- 
	- 
	

	InDeviceCoexIndication
	-
	- 
	- 
	

	InterFreqRSTDMeasurementIndication
	-
	-
	-
	

	LoggedMeasurementsConfiguration
	-
	-
	-
	

	MasterInformationBlock
	+
	+
	+
	

	MBMSCountingRequest
	+
	+
	+
	

	MBMSCountingResponse
	-
	-
	-
	

	MBMSInterestIndication
	+
	-
	-
	

	MBSFNAreaConfiguration
	+
	+
	+
	

	MeasurementReport
	-
	-
	-
	RAN2 agreed that measurement configuration may be sent prior to security activation. But: In order to protect privacy of UEs MEASUREMENT REPORT is only be sent from the UE after successful security activation.

	MobilityFromEUTRACommand
	-
	- 
	-
	

	Paging
	+
	+
	+
	

	SidelinkUEInformation
	+
	-
	-
	

	ProximityIndication
	-
	-
	-
	

	RNReconfiguration
	-
	-
	-
	

	RNReconfigurationComplete
	-
	-
	-
	

	RRCConnectionReconfiguration
	+
	-
	-
	The message shall not be sent unprotected before security activation if it is used to perform handover or to establish SRB2 and DRBs

	RRCConnectionReconfigurationComplete
	+
	-
	-
	Unprotected, if sent as response to RRCConnectionReconfiguration which was sent before security activation

	RRCConnectionReestablishment
	-
	+
	+
	This message is not protected by PDCP operation.

	RRCConnectionReestablishmentComplete
	-
	-
	-
	

	RRCConnectionReestablishmentReject
	-
	+
	+
	One reason to send this may be that the security context has been lost, therefore sent as unprotected. 

	RRCConnectionReestablishmentRequest
	-
	-
	+
	This message is not protected by PDCP operation. However a short MAC-I is included.

	RRCConnectionReject
	+
	NA
	NA
	

	RRCConnectionRelease
	+
	-
	-
	Justification for P: If the RRC connection only for signalling not requiring DRBs or ciphered messages, or the signalling connection has to be released prematurely, this message is sent as unprotected. But: If redirectedCarrierInfo to geran is included, the message shall be protected for security and privacy purpose.

	RRCConnectionRequest
	+
	NA
	NA
	

	RRCConnectionSetup
	+
	NA
	NA
	

	RRCConnectionSetupComplete
	+
	NA
	NA
	

	SecurityModeCommand
	+
	NA
	NA
	Integrity protection applied, but no ciphering (integrity verification done after the message received by RRC)

	SecurityModeComplete
	-
	NA
	NA
	Integrity protection applied, but no ciphering. Ciphering is applied after completing the procedure.

	SecurityModeFailure
	+
	NA
	NA
	Neither integrity protection nor ciphering applied.

	SystemInformation
	+
	+
	+
	

	SystemInformationBlockType1
	+
	+
	+
	

	UEAssistanceInformation
	-
	-
	-
	

	UECapabilityEnquiry
	+
	-
	-
	

	UECapabilityInformation
	+
	-
	-
	

	SCGFailureInformation
	-
	-
	-
	

	UEInformationRequest
	-
	-
	-
	

	UEInformationResponse
	-
	-
	-
	In order to protect privacy of UEs UEInformationResponse is only be sent from the UE after successful security activation

	ULHandoverPreparationTransfer (CDMA2000)
	-
	-
	-
	This message should follow HandoverFromEUTRAPreparationRequest

	ULInformationTransfer
	+
	-
	-
	


