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Discussion and decision
1 Introduction

In LWA, an eNB-assisted authentication is defined to help WT and UE to perform WLAN 4-way handshake authentication using a key (S-KWT) derived by both eNB and UE as the Pairwise Master Key (PMK). Since the PMK needs to be updated if handover happens and synchronization issue may arise due to different key updating time of UE and WT, it may be required for the UE to perform association again with the same WT which takes time and several steps. However, if the timing to tigger S-KWT update at the WT is suitable, the WT can directly proceed to perform 4-way handshake which can maintain the current association with updating Pairwise Transient Key (PTK) for the following encryption on WLAN. 
2 Discussion
eNB-assisted authentication
In LWA, an eNB-assisted authentication is defined to avoid the generally time-consuming EAP/AKA 802.1X based authentication. The eNB derives a key (S-KWT) from its KeNB and delivers it to the WT over the Xw to be used as PMK for later 4-way handshake authentication [1] for WLAN connection for a UE. The UE is configured by the eNB according to a configured WT counter received in RRCConnectionReconfiguration to derive the same key (S-KWT) as PMK. The eNB-assisted 4-way handshake is shown in Figure 1.
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Figure 1: eNB-assisted 4-way handshake
Re-keying timing considerations
Consider the case that the WT is not changed after handover, the handover and the re-keying can be achieved with 2 independent procedures. After completion of handover, the target eNB can decide to perform S-KWT update.  The eNB shall increment the WT Counter and compute a S-KWT. The fresh S-KWT shall be delivered to the WT using the WT Modification Request while the value of the WT Counter used in the derviation of this S-KWT is delivered to the UE in an integrity protected RRC message. The UE derives the same S-KWT accordingly. 
As being captured in 36.300 [2], for a UE already authenticated with WLAN, configuration of a new PMK triggers refreshing the IEEE 802.11 security using the new PMK. There could be two directions to initiate the security refreshing; one is from UE to WT while the other one is from WT to UE.
Regarding the one initiated by UE, the UE performs re-association with its currently associated WT after the handover is done. However, as shown in Figure 1, the UE needs to perform the procedures of Open System authentication and association again before performing 4-way handshake. It may therefore cause longer suspension time for data transmission on WLAN.

Regarding the one from WT to UE, while maintaining the UE’s association with the WT, the WT can initiate the Message 1 of 4-way handshake to check if the UE also owns the updated key. We discuss below two possible options to perform WT Modification procedure and RRC reconfiguration.
1. The target eNB sends the WT Modification Request message before the RRCConnectionReconfiguration message. 

The eNB delivers the S-KWT in the WT Modification Request to the WT. With the updated S-KWT, if the UE remains associated, the WT starts the 4-way handshake by sending the Message 1 with Anonce to the UE. However, as the same S-KWT may have not yet existed at the UE side, the 4-way handshake may fail due to failed verification of Message 2 MIC or the not matched PMKID in the Message 1, if contained. The UE is then de-authenticated by the WT and it leads to full authentication and association procedures toward the same WT as shown in Figure 1. The authentication passes later after that the UE is reconfigured by the RRCConnectionReconfiguration message.

2. The target eNB sends the RRCConnectionReconfiguration message before the WT Modification Request message. 

After receiving the RRCConnectionReconfiguration message with WT counter, the UE performs the LWA configuration procedure (i.e. determines the S-KWT key based on the KeNB key and received lwa-WT-Counter value; forwards the S-KWT key to upper layers to be used as a PMK or PSK for WLAN authentication) before sending the RRCConnectionReconfigurationComplete message to the eNB. If the UE is associated with the WT during the re-keying process, it should do nothing regarding WLAN but wait for further action from WT. 
After receiving the RRCConnectionReconfigurationComplete message, the eNB delivers the S-KWT in the WT Modification Request to the WT. With the updated S-KWT, if the UE remains associated, the WT starts the 4-way handshake by sending message 1 with Anonce to the UE. As the same S-KWT exists at the UE side, the 4-way handshake can lead to successful PTK construction at both sides and the WLAN association is maintained in such scenario.
Based on the discussion above, it is proposed that the target eNB sends RRCConnectionReconfiguration message before the WT Modification Request message and the WT starts 4-way handshake after updating the WLAN security key if the UE is associated with the WT. The benefits are that the association can be maintained in the discussed scenario and the UE behaviour regarding WLAN is not altered when receiving the RRCConnectionReconfiguration message. The call flows are shown in Figure 2. 
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Figure 2: Two-step handover and re-keying procedures allowing UE to remain associated with the WT

Proposal 1: The network should provide a method to ensure successful WLAN authentication after re-keying.
Proposal 2: For the purpose of re-keying, the target eNB sends RRCConnectionReconfiguration message before sending the WT Modification message to the WT.
Proposal 3: The WT starts 4-way handshake after updating WLAN security key by the WT Modification Request.
3 Conclusion
In this contribution, we have reviewed the rekeying issue raised for handover without changing WT. The observation and proposals are listed below. Comparing the ways to refresh the IEEE 802.11 security using the new PMK, since the WT initiated method can save the time and steps required by the re-association method initiated by UE, it is preferred and the related solutions are proposed in this discussion paper. 
Proposal 1: The network should provide a method to ensure successful WLAN authentication after re-keying.

Proposal 2: For the purpose of re-keying, the target eNB sends RRC message before sending the WT Modification message.

Proposal 3: The WT starts 4-way handshake after updating WLAN security key by the WT Modification Request.
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