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Discussion and Decision
1      Introduction
In RAN2#95 meeting, discussion took place on whether reordering in RLC can be removed. Email discussion [95#27] was held to identify the impacts of different reordering options, with the email discussion report in [1].
In this contribution, we discuss some aspects related to reordering in detail.
2      Discussion
2.1     Removal of RLC reodering
As from email discussion report in [1], for deciphering, most companies agree that if RLC reordering and in-sequence delivery is strictly followed according to current LTE specification, there is impact on latency and/or processing requirements related to deciphering. However, companies have different views on whether out-of-order deciphering should be left to implementation, or RLC reordering should be explicitly removed from specifications. Current LTE RLC specification explicitly specifies the RLC AM reordering operations in TS 36.322 section 5.1.3.2.3, as copied below. It can be seen that the only condition for RLC to deliver RLC SDUs to PDCP is x = VR(R), i.e. when the received RLC SN x equals to the SN following the last in-sequence completely received AMD PDU. Of course, it might be possible to ignore the RLC specification with proprietary implementation. However for NR, it is preferable to fix this aspect by allowing out-of-order deciphering explicitly, without any implementation hack.
	When a RLC data PDU with SN = x is placed in the reception buffer, the receiving side of an AM RLC entity shall:

-
if x >= VR(H)

-
update VR(H) to x+ 1;

-
if all byte segments of the AMD PDU with SN = VR(MS) are received:

-
update VR(MS) to the SN of the first AMD PDU with SN > current VR(MS) for which not all byte segments have been received;

-
if x = VR(R):
-
if all byte segments of the AMD PDU with SN = VR(R) are received:
-
update VR(R) to the SN of the first AMD PDU with SN > current VR(R) for which not all byte segments have been received;

-
update VR(MR) to the updated VR(R) + AM_Window_Size;

-
reassemble RLC SDUs from any byte segments of AMD PDUs with SN that falls outside of the receiving window and in-sequence byte segments of the AMD PDU with SN = VR(R), remove RLC headers when doing so and deliver the reassembled RLC SDUs to upper layer in sequence if not delivered before;
-
if t-Reordering is running:

-
if VR(X) = VR(R); or

-
if VR(X) falls outside of the receiving window and VR(X) is not equal to VR(MR):

-
stop and reset t-Reordering;

-
if t-Reordering is not running (includes the case t-Reordering is stopped due to actions above):

-
if VR (H) > VR(R):

-
start t-Reordering;

-
set VR(X) to VR(H).


Observation 1: Proprietary implementation to allow out-of-order deciphering violates LTE RLC specification.
During email discussion [95#27], for the options proposed to remove RLC reordering, it seems that except for the cross layer interaction for option A (PDCP performs reordering for both PDUs and PDU segments), there is no consensus that there is impact for option A and Option B (PDCP performs reordering for PDUs, and RLC performs reordering for PDU segments). 
There were some concerns raised by one or two companies during email discussion regarding removal of RLC reordering. One concern is the impact on LTE-NR interworking. Firstly it is clear that there is no impact on SCG bearer (option 1A) since NR UP protocol is independent from LTE for SCG bearer. For split bearer (option 3C), there is PDCP reordering functionality in LTE DC. Therefore removing reordering in NR RLC does not impact LTE-NR interworking.
Observation 2: There is no impact on LTE-NR interworking with SCG or split bearer when reordering is removed from RLC.
Another concern is the additional latency for single reordering when entity hosting PDCP is connected with entity hosting RLC with non-ideal backhaul. However the concern is actually about performing ARQ in PDCP layer, not about single reordering itself. Single reordering does not imply that ARQ is performed in PDCP. As long as ARQ is still performed in RLC, there is no latency impact.
Observation 3: There is no impact on latency for single reordering as long as ARQ is performed in RLC.
Given that there are not obvious impact when RLC reordering is removed and it is preferable to remove RLC reordering explicitly from specifications, following is proposed: 
Proposal 1: RLC reordering should be explicitly removed from specifications.
2.2     Out-of-order deciphering for PDU segment

During email discussion [95#27], some concerns were raised on the benefits of out-or-order deciphering for PDU segments. Very big IP packet (e.g. super jumbo frame with 64 kbytes) can be transmitted with multiple segments. Suppose out-of-order deciphering for PDU segment is not supported, then deciphering can only be performed once all the segments for a PDU is received. There is issue that deciphering capability is not fully utilized, therefore there is additional impact on latency and/or processing requirements. An example is given in Figure 1 below. It is assumed that subframe length is 1 ms (this is only used to denote the time for convenience). It is assumed that one PDCP PDU is segmented into 3 parts in RLC layer. It is also assumed that every segment is received correctly. In Figure 1(A), out-of-order deciphering of PDU segment is enabled. Segment #1 of PDCP PDU with SN#1 can be deciphered during time [1, 2] ms. At the time t = 4 ms, the complete PDCP PDU with SN#1 is deciphered and can be delivered to higher layer. In Figure 1(B), when complete PDU deciphering is required, deciphering of PDCP PDU with SN#1 can only starts at time t = 3 ms. Assuming the same deciphering rate, the complete PDCP PDU with SN#1 can only be deciphered and delivered to higher layer at time t = 6 ms. Therefore, out-of-order deciphering of PDU segment can reduce the user plane latency by 2 TTIs. In general, if there are n segments, out-of-order deciphering of PDU segment can reduce the user plane latency by n-1 TTIs. To achieve similar user plane latency, the deciphering capability should be increased to n times for complete PDU deciphering approach. This is shown in Figure 1(C), where 3x peak rate deciphering capability is assumed. At the time t = 4 ms, the complete PDCP PDU with SN#1 is deciphered. Note that in this approach, deciphering capability is not fully utilized, e.g. deciphering hardware is idle during time period [4, 6] ms.
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Figure 1: Deciphering processing
Above discussion assumes that all segments are received correctly. If there is HARQ retransmission, there is more gain of out-of-order deciphering of PDU segment. Note that initial HARQ BLER is typically set to 10%, which means that HARQ retransmission is not rare. As shown in Figure 2 below. Segment#3 of PDCP SN#1 and Segment#1 of PDCP SN#2 are retransmitted. When out-of-order deciphering of PDU segment is used, complete PDCP PDU with SN#1 and SN#2 can be deciphered at time t = 8 and 9 ms, respectively. If complete PDU deciphering approach is used (with the same deciphering rate), complete PDCP PDU with SN#1 and SN#2 can be deciphered at time t = 10 and 13 ms, respectively. In this case, out-of-order deciphering of PDU segment can reduce the user plane latency for PDCP PDU with SN#2 by 4 TTIs.
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Figure 2: Deciphering processing when there is HARQ retransmission
Above analysis is mainly for the case that only one transport block is transmitted within one subframe. In case that there are multiple transport blocks transmitted within one subframe (for example spatial multiplexing and/or carrier aggregation), it is still possible that different PDU segments span multiple subframes. In addition, due to HARQ retransmissions, the above analysis is still valid.

From above analysis, it is clear that out-of-order deciphering is beneficial to reduce the latency and/or processing requirements.

Observation 4: Out-of-order deciphering of PDU segment is beneficial to reduce the latency and/or processing requirements.
One concern raised during email discussion [95#27] is that there is security issue if the same ciphering keystream is used multiple times for multiple PDCP PDU segments. Firstly, it should be clarified that same security keystream is not reused multiple times. One example is that in AES CTR mode (as from section B.1.3 of TS 33.401 [2]), when generating the keystream, each block (16 bytes) is generated independently (with an increasing counter). Therefore each block can be deciphered independently, which implies that each segment can be deciphered almost independently. 
More detailed explanation is as follows based on Figure 3. For each successive block to be encrypted, corresponding counter is increased by one and then the counter is encrypted by AES to generate the keystream block, which is then XORed with plaintext to get ciphertext. When decipher is performed, as long as PDCP SN (which is used to derive COUNT) and offset of the block is available, the same keystream block can be generated to finally get the plaintext.
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Figure 3: AES CTR mode
Observation 5: For AES CTR mode, out-of-order deciphering of PDU segment is possible when PDCP SN and segmentation offset is available.
In summary, we see it is beneficial to support out-of-order deciphering of PDU segment.
Proposal 2: Out-of-order deciphering of PDU segment should be supported.
3      Conclusion
In this contribution, we discuss some aspects related to reordering in detail. We have the following observations:
Observation 1: Proprietary implementation to allow out-of-order deciphering violates LTE RLC specification.
Observation 2: There is no impact on LTE-NR interworking with SCG or split bearer when reordering is removed from RLC.
Observation 3: There is no impact on latency for single reordering as long as ARQ is performed in RLC.
Observation 4: Out-of-order deciphering of PDU segment is beneficial to reduce the latency and/or processing requirements.
Observation 5: For AES CTR mode, out-of-order deciphering of PDU segment is possible when PDCP SN and segmentation offset is available.
We propose the following:

Proposal 1: RLC reordering should be explicitly removed from specifications.
Proposal 2: Out-of-order deciphering of PDU segment should be supported.
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