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1. Overall Description:

RAN 2 has started discussing the security requirements and solutions for NR, based on the requirements in 38.913 v0.4.0 and has come up with the following topics for discussion between RAN2 and SA3.

Resilience towards jamming:

The requirements in 38.913 currently states that NR “shall ensure resilience against jamming”, this has to our knowledge not been required by previous 3GPP RATs and needs special attentions. See questions below.

1. How would SA3 define the “resilience against jamming”?

2. Would there be different jamming scenarios that should be considered which may have different requirements / solutions? If so could SA3 defined those scenarios?

3. In cases it is not possible to prevent jamming would there still be benefits in having mechanisms that can be used to detect that jamming is occurring in a specific area?

Potentially new requirements for NR which has impact on the security solution:

NR aims at further optimizing architecture flexibility and the performance e.g. at state transition and handovers. For these reasons there may be new security solution(s) required. See some questions and observations below.

4. Currently in LTE a radio handover always leads to a change of AS security key. In order to improve architecture flexibility e.g. to support scenarios with centralized security termination, this strict coupling between radio handovers and key change may be undesirable. RAN2 asks SA3 to consider the impacts of only mandating AS key change at handover when the RAN security context is moved or need to be refreshed.  When further details of the NR radio handover procedure are concluded the input parameters to the key derivation in RAN also need to be considered by SA3. 

Observations: 

5. In order to support zero ms interruption time at mobility there may be some impact on how security is handled at handover. Solutions are FFS based on progress on mobility solutions in RAN WGs.

6. In order to support low latency / overhead at state transitions it is required that the UE should be able to initiate data transmissions already in conjunction with MSG3 containing UE identity, i.e. it should not wait to receive NH chaining info. Solutions are FFS. 

Reusing LTE security architecture for NR:

It seems likely that the security solutions in LTE are able to address the majority of the security requirements for NR, for this reason it is preferred if possible to use the LTE security architecture as a starting point of for NR security. It has also been decided that LTE should connect to the NextGen CN, which means that any security solutions adopted in NextGen system will also apply to LTE. For this reasons RAN2 asks SA3 to consider harmonization of security solutions between LTE and NR, as well as migration aspects for support the solutions in LTE. 

See some question below.

7. Are SA3 satisfied from a security point of view with the mechanisms to ensure end user privacy available in LTE e.g. such as the usage of random temporary identifier such as C-RNTI and S-TMSI assigned by the network? If not what additional enhancements would be needed on RAN and/or CN level?

8. Are SA3 satisfied with the key management procedures in the LTE RAN including key derivations at state transition/handover, etc.?

9. Is it acceptable from a security point of view to use the same or compatible AS security context in NextGen systems as today in LTE, particular the same AS key size? 

10. Does SA3 have any views on solutions for adding configurable integrity protection of user plane data, in order to protect against injection, manipulation and possible to improve detection of jamming?

2. Actions:
To SA3 group.

ACTION: 
TSG-RAN2 ask SA3 to consider the information above and provide answers to the questions and additional relevant information to RAN2 when available.
No action to SA2.
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