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Discussion and Decision
1      Introduction
In this contribution, we propose a UE based connected mode mobility in order to improve service continuity and avoid NAS recovery for NB-IoT UE using CP CIOT EPS optimization. 2 aspects are discussed in the contribution:
· How the network authenticate the NB-IoT UE using CP CIOT EPS Optimisation using RRC Connection Re-establishment

· How data forwarding of SRB is performed for inter-eNB mobility 

2      Discussion
2.1     Existing Rel-13 behaviour

In Rel-13, no RRC Connected mode mobility is supported. When the UE moves out of the existing cell coverage, radio link failure occurs. For the CP solution, the UE will release the RRC Connection and performs cell selection when entering idle mode. The UE informs its NAS layer with cause RRC Connection failure. The NAS layer will then perform NAS recovery (i.e. trigger TA update). This is regardless of whether the UE moves within cell in the same eNB or moves to cell controlled by another eNB. The flowchart of the existing RLF interaction between UE and the network is shown in Figure 1 below:
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Figure 1: Existing RLF interactions
Invoking NAS recovery may involve more signalling overhead (e.g. RRC Connection establishment, TAU etc.) and thus consume unnecessary UE power. In order to avoid NAS recovery and to support RRC Connected mode mobility, there is a need to be able to ensure that RRC Connection Re-establishment can be executed also for NB-IoT UE using CP CIOT EPS optimization without going NAS recovery.
One of the issues for CP solution is that RRC Connection Re-establishment procedure cannot be initiated as the AS security has not been activated. Therefore the MAC-I needed for deriving the shortMAC-I to authenticate the UE cannot be generated by the UE AS (vs in legacy LTE, where the AS security context are provided to the eNB at the Initial Context Setup. For CP solution, this is not provided as no DRB is being established). UE Context Fetch is also required to allow the target eNB to authenticate the UE. To allow the UE to use the RRC Connection Re-establishment for RLF due to Connected mode mobility for CP solution, there is a need to provide the means to enable the UE authentication (i.e. some form of MAC-I). Furthermore, the eNB needs to authenticate the UE to prevent denial of service attack (note UE authenticate of the eNB/network can be done via NAS security since the user traffic is NAS security protected). For example a fake UE may come up in a new cell to deny service of the real UE. Real UE will result in a service disruption. The (re)establishment of the real UE may result in unnecessary UE power consumption. The fake UE can continue to disrupt the service of the real UE (e.g. a stationary UE may be continuously disrupted by a fake UE). Security issue can further be checked with SA3.
Issue#1: There is a need to introduce security to allow the network to authenticate the UE if RRC Connection Re-establishment is to be used for CP CIoT optimisation.
Another issue for CP solution is that even if RRC Connection Re-establishment procedure can be performed, there is no data forwarding mechanism for transferring NAS PDUs over the SRB as the existing X2 data forwarding is only for DRBs. In legacy LTE or existing Rel-13 behavior for CP solution, whenever the eNB is unable to ensure that a NAS message has been delivered, it shall report the non-delivery of this NAS message by sending a NAS NON DELIVERY INDICATION message to the MME including the non-delivered NAS message. MME may base on this indication to minimize the amount of packet loss by retransmitting the packet again. This is fine in the stationary case or intra-eNB mobility. However, in the inter-eNB Mobility case, some packets may be lost in transition since the MME may not have receive the indication from the source eNB as it depends on when the MME is notified of the new (target) eNB via the TAU during NAS recovery. The loss of the packets will cause the service interruption for the UE.
Issue#2: There is a need to introduce NAS data forwarding between eNBs (i.e. data that is sent via SRB on the radio interface) to prevent NAS packet loss.
The use case for NBIOT is mainly for delay tolerant application. Improving service continuity is not on reducing the latency, but more on preventing packet loss resulting in service disruption. Furthermore, UE mobility may occur on long transmissions and typical long transmission is for DL and for software/firmware upgrade. Such application can tolerate large latency. Such mobile UEs are also most likely in normal or shallow coverage level and detection delay of physical channel problem should not be an issue. Hence, we do not see a need to introduce RRM measurement for performing cell reselection. Also the performing of such measurement will increase the UE power consumption which is against the WI objective.
Observation: There is no need to reduce the interruption time as NB-IOT tolerates delay tolerant transmission; the main driven factor of improving service continuity is to prevent packet loss.
2.2     Issue#1: Introduce security to allow the network to authenticate the UE if RRC Connection Re-establishment is to be used for CP solution
One solution is to let the MME and UE to generate a random security token/signature using the NAS security association, which can be used as a shortMAC-I. The MME will provide this security token to the eNB when responding to the S1 Initial UE message during NAS Attach and NAS Control Plane Service Request, while the UE will provide the security token to the UE AS upon sending NAS Attach and NAS Control Plane Service Request. After RRC Connection Re-establishment, the target eNB will be informed of the new security token either via the S1 Path Switch procedure or a new procedure while the UE NAS will provide the UE AS with the new security token after successful re-establishment. The following is a high level flow chart to illustrate how this can be achieved:
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Figure 2: UE interactions with network using RRC Connection Reestablishment procedure

(1) MME provides the eNB with the set of security tokens (or provide the eNB to generate multiple security tokens) generated in the MME using NAS security key/association. It is either sent in the S1AP Connection Establishment Indication or S1AP DL NAS Transport message.

(2) UE NAS generates a security token from NAS security key and provides it to the UE AS for subsequent RRC Connection Re-establishment

(3) Upon RLF, the UE triggers the RRC Connection Re-establishment with the security token generated by the UE NAS, instead of the MAC-I. 

(4) Upon receiving the RRC Connection Reestablishment Request from the UE, the target eNB used the ReestabUE-Identity to identify the source eNB and request a “UE AS context fetch” from the source eNB. The source eNB will provide the security token of the UE as part of the “UE AS context fetch” to the target eNB. The target eNB will use the security token from the source eNB to authenticate the UE.

(5) During RRC Connection Re-establishment, the new set of security tokens generated by the MME (or MME provides the eNB to generate multiple security tokens) is provided to the eNB via S1 “Path Switch” procedure to switch the control plane path between the eNB and the MME from the source eNB to the target eNB. If existing Path Switch message is used in this case, the NH will not be used by the eNB.  If there is a change of MME, the Path Switch Request will be rejected and the RRC Connection Re-establishment is also rejected.

(6) UE NAS generates a new security token to the UE AS. If a new NAS security context needs to be used by the UE upon re-establishment, the MME can provide it to the eNB (e.g. NCC) and the eNB can send it via RRC Connection Re-establishment Complete where the UE AS can provide it to the UE NAS to generate the new security token for the next re-establishment.

The set of security tokens are needed in the case the mobility is within same eNB (i.e. from one cell to another cell in the same eNB). Used security token will be deleted once it is used by the UE for reestablishment within a eNB.

One possible way of generating the security token (which is the shortMAC-I) can be derived in a similar way as follow for the existing shortMAC-I in NB-IoT except that the input sequence may be different: 

- KEY shall be set to key associated with NAS security

- all BEARER bits shall be set to 1;

- DIRECTION bit shall be set to 1;

- all COUNT bits shall be set to 1.

- Input sequence = e.g. ASN.1 encoded of Global eNB ID (20bits) + PLMN ID (24bits)

The security token shall be the 16 least significant bits of the output of the used integrity algorithm. SA3 can decide whether this can be used or can also consider other ways of generating the security token.
The above illustrates a simple and feasible extension of the existing RRC Connection Reestablishment procedure also to NB-IoT UE using CP CIOT EPS Optimisation. Hence it is proposed that:  
Proposal#1: Send a LS to SA3 to check (or confirm) whether there is a need for security for using RRC Connection Re-establishment procedure for NB-IoT UE using CP CIOT EPS solution. 
Proposal#2: Include in the LS to SA3 to check the feasibility of defining a new security token for RRC Connection Re-establishment procedure (using the NAS security association between the MME and the UE). 
Proposal#3: If UE Context Fetch is not already possible for RRC Connection Re-establishment, extend Rel-13 UE context fetch procedure for RRC Suspend/Resume procedure also for RRC Connection Re-establishment procedure. The request of the UE Context fetch by the target eNB should be based on ReestabUE-Identity. 

2.3     Issue#2: Introduce data forwarding for SRB to prevent NAS packet loss.
There are 2 ways of forwarding the NAS PDUs sent over the SRB. One is via the X2 while another is via the MME. Both of these method can be made to work as described below.
Alternative 1: Data forwarding via MME/S1

Upon receiving the “UE Context Fetch” request from the target eNB, the source eNB triggers the NAS NON DELIVERY INDICATION message for each of the non-delivered NAS PDU to the MME (See Step 4). It may indicate in the cause IE the NAS NON DELIVERY INDICATION that it is for data forwarding or it is due to RLF. The MME stops sending the NAS PDU to the source eNB and buffer the NAS PDUs as well as the undelivered NAS PDUs indicated by the source eNB. After successful S1 Path Switch procedure (See after Step 5), the MME send the non-delivered NAS PDUs to the target. It is assumed that the MME performs NAS PDU reordering by sending the non-delivered NAS PDUs to the target eNB before sending the new NAS PDUs. The data flow is shown below in Figure 3:
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Figure 3: Data Forwarding via MME/S1
Alternative 2: Data forwarding via X2

Upon receiving the “UE Context Fetch” request from the target eNB, the source eNB stops sending the undelivered NAS PDU to the UE. Instead it forwards them to the target eNB and any fresh NAS PDUs from the MME. The target eNB should send the forwarded NAS PDU first to the UE before sending the NAS PDU from the old path. During path switch, MME will send the last NAS PDU with an end marker. Upon receiving the last data frowarded NAS PDU with the end marker from the source eNB by the target eNB, the target eNB will switch to the new path for NAS data. The data flow is shown below in Figure 4:
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Figure 4: Data forwarding via X2

Proposal#4: Discuss the 2 alternatives above for data forwarding to prevent loss of NAS PDUs.
Proposal#5: Inform RAN 3 and/or SA2 of this decision, if Proposals#3 or/and Proposal#4 (RAN 2 pick one of the alternatives) is agreed.

3      Conclusion
In this contribution, we discuss extending the existing RLF to allow for NB-IoT UE in RRC Connected mode mobility using CP CIOT EPS Optimization, and has the following proposals:
Observation: There is no need to reduce the interruption time as NB-IOT tolerates delay tolerant transmission; the main driven factor of improving service continuity is to prevent packet loss.

Proposal#1: Send a LS to SA3 to check (or confirm) whether there is a need for security for using RRC Connection Re-establishment procedure for NB-IoT UE using CP CIOT EPS solution. 
Proposal#2: Include in the LS to SA3 to check the feasibility of defining a new security token for RRC Connection Re-establishment procedure (using the NAS security association between the MME and the UE). 
Proposal#3: If UE Context Fetch is not already possible, extend legacy UE context fetch procedure for RRC Suspend/Resume procedure also for RRC Connection Re-establishment procedure. The request of the UE Context fetch by the target eNB should be based on ReestabUE-Identity. 
Proposal#4: Discuss the 2 alternatives above for data forwarding to prevent loss of NAS PDUs.

Proposal#5: Inform RAN 3 and/or SA2 of this decision, if Proposals#3 or/and Proposal#4 (RAN 2 pick one of the alternatives) is agreed.
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