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1   Introduction
In RAN2#95 meeting, issues related to mobility enhancement were discussed and several agreements were achieved as below [1]:
Agreement:

1.
RAN2 to include LWA-Config-r13 and the WLAN measurement results in the AS-Config.

2.   eNB does not need to change WLAN security key at handover but does need to be replaced at some later time.

3.   Handover and S-KWT update can be achieved with 2 independent procedures over the radio. First a handover that does not trigger a S-KWT update, and then at a later time a reconfiguration procedure that does trigger S-KWT update.

In addition, PDCP ciphering key handling during handover without WT change was discussed last meeting and no conclusion was reached. In this contribution, we will further discuss about this issue and provide our considerations. 
2   Discussion 
In RAN3#93 meeting, the mobility procedure for eLWA [2] was endorsed as the baseline as shown in Figure 1. Based on Figure 1, we further analyze the overall procedure for PDCP key change at handover and the necessity of PDCP key indicator. 
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Figure 1. Mobility Procedure for eLWA
Downlink Transmission Case 
· Source eNB keeps sending DL data towards UE via WT until the WT Release Request. 

· Upon receiving WT Release Request, WT shall stop providing user data to the UE, which implies that WT will flush UE’s data buffer ciphered with old PDCP key.  However, buffered data at WLAN network may continue to be transmitted if UE does not change WLAN AP.
· When UE receives the handover command, it immediately updates the new PDCP key. That is, buffered data ciphered with old PDCP key sent from WLAN network cannot be deciphered by UE and are dropped after step 6. 
· After Step 9, target eNB can start sending DL data ciphered with new PDCP key to UE which is not received correctly based on PDCP status report from UE
By introducing PDCP key indicator [3], it is expected that the buffered data ciphered with old PDCP key sent from WLAN network can be deciphered by UE even after step 6. One implied requirement imposed on UE is, it needs to keep both the old and new PDCP keys upon reception of handover command. Actually, UE is able to do the same thing without introducing PDCP key indicator. That is, UE always tries to decipher data from WLAN network by the old PDCP key first, and new PDCP key will be used instead upon deciphering failure. Besides, since the transmission over WLAN link depends on WLAN link conditions, the buffered data amount is unpredictable which means that the benefits acquired by introducing this indicator may be limited. In addition, even if both WT and mobility set are unchanged during handover, UE may probably connect to an AP within the mobility set which is different from the original one. In this case, introducing a PDCP key indicator to enable UE to decipher the buffered data from the old AP is useless. Finally, it seems too excessive to add a key indicator in each LWA PDU. 
Observation1: For downlink transmission, the gain is limited by introducing a PDCP key indicator and it is too excessive to include this indicator in each PDCP PDU.
Uplink Transmission Case
From Figure 1, it can be seen that WT connects to both the source eNB and target eNB during the period from receiving WT Addition Request to receiving WT Release Request. Therefore, one contribution [3] proposed that during this period, WT is not aware of whether to forward the received packets to the source eNB or the target eNB. Actually, there’re two cases based on the remaining FFS in [2] about the order of WT Release Request.
· Case 1: if WT Release Request is sent in step 5 as shown in Figure 1, WT should forward the received packets to the source eNB since UE has not connected to the target eNB yet. 
· Case 2: if WT Release Request is sent until step 9, WT may receive uplink data ciphered with new PDCP key from the UE after UE performs RACH procedure towards the target eNB. 
Observation 2: Postponing WT Release Request until step 9 introduces the problem for WT of where to forward the received packets to, the source eNB or the target eNB. 
The proposed PDCP key indicator [3] can be used to solve the above problem introduced by postponing WT Release Request until step 9, i.e., WT could use it to figure out the forward direction of the received packets during the period when keeping two Xw tunnels connected. That is, it depends on the WT to interpret the PDCP key indicator included in LWAAP header. However, we have already agreed in Rel-13 that eNB adds LWAAP layer and WT is not expected to interpret 3GPP radio protocol. Besides, UE may fail to connect to the target eNB during handover, which makes the uplink data forwarded by WT to the target eNB useless before step 9. Another use case for PDCP key indicator is, WT may still receive buffered data ciphered with old PDCP key from WLAN AP after releasing from the source eNB. However, since UE only connects to the target eNB, WT can only deliver these buffered data to the target eNB whatever the indicator is. Therefore, the introduction of this key indicator seems useless for UL transmission. 
Observation 3: For uplink transmission, WT is not able to utilize PDCP key indicator to decide the forward direction, which violates Rel-13 design principle that WT is transparent to LWWAP layer.
Observation 4: The benefit of introducing an indicator to indicate the PDCP ciphering key change is limited. 
Proposed 1: Do not postpone WT Release Request until step 9 and keep the mobility procedure for eLWA as it is in Figure 1. 
Given WT Release Request is in step 5, the overall procedure for PDCP key change at handover for uplink transmission is summarized as follows,
· Before the reception of WT Release Request from the source eNB, WT keeps forwarding UL packets to the source eNB.
· Between Step 5 and Step 6, UE still sends UL packets ciphered with old PDCP key to WT and WT can only forward these packets to the target eNB, which will be dropped due to deciphering failure. 

· Upon receiving RRCConnectionReconfiguration message, UE stops sending UL packets ciphering with old PDCP key to WT.
· After Step 8, UE can start to send UL packets ciphered with new PDCP key via WT or directly to target eNB. 
Based on the above analysis, we can see that, either for downlink or uplink transmission case, the benefit of introducing the PDCP key indicator is limited or violating Rel-13 design principle. Therefore, there seems no need to introduce a new indicator to indicate the change of PDCP ciphering key. 
Proposal 2: It is suggested not to introduce PDCP ciphering key change indicator. 

3   Conclusion
In this contribution, the overall procedure for PDCP key change at handover and the necessity of PDCP key indicator are discussed, and it is proposed RAN2 to agree following proposals:
Observation1: For downlink transmission, the gain is limited by introducing a PDCP key indicator and it is too excessive to include this indicator in each PDCP PDU.
Observation 2: Postponing WT Release Request until step 9 introduces the problem for WT of where to forward the received packets to, the source eNB or the target eNB. 
Observation 3: For uplink transmission, WT is not able to utilize PDCP key indicator to decide the forward direction, which violates Rel-13 design principle that WT is transparent to LWWAP layer.

Observation 4: The benefit of introducing an indicator to indicate the PDCP ciphering key change is limited. 

Proposed 1: Do not postpone WT Release Request until step 9 and keep the mobility procedure for eLWA as it is in Figure 1. 
Proposal 2: It is suggested not to introduce PDCP ciphering key change indicator. 
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